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5.1 1IPv6
5.1.1

IT
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IPv6

5.1-1

1Pv6
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1Pv6

NAT(Network Address Translation) IP
NAT
1Pv6

5.1.2

5.1.3

5.1.3.1.

1Pv6
600 (IPv6
)
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IPv6

Ethernet
PC
\ IPv6
IPv6
(IPv6 )
5.1.1 IPv6
5.1.3.2
Ethernet 1Pv6
PC
1Pv6 1PV6
198 600
1Pv6
1Pv6
Ethernet

PC

5.1-3

Ethereal
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5.1.2
IPv6
1Pv6

PC IPv6
5.1.3
IPv6
1Pv6

5.1.2

PC

1Pv6
5.1.4 ICMPVv6

() 432 600

1u11-duple

5.1.2
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File Edit

Capture

Display Tools

Mo, . |Time

Lource

Cestination

Protacol

Info

aab 420, dealig
237 432,BhORZV
238 432,849101

= (R AT ~ i A Ve~ i I o S
felB: 1290327 FFfeblic FFO2::0

LLaFF
05PF
ICHPWE

Hello Facket
Hello Packet

339 432,849326

Meighbor zolicitation /

|~ I

=TT T r ¥ T E FT T T = T T T T ¥ T

Internet Protocol Werszion B
B Internet Control Message Protocol wE
Type: 134 (Router advertisement)
Code: O
Checksum: 0xFF35 (correct)
Cur hop limit: B4
Flags: G0
Router lifetime: 1800
Reachable time: 0
Retranz time: 0
ICHPWE options
B ICHPYE optiors
Type: 3 (Prefix information)
Length: 32 bytes (4)
Prefix length: B4
Flags: Cxch

|~ I

Q00
Q00
Q050
QOED

00 0o 00
0f 00 00
40 c0 00

Qo oo 01 86 00
OO 00 00 01 o1
27 8d 00 00 03

O d2 10 Qo 0

ff 35 40 00 07 03
0 a0 cc 73 32 88
Za 80 00 00 00 00

00 0o
0z 04

s
LEEEE ++I':'3+++

Bh8 :
ssss Taaias

Filter:

5.1.

3 Ethereal

5.1-5

J Eeset

Apply




sture  Display Tools Help
‘Source |Destination Protocol | Info A
Telly 1202 shar T s P erh s 2 a6t FrozZ::0 TISFF AelTo Facket
fell: s 2d0tb7ff i fedatBf 26 ffo2::h 05PF Hello Packet
feliy 1 2a0coffifes3: 3388 FFO2::h 0SPF Hella Packet
Fell: 200 87FF 1 Fe2BdOB0 ffo2::6 05PF L5 Acknowledge
Afferhl Fferb0l;100c1d210: 2601 18FF feld adbt  ICHPUE Echa request

f Ifferhil100c: L ¢ ICHPuE

3FFe:h01:100c:d210:2e0:18FF: Feld s adbb

TCHPy Echo request
Afferbol:100c:d210 2e0118FF1fed1adbb  3Ffe:501:100c:d22012001e8ff 1 fedcibb3c  ICHPWE Echo reply
fel: 1 2e0: 181 1 fedd :adbh feB0:r2a0icoff 1 fer3: 3308 ICHPwE Neighbor zolic
feliy 1 2a0coffifes3: 3388 feb0y:2e0118FF 1 feldd s adbb ICHPuE Neighbor adver
Zffe:bol:100cid210::1 2ffe:b0l:100c:d210:2e0 18 F1fe0d adbt  ICHPYE Heighbor solic
Afferb0l 1000 d210: 2201 18FF 1 feddradbb  3FFe:b0l100cd210s 31 ICHPYE Heighbar adver
Iffe:bol:100c:d2201 20018 1fedcibb9c  3Ffe:B01:100c:d210: 22018 F 1 fe0d adbt  ICHPYE Echo request
Affe;b0ls100cd210: 2601 1877 feld sadbb  3FFe1b011100c1d220320018FF;fedc;bb9:  ICHPVE Echo reply
fel: 12002 87FF 1 fe28:d0B0 ffO2::0 OSFF Hello Packet
fel: 1 2a0cof f 1 far3: 3308 ffo2::h 0SPF LS Update £

[ -

Jtes on wire, 70 bytes captured)

~cy 003e0:18:041adtbE, Dety 001a03cci 7333188

zol Verzion B
1l Meszage Protocol wB

o I

L
13388 00 eb 1B 04 ad bE 86 dd BO 00 L. I163... ..of.¥a, A
132 40 3F fe 05 01 10 Oc d2 10 02 e0  ..,.:@7, ....08,,
a4 BE 3F Fe 08 0L 10 0c d2 20 02 00,007, ,...0,,
:Bb 9c BL 00 B3 ad G0 fO 00 04 93 47 .. .<[... c-D....G
_be o0 3 ZRB, /
J Reset| Apply |Fi|e: <capture= Drops: 0
5.1.4 ICMPv6
5.1.4
5.1.4.1

5.1-6

IPv6



IPv6

(A) (B) ©

PC

5.1.5 1IPv6

A 1Pv6 B

C 1Pv6 1Pv6

1Pv6 e-
5.1.4.2
IPv6
ping6 ICMPV6 echo request
ICMPV6 echo reply
A ®) © 55
1AF ON/OFF
1Pv6

csh

5.1-7



#1/bin/csh

foreach i ( bl b2 b3 b4 b5 b6 b7 b8 b9 b10 ¢l c2 c3 c4 c5 )
ping6 —w —c ${1}-bio

end

15 1Pv6 7

100
ping6

[ecare@iaf-server] # ./ping6.sh
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5
2001:200:163:2001:130b:260:b3ff:fe69:2e68

31 bytes from 2001:200:163:2001:130b:260:b3ff:fe69:ae68: mn100064

|
1
Vv

--- bl-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:130c:260:b3ff:fe69:ae5F

31 bytes from 2001:200:163:2001:130c:260:b3ff:fe69:ae5f: mn10006a

--- b2-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:130d:260:b3ff:fe69:ae63

31 bytes from 2001:200:163:2001:130d:260:b3ff:fe69:ae63: mn100068

--- b3-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
ping6: No address associated with hostname

ping6: No address associated with hostname

ping6: No address associated with hostname
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:1311:260:b3ff:fe69:ae59

5.1-8




--- b7-bio ping6 statistics ---

1 packets transmitted, 0 packets received, 100% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:a001:1312:260:b3ff:fe69:ae61

--- b8-bio ping6 statistics ---

1 packets transmitted, 0 packets received, 100% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:1313:260:b3ff:fe69:ae64

--- b9-bio ping6 statistics ---

1 packets transmitted, 0 packets received, 100% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:1314:260:b3ff:fe69:af01

31 bytes from 2001:200:163:a001:1314:260:b3ff:fe69:af01: mn10006b

--- b10-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:140b:260:b3ff:fe69:ae51

--- cl-bio ping6 statistics ---

1 packets transmitted, 0 packets received, 100% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:a001:140c:260:b3ff:fe69:ae56

31 bytes from 2001:200:163:a001:140c:260:b3ff:fe69:ae56: mn100065

--- c2-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:140d:260:b3ff:fe69:ae8b

--- ¢3-bio ping6 statistics ---

1 packets transmitted, 0 packets received, 100% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:a001:140e:260:b3ff:fe69:ae53

31 bytes from 2001:200:163:a001:140e:260:b3ff:fe69:ae53: mn100069

5.1-9




--- c4-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
PING6(72=40+8+24 bytes) 2001:200:163:a0000::5 -->
2001:200:163:2001:1401:260:b3ff:fe69:aeba

29 bytes from 2001:200:163:a001:140F:260:b3ff:fe69:aeba: c5-bio

--- ¢5-bio ping6 statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

5.1-10




5.2 1IPv6

5.2.1

LAN

1Pv6

I1Pv6
1Pv6

IPv6

5.2.2

o 1Pv6

5.2-1



IPv6

~~
=T
AT
N ( IPV6
802.11 b &
PC
‘\ ‘ IPV6 — R‘\W“"LL‘
RA
x &\ IPv6
IPV6
1 Jea
IPv6
5.2.1 IPv6
5.2.3 I1Pv6
5.2.3.1
1Pv6
LAN
1Pv6
I1Pv6
5.2.3.2
e- Ethernet LAN (

5.2-2

LAN

PC



LAN 1Pv6

1Pv6

IPv6 1Pv6
( 5.2.2)

@(capture) - Ethereal

File Edit Capture Display Tools

MNa. - |Tnﬂe |Snurce Destination ‘Prmocnl |Inm
I52 L. 199957 2Us.1/5.183. 215 U5, /5. 183. L5 0P OO CE portry 23-
153 1.218855 203.178.145. 218 205.178.143.157 uoF Source port: 23:
134 1.222193 203.178.143.157 203,178,143, 218 uppP source part: 22€
135 1.232240 203.178.145.157 205,178,143, 218 [H[a]3] source part: 22€
136 1.245554 203,178,143, 218 203.178.143,157 LDF source port: 23:
157 1.247230 atre:S0lTo0cid220 2T strerd0liTo0c:dI/0ra0 ICMPYE  EcCho reguest
138 1.248001 3ffe:501:100c:d120:a0 3ffe:501:100c:d220:21 ICMPWE  Echo reply
1.0 1, 2500:04 S0, 174,145,015 20, L8, 145, 218 UDP Source port: £d
140 1.282317 203.178.143.157 203,178,143, 218 uppP source part: 22€
141 1.266718 203.178.145. 218 205 178,143,157 LUoF source part: 23:
142 1.278597a 203,178,145, 218 205.175.143.157 LoF source part: 23:
143 1.2099088 203,178,143, 218 203.178.143.157 LoP Source port: 23:
144 1.302123 203.178.143.157 203,178,143, 218 uoFP Source port: 226€
145 1.31215%4 203.178.143.15%7 203,178,143, 218 UoF Source port: 226
146 1.323796 203,178,145, 218 205.178.143.157 uoF Source port: 23:
147 1.332244 203.178.145.157 205 178,143,218 LDF Source part: 22¢

-

EHFrame 1 (214 bytes on wire, 214 bytes captured)

HEthernet II, Src: 00:01:24:81:7f:0a, Dst: 00:d0:59:33:35:4h

HInternet Protocol, sSre Addr: 203.178.143.218 (203.178.143.218), Dst addr: 203.17

B User Datagram Protocol, Src Port: 23316 (23316), Dst Port: 22646 (22646)
Data (172 hytes)

ooo0 00 d0o 5% 33 35 4b 00 01 24 81 Ff 0a OB 00 45 00 RELT R T =
0010 00 <8 da <4 00 00 B0 11 a8 83 chb b2 8F da ch b2 ... ... e,
0020 8F 8d b 14 58 76 00 h4 cB 02 BO 00 43 07 80 32 ..[.XV.. oo

0030 al 38 a8 cC 4e 6C 64 64 64 66 68 6a 6a 62 &8 &7 .nldd dfhj 1h
o040 66 &4 62 5F e 5d Sc Sb b Sb Sb 5c 3d 5d 5T &z fdb _ANE [LL ]]

0050 64 65 67 68 6a 6C Bb Ha B9 Ha Ba 69 6a 6c 6F 7a  deghjlkj ijjijloz
oo fe fd Ff fe fe 7F 7b 74 &f &f &ad 6c 6b 6c 6 6F  ..... {1t oomlkTno
0070 6fF 6f 71 71 62 6b 6% 68 67 66 66 64 65 Ha GC GC ooqan1h gffdfill
Q080 Ac 73 Fd FF Fe Fh 79 77 74 6f 62 6C 6C 6C B9 66 _Fw ton11T4f
00o0 A4 66 69 B8 RO 6 72 Fh fd fa fh fa fa fc fc fe dF1h1 { ........
Gnag fe 7e 7c 7h Fe fd b fc fe £f ff fc fd fa f6 2 . ~]{~... .. ......
aobo  fo ef ee ed ec ec eb 9 e% eh ed ee ed ee F6 F7F ... ..., ...,
rncn F5 F7 F5 3 3 fd 5 f& FA F5 Fd4 Fn oa of F5 fA

fﬂEﬂJ| _ﬁJfEEEﬂjﬁ%1ﬂ|FHe:<m

5.2.2 IPvV6

5.2.4

5.2.4.1

5.2-3



LAN

1 LAN
IPv6
IPv6
5.2.4.2
3 Ethernet LAN I1Pv6 PC
1Pv6
1Pv6
ifconfig

xp0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 203.178.140.171 netmask Oxffffffe0 broadcast 203.178.140.191
inet6 fe80::202:b3ff:fe87:cba2%fxp0 prefixlen 64 scopeid Ox1
inet6 3ffe:501:100c:d120:a00:20ff:fe80:41bf prefixlen 64
inet6 2001:200:0:1010:a00:20ff:fe80:41bf prefixlen 64
inet6 3ffe:517:1111:2222:1a00:20FF:fe80:41bf prefixlen 64
ether 08:00:20:80:41:bf
media: Ethernet autoselect (100baseTX <full-duplex>)

status: active

1Pv6 LAN
1Pv6 PC

5.2-4



ifconfig

fxp0: flags=8843<UP,BROADCAST,RUNNING, SIMPLEX,MULTICAST> mtu 1500
inet 203.178.140.171 netmask Oxffffffe0 broadcast 203.178.140.191
inet6 fe80::202:b3ff:fe87:cha2%fxp0 prefixlen 64 scopeid 0x1
inet6 3ffe:501:100c:d120:a00:20ff:fe80:41bf prefixlen 64
inet6 2001:200:0:1010:a00:20ff:fe80:41bf prefixlen 64 deprecated
inet6 3ffe:517:1111:2222:1a00:20ff:fe80:41bf prefixlen 64 deprecated
ether 08:00:20:80:41:bf
media: Ethernet autoselect (100baseTX <full-duplex>)

status: active

ping6

Ethereal

apture Display  Tools

Source Destination |Prmocol hnm
200 203.178.143, 218 255.255.255.255 SSDP M-SEARCH % HTTP/1.
R B | Ll 221 g e DL S D Gl e B it T P L

410 5] ECnO reguest
2chh  ICMPvE

35 Echo reply

Lag 207.46.108.6 203,178.145.157 TCP 1863 » 3077 [PsSH
355 203.178.143.157 207.46.108.6 TCP 3077 > 1863 [aCK]
383 203.178.143.218 255.255.255.255 SSDP M-SEARCH % HTTP/1.
L6l 203.178.143,218 255.255.255.255 SSDP M-SEARCH % HTTPR/1.

279 3ffe:501:100c:d220:2115:d1c7:3Fh:2chh 3ffe:501:100c:d120:a00:20fF :feB0:41bf IcmPvé  Echo reguest

126 3ffe:501:100c:d120:a00:20FF :Fe80:41bf 3ffe:501:100c:d220:2115:d1c7:3Fb:2chh  ICMPvE  Echo reply

127 02:40:66:10:8a:9¢ spanning-tree-(for-bridges)_00 STP Conf. Root = 3276f
311 3ffe:s01l:100c:d220:2115:d1lc7:3Fh:2chh 3ffe:501:100c:d120:a00:20FF :feB0:41bf ICMPVE  Echo reguest

322 3ffe:s01l:100c:dl20:a00:20Ff:fe80:41bf 3ffe:501:100c:d220:2115:d1c7:3Fb:2chh  IcMPvE  Echo reply

353 Ciron_31:059:5a 0l:40:946:FF:Ff:00 LLC U, func = UI; SMAF
161 3ffe:s0l:100c:d220:2115:d1lc7:3Fh:2chh 3ffe:501:100cC:d120:a00:20fF :feB0:41bf ICMPvE  Echo reguest

arve 2FFo- 5 =1 nne A 0 anne 20FF s Farn A kF bt s =T O I T Pl s e R e B LN b WPl & o o W Pl o1 2 TRDa A Crbhin ranlu

594 bytes on wire, 94 bytes captured)

II, src: 00:d0:59:33:35:4kb, Dst: 00:02:e3:00:0c:8F
Protocol wersion &

Control Message Protocol wé

‘g3 00 O0c BF 00 d0 59 33 35 4b 86 dd 60 00 ........ Y35K. .

100 28 3a 40 3F fe 05 01 10 0c d2 20 21 15 P - i

P03 fb 2c bb 3f fe 05 01 10 0c dl 20 0a 00 nooopo&o ooooo oo

P fe 80 41 bf 80 00 T8 20 00 00 00 ae Gl 62 B - 1]

. B5 66 67 68 69 Ga 6b 6c 6d Ge &6F FO T1 72 cdefghij kImnopgr

- 75 76 77 6l 62 63 64 65 66 67 68 69 stuvwabc defghi
5.2.3
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5.3 IPv6

5.3.1
1Pv6
5.3.2
° IPsec
IPv6 Ipsec

IPsec
IPsec
IPsec
IPv6
IPv6 Ipsec  PC IPv6 Ipsec  PC
IPsec
5.3.1 IPv6
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5.3.3 IPsec

5.3.3.1

2 IPsec
IPsec
5.3.3.2

Ethernet 2 IPv6 IPsec PC

PC IPsec PC
IPsec
# setkey -D

2001:200:0:1010:1:4a00:0:3 2001:200:0:1010:1:4a00:0:1
esp mode=any spi=257(0x00000101) reqid=0(0x00000000)
E: des-cbc 45535020 53412121
seq=0x0000000c replay=0 flags=0x00000040 state=mature
created: Mar 19 23:15:23 2003  current: Mar 19 23:31:41 2003
diff: 978(s) hard: 0(s) soft: 0(s)
last: Mar 19 23:16:19 2003 hard: 0(s) soft: 0(s)
current: 1368(bytes) hard: O(bytes) soft: O(bytes)
allocated: 12  hard: 0 soft: 0
sadb_seq=1 pid=20689 refcnt=2

2001:200:0:1010:1:4a00:0:1 2001:200:0:1010:1:4a00:0:3
esp mode=any spi=256(0x00000100) reqid=0(0x00000000)
E: des-cbc 45535020 53412121
seq=0x00000000 replay=0 flags=0x00000040 state=mature
created: Mar 19 23:15:23 2003  current: Mar 19 23:31:41 2003
diff: 978(s) hard: 0(s) soft: 0(s)
last: Mar 19 23:16:19 2003 hard: 0(s) soft: 0(s)
current: 1159(bytes) hard: O(bytes) soft: O(bytes)
allocated: 13  hard: 0 soft: 0
sadb_seq=0 pid=20689 refcnt=1

IPsec
2 IPv6 1IPsec PC telnet

telnet
telnet

IPsec

IPsec

5.3-2



[IPsec

]

2001:200:0:1010:1:4a00:0:3.23 > 2001:200:0:1010:1:4a00:0:1.4004: P [tcp sum ok] 15
7:221(64) ack 216 win 58548 <nop,nop,timestamp 88327215 70144524> [flowlabel 0x678
ce] (len 96, hlim 64)

0x0000
0x0010
0x0020
0x0030
0x0040
0x0050
0x0060
0x0070
0x0080

[IPsec

6006 78ce 0060 0640 2001 0200 0000 1010
0001 4a00 0000 0003 2001 0200 0000 1010
0001 4a00 0000 0001 0017 Ofad 6653 ae5f
facd 29f7 8018 e4b4 573e 0000 0101 080a
0543 c42f 042e 520c 0d00 0dOa 4672 6565
4253 442f 6933 3836 2028 7370 6561 7273
2e69 6e74 6572 6e65 7469 7473 2e6f 7267
2920 2874 7479 7031 290d 000d 0a0d 000d
Oa6c 6f67 696e 3a20

]

.C.J.R.....Net
BSD/i386.(test02
.e-care-project.

org).(ttypl)....
login:.

2001:200:0:1010:1:4a00:0:3 > 2001:200:0:1010:1:4a00:0:1: ESP(spi=0x00000101,seq=0x
a) [flowlabel 0x678d0] (len 120, hlim 64)

0x0000 6006 78d0 0078 3240 2001 0200 0000 1010 X.X2@........
0x0010 0001 4a00 0000 0003 2001 0200 0000 1010 N
0x0020 0001 4a00 0000 0001 0000 0101 0000 000a N
0x0030  2f49 3f35 f8¢7 dd4d 6845 eb29 507c 1105 /1?5...MhE.)P]..
0x0040 0829 d50a 50d3 fbb1 8c56 267d 2b3f 0932 )P .V&}H+?.2
0x0050 e85f 7ca8 f849 debb 0782 5591 8497 250¢c o ]..1....U...%.
0x0060 f30d 5aff d825 €107 e2af ceda 2d6e c630 .Z2.%.......n.0
0x0070 alef 05a4 8697 0e74 b079 b4cb effd 386b ... t.y....8k
0x0080 3af5 3d7c¢ 6ed0 8dbb f2a5 173 4059 cc00 =|n......s@Y.
0x0090 58db 01c9 14d5 f6d3 5ccec afec 74da 3ec7 X ¥ 6>

5.3.4

5.3.4.1

5.3.4.2

100

5.3-3




5.4. IPv6QoS

54.1.
IP QoS(Quality Of Service)
RTP IP
RTP UDP
RTP
IntServ  DiffServ
IntServ RSVP
DiffServ 64
NTT
(DESART: queuing system based on DEStination ARrival Time)
1P
DESART

5.4-1



54.2.

DESART 3
1.
5.4.3.
54.1
e
[/ DESART @_*% g
_mr -
m (Linux) oo

(Linux)

DESART

DESART

I DESART l

(Linux)

5.4.1 IPv6QoS

QoS QoS
QoS PC 1000Base-T
100Base-T QoS PC 5.4.2
e- 543 e-

5.4-2



5.4.5

QoS

544

PC

" B

54.2

5.4-3



544 e-

5.4-4



545

@ @ (@) (d) (1) (@  tcpdump
sniffing NTT
1ms
(1). DiffServ
Linux Software [tc(iproute2)] DESART
(2). QoS
throughput / jitter
3).
IPv6 hop-by-hop option header
4.

tcpdump sniffing

5.4-5



().
(b).
(©).
(d).

54.4.

544.1.

UDP

best effort
DESART DiffServ

IPv6
IPv6

DESART

5.4-6

iperf

DiffServ



#1/bin/sh
TC=/usr/local/v6/bin/tc

#for test 1-x and 2-x

$TC qgdisc add dev ethl handle 1:0 root dsmark indices 64 set_tc_index

$TC filter add dev ethl parent 1:0 protocol ipv6 prio 1 tcindex mask Oxfc shift 2
$TC gdisc add dev ethl parent 1:0 handle 2:0 cbq bandwidth 100Mbit allot 1514 cell 8
avpkt 1000 mpu 64

$TC class add dev ethl parent 2:0 classid 2:1 cbq bandwidth 100Mbit rate 30Mbit avpkt
1000 prio 1 bounded isolated allot 1514 weight 1 maxburst 100 defmap 1

$TC qgdisc add dev ethl parent 2:1 pfifo limit 5

$TC filter add dev ethl parent 2:0 protocol ipv6 prio 1 handle Ox2e tcindex classid

2:1 pass_on

$TC class add dev ethl parent 2:0 classid 2:2 cbq bandwidth 100Mbit rate 10Mbit avpkt
1000 prio 2 allot 1514 weight 1 maxburst 100 borrow

$TC qgdisc add dev ethl parent 2:2 pfifo limit 5

$TC Filter add dev ethl parent 2:0 protocol ipv6 prio 2 handle 0 tcindex mask 0 classid

2:2 pass_on
PC DiffServ 2 CBQ
DSCP  0Ox2e (trafficclass  2bit 0xb8)
30Mbps
borrow 30Mbps 2
10Mbps borrow
100-30=70Mbps
iperf 1.5Mbps > 10 =15Mbps
e- 7.5Mbps > 2 =15Mbps 30Mbps DiffServ
DSCP Linux kernel
DiffServ marker tc destination port
USAGI-3.1 stable
iproute2 tc IPv6  destination address match

5.4-7



#1/bin/sh
TC=/usr/local/v6/bin/tc
IFDEV=ethO

$TC qdisc add dev $IFDEV handle 1:0 root dsmark indices 64
$TC class change dev $IFDEV classid 1:1 dsmark mask 0x3 value 0xb8

$TC filter add dev $IFDEV parent 1:0 protocol ipv6 prio 4 u32 divisor 1
$TC filter add dev $IFDEV parent 1:0 protocol ipv6 prio 4 u32 match ip6 dport 5003 Oxffff
flowid 1:1

5.4.6 Traffic class

O testi3.h

File Edit Capture Display Tools

Mo. . |Time |Source |Destinati0n |Pr0t0c0| ||nf0
u

LR == i A TECL I U LI r EREI% ] or SOUPCE FOrL o IV
[ i 2 f j

9 0,040308  fecOp0:0:1102::2 FecO:0s0310063 1201 s port: 1024 Destination port:
10 0042130 FechOzizlloZs 2 FecOiD0r1006) s201 g Source port: 1024 Destinstion port: 5003

Por s

Frame 8 (1462 on wire, 96 captured)
Ethernet 11
B Internet Protocol Yerszion B

Yersion: B

Flowlabely (uOo000

Payload length: 1408

Mext headers UDP (0x11)

Hop limit: B0

Source address: Fec:0:0:1102::2 (Fec:0:0:1102::2)

Destination address: fecO:0:0:1006::201 (fecO:0:0:1008::201)
lUser Datagram Protocol, Src Port: 1024 (1024), Dst Port: G00Z (GO0OZ)

Data (34 bytes)

=
Al ]
H=
0000 00 03 47 75 be 1b 00 02 b3 c2 &3 ab 56 dd TREN  ..GuMWB,, Afe, vin =
0010 JENEE 05 80 11 3c fe o0 00 00 00 00 11 02 00 00 MLL.CA ...
D020 00 00 00 00 00 02 fe o 00 00 00 00 10 OB 00 00 L, viB seresaes
o030 00 00 00 00 02 01 04 00 13 8bOSBOdI b OO OO L.,,.... ,...08,,
o040 00 01 32 O 4F cb 00 0a cH 44 32 33 34 35 36 37, »p0E@, EAS4GET =

Filter:“ - ﬂ Resetl Applyl ITraffic class (ipvB.class), 4 ytes

5.4.6 DiffServ DSCP (Traffic class : 0xb8 = DSCP : 0x2e)

DESART 54.1
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54.1

50 100 150 200 250 300 350 400 450 500 30 80

[ms]
5.4.7
File Edit Capture Display Tools Help
Destmatlon Protocaol
i () D30:0310 LIDF Source port: 1024 Destination port: 50
z 0 002548 Fecﬂ 0 0 1102::2 FECD 00t 1005::201 UDF Source port: 1024 Destination port: 5003
3 0003048 FecO:0:0:1102::2  fecO:0:0:1006::201 LDP Source port: 1024 Tlestination port: 5003 -

Frame 1 {1494 on wire, 96 captured) =
Ethernet 11
Internet Protocol Yersion 6
E Hop-by-hop Option Header
Mext header: UDP {0x11)
Length: 3 (32 bytes)
H Dezart. Header
Dezart Option
Option data length: 28
Reserved
Dezart Version: 2
Fairtiess Rate Infoi O
Queuing: O (Mormal DESART queuing)
Arrival time order: O (Millisecond Time order)
Queued packet after the arrival time: 0 (Dispose after remaining time expired)
Remowe Option: O {Remove DESART option)
Dr‘lgmated tlme ?353108(0x?05a24 about [2003;"3#13 19 1517

Destlnatwn Hrr‘wal Tlme(untll) 35994441
Latest Router IP Address Owd
Uzer Datagram Protocol, Src Port: 1024 (1024). Dst Port: 5003 (G003)
Data (2 bytes) =

4] | 4

=)

D020 00 00 00 00 00 02 fe ol 00 00 00 00 10 06 00 D0 4uvssssl wurusons el

0030 00 00 00 00 02 01 11 03 Zb 1c 00 00 20 00 00 70 L, .eurs *eur 4P

040 EEREEIEE] o0 00 00 00 00 00 00 00 00 o0 Z$KEEA.. ........ J
=

(050 00 00 00 00 00 00 04 00 13 85 06 80 1f ed 00 (O rrresare teeraees

M| ﬂ Reset Apply|
LT —

5.4.7 DESART

54.4.1.1. DESART/DiffServ/Best Effort
DESART

2000[ms]
1000[ms]
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load = 80%

100000 C T T T T T T T T T
DESART —+—
best effort ---*---

10000 - b

g
&
2 1000 | B
- [ ]
3]
X
Q
IS
Q L
© N
I} 100 | i
e} | 1
g Lo
> |
< |
10 | 1 b
L | }
1 3 1 1 1 1 3 1 1 1 1 1

0 0.005 0.01

5.4.8 80

0.015 0.02 0.025 0.03 0.035 0.04
receiving time between each packets [sec]

0.045 0.05

load = 80%

100000 [ . .

10000

1000

100 |-

number of packets [packet]

10 |

1 1 1

T T T T T T T
DESART —+—

best effort ------

0 0.005 0.01

5.4.9 80

5.4.8 5.4.9

effort

0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
receiving time between each packets [sec]
PC
80 PC PC
DiffServ
DESART
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load = 80%
50000 T T T T T T T

'DESART
45000 - best effort ---x---

40000 -
35000 E
30000 "‘. E
25000 E

20000 - .

number of packets [packet]

15000 |- ix 4
10000 -

5000

L/ A
i 5‘~V'§’A T e T ] RS

0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0.0035 0.004 0.0045 0.005
receiving time between each packets [sec]

5.4.10 80 PC
load = 80%
50000 T T T T T T T T T
DESART —+—
45000 - best effort ---*---
40000 [ b

35000 | -
30000 | » -
25000 | i

20000 | L g

number of packets [packet]

15000 | L .

10000 -

“s&" \ %

5000 |- :/f \ & -
Al Y ng \ &

0 sttt DTS 0~ AN VIOV DIRIOIIN IO VTSI

0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0.0035 0.004 0.0045 0.005
receiving time between each packets [sec]

54.11 80 PC

5.4.10 5.4.11

PC DESART

PC
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load = 120%

100000 C T T T T T T T T T
DESART —+—
best effort ---x---

10000 b
g
&
K= 1000 B
= [ ]
k]
X
Q
IS
o
S *:
9] 100 | | i
Qo | 1
1S |
3 |
c |
0F ]
|
l i 1 1 1 1 | 1 1 1 1 1

0 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
receiving time between each packets [sec]

54.12 120 PC

load = 120%
100000 r T T T T T T T

DESART —

best effort ------

10000

1000

100 |

number of packets [packet]

10 |

1 1 1 1 1 | 1 1 1 1 1
0 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
receiving time between each packets [sec]

5.4.13 120 PC
5.4.12 5.4.13 120
PC best effort DESART
DiffServ
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DESART DiffServ

5.4.14 5.4.15 5.4.16 5.4.13 120%
DESART/DiffServ/best effort 3
1

DESART (sender=1.5Mbps, load=120%)

14 | B

12 by

10 |+ :

©

bandwidth [Mbps]

0 0.1 2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
time [sec]
5.4.14 PC (DESART)
DESART/DiffServ
1.5Mbps 1ms
12Mbps
best effort
DESART/DiffServ 5.4.13
best effort 0.008[sec]
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bandwidth [Mbps]

bandwidth [Mbps]

14

12

10

DiffServ (sender=1.5Mbps, load=120%)

0 0.1

5.4.15

14

12 |-

10

0.2 0.3 0.4 0.5 0.6 0.7 0.8
time [sec]

PC

best effort (sender=1.5Mbps, load=120%)

0.9 1

(DiffServ)

0 0.1

5.4.16

0.2 0.3 0.4 0.5 0.6 0.7 0.8
time [sec]

PC

5.4-14
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load = 120%
50000 T T T

' ' ' ' 'DESART

45000 | best effort ---x---

40000

35000

30000

25000

20000

number of packets [packet]

15000

10000

T

5000 |- FENT Lk

A F ¥
0 ke '/\/{*Fy L v{;xjfﬂg, Ly ekl

K " " S "

0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0.0035 0.004 0.0045 0.005
receiving time between each packets [sec]

5.4.17 120 PC

load = 120%
50000 T T T

'DESART —
45000 |- W best effort ---%--- -

40000

35000

30000

25000

20000

T

number of packets [packet]

15000

——1

10000

5000

Tk

Al
B
b b U el s oK

0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0.0035 0.004 0.0045 0.005
receiving time between each packets [sec]

5.4.18 120 PC

0

5.4.17 54.18

DESART  0.0019[sec]
best effort 0.0038[sec]

5000 DiffServ 0.0005[sec]
0.0015[sec] 2500 5000
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DESART

best effort 5.4.13

UDP

5.4.4.1.2. DESART/DiffServ

DESART/DiffServ

DESART
900[ms]
DiffServ
DSCP
class=DSCP=0x00)

5.4-16

7.5Mbps

(Traffic



load = 80%

100000 T T T
DESART with same queue —+—
DiffServ with same queue ---x---
10000 X .
L
. e‘\
i
& 1000 | “‘J .
2 T
2 il
5} ‘ |
IS |
o Bl
2 100F | | i
oo
2 “j \
H X
B o
10 - w | 1
| : i
[
ol
1 1 3 H\ 1 1 1
0 0.05 0.1 0.15 0.2
receiving time between each packets [sec]
5.4.19 80 PC
load = 80%
10000 T T T .
T DESART with same queue —+—
M DiffServ with same queue ---x--- ]
I
|
l
1000 F “‘ i E
R
g
‘9 i 3
o I 1
2 w0l || _
I - | 3
2 Fi
o i |
5 i [
Qo | DX !
§ Wl
i Mkl |
wp T 1 .
b : ]
R g |
RERENI AN
NN ERHEN . .
0 0.05 0.1 0.15 0.2
receiving time between each packets [sec]
5.4.20 80 PC
5.4.19 5.4.20 80 PC

DiffServ
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DESART with same queue —+—
DiffServ with same queue ---x---

120%

load

1
0.15
DESART with same queue —+—

DiffServ with same queue ---x---

120%

0.1
receiving time between each packets [sec]

load

PC

1
0.05

120

100000 [

10

1
54.21

10000
1000 -+

[19x0ed] s1930ed J0 Jaquinu [19x0ed] s1930€d J0 Jaquinu

0.15 0.2

120

0.1
receiving time between each packets [sec]
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PC

5.4.22 120
5.4.22
DESART
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100000 [

load = 80%
I I I DESIART with same (Iqueue —
/ DiffServ with same queue ---x---
10000 \
\
= \
2 \
& \
=] 1000 | X\ B
" [ ]
o |
S \
g \
o \
= \
> \
3 100 % ]
IS \
3 \
c \\
\
\\
10 | y \\ —
1 1 i 1 1 1 1
0 0.005 0.01 0.015 0.02 0.025 0.03
receiving time between each packets [sec]
5.4.23 80 PC
load = 80%
100000 T T T T T
DESART with same queue —+—
/ DiffServ with same queue ---x---
10000 - \ 1
\
= \
2 \
& \
=] 1000 | R B
" ]
s \
S \
g \
o \
= \
> \
3 100 % ]
[S \
3 \
c \\
\
\\
10 | \\ .
1 1 1 i 1 1 1
0 0.005 0.01 0.015 0.02 0.025 0.03
receiving time between each packets [sec]
5.4.24 80 PC
5.4.23 5.4.24 80 PC
DiffServ
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100000 [

load = 120%
I I I DESIART with same (Iqueue —
DiffServ with same queue ---x---
/ \
L, \
\
10000 }
— \\\
g \
g \
K= 1000 | \ B
E N
X \
Q \
< \
o \\
ks \
F} 100 - Al b
Qo r \
€ \
=} \
c \
\
\
\
10 | \ b
[ \ .
l 1 1 1 1 1
0 0.005 0.01 0.015 0.02 0.025 0.03
receiving time between each packets [sec]
5.4.25 120 PC
load = 120%
100000 r T T T T T
DESART with same queue —+—
DiffServ with same queue ---x---
10000 [, b
g
g
K= 1000 | B
n | 1
k3] . |
X 1
[3] f |
< | |
o | !
5 / :
F} 100 | | E
Q I [ | ]
€ / |
3 1
< |
10 | § .
l 1 1 i 1 3 1 1
0 0.005 0.01 0.015 0.02 0.025 0.03
receiving time between each packets [sec]
5.4.26 120 PC
5.4.25 5.4.26 120

DESART
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54.4.2.

DESART
best effort TCP
1
Ack Ack
54.4.1
PC best effort
1
1 0.96][sec] 0.14[sec]
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load = 50%
35 T T T T

number of packets [packet]

DESART —+—
best effort -———x---

09 095 1 1.05 11

number of packets [packet]

1.15 1.2
receiving time between each packets [sec]
5.4.27 50
load = 50%
35 T T T T T
DESART —+—
best effort -—--x---
X i
X0
X
X1 G
09 0.95 1 1.05 11 1.15 12

receiving time between each packets [sec]

5.4.28 50

5428 54.29 50 PC
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50

45

40

35

30

25

20

number of packets [packet]

15

10

5.4.29

50

45

40

35

30

25

20

number of packets [packet]

15

10

0.9

load = 50%

' ' DESART —+

best effort ---x---

receiving time between each packets [sec]

50 e-

load = 50%

11

' ' DESART —+

best effort ---x---

k. i
X ‘:j
J

i i
Hi i '
WA, % v s leomlondlind

5.4.30

5.4.30

PC

|
>< >I
L ‘1><xn L
0.95 1 1.05
receiving time between each packets [sec]

50 e-

5431 50 e-

1.05[sec]
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load = 120%

50 T T T T
DESART —+—
best effort ---x---
45 —
40 -
35 —

number of packets [packet]

50

ﬁ#fﬁ—wﬁ\i&f*&** 7}%* dk
11

1.15

1.05
receiving time between each packets [sec]

load = 120%

1.2

45

40 |

35 -

number of packets [packet]

5.4.32

5431

5.4.32

A

' ' DESART —+—
best effort ---x---

W***& ﬁ* Ry

1.05 11 1.15

receiving time between each packets [sec]

120

120

best effort

PC
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80

load = 120%

70

60 |-

50

40 -

number of packets [packet]

' ' DESART —+

best effort ---x---

0.9

5.4.33

11

receiving time between each packets [sec]

120 e-

load = 120%

80

60 |-

50

40 |

30 |-

number of packets [packet]

20

10

DESART —+—
best effort ---x---

0.9

5.4.34

5.4.33

095 1 105 11
receiving time between each packets [sec]

120 e-

5.4.34 120 e-
DESART
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54.43. IPv6

100 T T T T T T
normal forwarding ———
adding DESART option ==¢=-

80
3
% 60 -
E
=3
3
5
3 40
<
'_

20

0

0 200 400 600 800 1000 1200 1400
UDP data length [bytes]
5.4.35 IPv6
5.4.35 IPv6
DESART
1400bytes 90Mbps
DESART
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5.4.5.

iperf

DESART

skbuff

DESART

(DESART)
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