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o ISO/IEC17799 Control

Security policy

Security organization

Asset classification and control

Personnel security

Physical and environmental security

Communications and operations management

Access control

Systems development and maintenance

Business continuity management

10 Compliance
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ISMS

Security policy

Organising information security

Asset management

Human resources secu rity

Physical & environmental security

Communications & operations management

Access control

Information systems acquisition, development and
maintenance

Information security incident management

\(
Business continuity management | ]
Compliance L
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Asset classification and control

Physical and environmental security

Communications and operations management

Access control

Systems development and maintenance
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4 N\
o Control
Implementation Requirements
\_ J
Asset classification and control y
Control 4}

Implementation requirements for Telecom
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ISMS-T

2000

2005

Security Policy

Organizing information
security

Organizing Information
security

Asset management

Asset management

Human resources security

Human resources security |

Physical & environmental
security

Physical & environmental
security

Communications &
operations management

Communications &
operations management

Access control

Access control

INformation systems
acquisition, development
and maintenance

INformation systems
acquisition, development
and maintenance

INformation security
iNncident management

Business continuity
management

Compliance
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Computer Scientists
Computer Scientists

Change, 1996-2006
Net New Jobs Total Growth
Replacements

Computer Scientists 212 461 19 249 268
Computer Engineers 216 451 15 235 250
Systems Analysts 506 1,025 34 520 554
Computer 568 697 177 129 306
Programmers
Total 1,501 2,634 244 1,134 1,378

http://www.technology.gov/Reports/TechPolicy/digital.pdf
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8,000
12,000

NSA: National Security Agency

CAEIAE The National Centers of Academic Excellence in Information Assurance Education
Department of Defense Information Assurance Scholarship Program

SFS Federal Cyber Service Scholarship for Service Program
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CITREP Ciritical Infocomm Technology Resource Program

3,500 23

1,000 6.5

CISSP CBK Review Seminar

Security Certified Network Professional (SCNP)

Check Point Certified Security Administrator &
Certified Nokia Security Administrator - ECS
(VPN-04)

Security Technology and Management Course
(eSTEEM)

Computer Hacking Forensic Investigator

Sun Certified Security Systems Administrator - IM

CSPFA CISCO Secure PIX Firewall Advanced

Sun Certified Security Administrator for the Solaris
Operating Environment - ECS (SC-300)

Developing Secure Internet Applications

Sun Network Intrusion & Detection - ECS (SC-345)

eXtreme Hacking

Ultimate Hacking

Linux Network Administration and Security

Web Application Security Training

Securing Cisco 10S Networks

54



205 3% 2%/

55



56



J9IMIC

Minisery of knernal Affairs and Communicatioss

NISM Network Information NISM 2001 + - 69,300 63,000
Security Manager CIAJ TCA - 173,250 157,500
ARIB JAIPA - 184,800 168,000
NS TTC ] 184,800 168,000
- 80,850 73,500
- 80,850 73,500
SS 2001 5,100
2003712
2004/1
CISSP Certified Information International 1989 120 + 630,000
System Security Information Systems 68,500
Professional Security Certification >
Consortium, (ISC)2
Security+ Security+ The Computing 2003 + 504,000
Technology Industry 28,665
Association, CompTIA
CISM Certified Information Information Systems 2002
Security Manager Audit and 20CPE
ControlAssociation,
ISACA 120CPE
1CPE 50
CSBM CSPM Certified Security Basic Security Education 2000 - 99,750 15,750
(Technical, Master Alliance / Japan,
Management) SEA/J - 204,750
Certified Security 15,750
Professional Master - 141,750
15,750
GIAC Global Information SANS Institute 2002 63,000
Assurance Certification
31,500
HP
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168,000 184,800 )

OS UNIX Linux Windows Mail
Web DNS

157,500
173250 )

168,000 184,800 )

63,000

69,300 )
73,500 80,850 )

1ISO15408 BS7799

73,500 80,850 )

URL  http://www.nism.jp
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