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Research and Development on Next Generation Threat Detection Technology
based on Internet Wide-Area Monitoring
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Abstract

We developed an Internet threat detection system based on correlation analyses of malicious packets sent from
Internet worms or DDoS attackers monitored by multiple sensors deployed at IP addresses widely over the Internet.
Earlier threat detection methods have been based on the volume of malicious packets. Our system enables us to
detect threats which have been difficult to detect by the existing methods. Our new method analyzes the correlation
among network port numbers and utilizes the autocorrelation.

The proposed Internet threat detection system is composed of sensors for monitoring malicious packets, a database
system for storing monitored packets log files, a threat detection system using captured packets, and alert and
visualization tools of threats. The packet log database system provides SQL interface for responding to various kinds

of data requests for threat detection.
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