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Theoretical Security Evaluation of Biometric Authentication 

Systems against Wolf Attacks�
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Fingerprint Alteration 
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Nesli,&et&al,&IEEE&InternaFonal&Conference&of&the&Biometrics&Special&Interest&Group(BIOSIG),&2013.�
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A Comparison of Score Distributions of 
Human-Wolf (Yellow) and Human-Human (Red,Blue)

WAP=42.4%

EER=2.5%
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wolf template

Synthesizing does 
not affect the 

utterance context

Template
DB

Keyword Check
Compare w/template

offering keyword

keyword

OK/NG

wolf voice

Speaker verification system

WAP=50%
@EER=4%

WAP=3%
@EER=4%

従来手法(平均声) 提案手法(ウルフ)
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Tetsushi&Ohki,&Seira&Hidano&and&Tatsuya&Takehisa��EvaluaFon&of&Wolf&A8ack&for&Classified&Target&on&Speaker&VerificaFon&Systems��
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Production of Artefact 

• Direct rendering 
– Printing 2D (e.g. photo of iris or face, 

fingerprint printed on transparency/paper) 
– Printing 3D (e.g. contact lens printed with 

pattern, prosthetic hand printed with vein 
pattern) 

– Etching (e.g. fingerprint etched on metal) 
– Painting – patterns and colors painted on 

prosthesis 

• Digital Media 
– Computer screen – laptop or tablet to 

present image or video 
– Audio – recording of voice 

Thalheim, et al, C’T article, 2002. 

Lefohn, et al, IEEE Computer Graphics & Applications article, 2003. 

Seelen, “Countermeasures Against Iris Spoofing with Contact Lenses,” Iridian Technologies Inc. 
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Example Attack Levels:  Fake Fingerprint 

Home / High St. 
resources 

Trade / specialist 
supplier

Bespoke
resource

Novice 
No special 

knowledge/skill

1 2 3

Knows product 
&  techniques

2 4 5

Expert 3 5 6
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