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DD4BC OPERATION PROFILE [MEDIUM RISK]
Published April 23, 2015

DD4BC Operation Profile [Medium Risk]

DDA4BC, a malicious group responsible For several Bitcoin extortion campaigns in 2014, has expanded its extortion and
distributed denial of service (DDoS) campaigns to target a wider array of business sectors. An email informs the victim that
a low-level DDoS attack is underway against the victim's website. DD4BC then demands a ransom paid in bitcoins in return
For protecting the site from the unleashing of a larger DDoS attack (as much as 400+ Gbps) that would take down the
website.

Download the Security
Bulletin: DD4BC Operation
Profile

The DD4BC security bulletin includes
PLXsert's analysis and details, including:
® Details on DD4BC's tactics and targets

What You'll Learn H What You Need to Know

® Analysis of recent attacks
what You'll Learn ® Common attack vectors and payloads
The DD4BC Operations Profile Security Bulletin includes Akamai PLXsert's analysis and details, including:
* History of DD4BC extortion campaigns
® Text of email threats

® The industries at greatest risk

* Operation profile For this group
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