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I OT (Internet of Things)

IP for Everything




Horizontal Cooperation
with the unique common
platform

Vertical Lock-on
with isolated Silos



Discussion in 2007

,miij What is our goal ;
" toward the “Eco-System”

e Back-Ground

1. There are many systems/networks with IP

T

2. Still, there are many non-IP systems/networks

3. Networks and Systems are tend to be Fragmented...

 Objective and Goal

a. Avoiding the fragmentation of IP systems/networks

b. Encourage the collaboration among sub-systems

c. Explore the “Eco-System”, that deliver the cheapest
system deployment, while delivering innovations.




Security & Privacy by Design
& NIST SGIP CoS mandates Cyber Security

v Many legacy protocols, e.g., BACnhet can not be listed in Catalogue of Standards

¢I1AB Announcement on Nov.13, 2014

v_Encryption by Default https://www.iab.org/documents/correspondence-reports-documents/
2014-2/iab-statement-on-internet-confidentiality

& Collaborative Security by ISOC

v http://www.internetsociety.org/sites/default/files/CollaborativeSecurity-v1-0.pdf

& Security by Design in Japan
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M Council for Science, Technalogy and Innovation
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Control System Security Center
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CCDS Connected Consumer Device Security Council
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Report by GAO, December 2014

(United States Government Accountability Office)

United States Government Accountability Office

GA@ Report to Congressional Requesters

. FEDERAL FACILITY
CYBERSECURITY

DHS and GSA Should
Address Cyber Risk to
Building and Access
Control Systems

http://www.gao.gov/assets/670/667512.pdf




3.

4,

5.

ISOC (Internet Society) Collaborative Security

Fostering confidence and protecting opportunities:
v Internet as a driver for economic and social innovation.

Collective Responsibility:

v’ Internet participants share responsibility.
Fundamental Properties and Values:

v" compatible with fundamental human
rights.

v preserve the fundamental properties
of the Internet.

Evolution and Consensus:
v" Agile evolutionary steps with
stakeholders.

Think Globally, act Locally:

v’ Voluntary bottom-up self-organization.

Collaborative Security

An approach to tackling Internet Security issues

APRIL 2015

Internet F -
Society - :'j
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