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The Goals of NECOMA Project 

Existing Research NECOMA Expected Outcome 

Focused to data 
collection and threat 

detection. 

Focused to threat 
mitigation and resilience of 

system. 
Actionable Information 

Focused to detection of 
the particular threats. 

Detection threats as 
mixture of incidents. 
Multylayer Analysis 

Advanced defense 
mechanism. 

No tight relations among 
data collection, analysis, 

and defense. 

Pipeline and 
Automation. 

Pipeline from data 
collection to mitigation. 
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Multi-layer Threat Analysis 

Victim side action 
   Filtering 
   Load balancing 
   Isolation 

Countermeasure for Attackers 
  Report to ISP 
  Announce to users 
  Filtering at ISP level 
  Configuration to servers 

Data collection at 
Multiple layers/locations 

Network device 

Servers 

Users Device 

Analysis Platform 

Analysis 1 

Analysis 2 

Analysis 3 

Threat analysis (detection) across  
multiple datasources 

Threat Information Share 
   Among organizations 
   Announce to public 
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Security Information Pipeline 

 Making pipeline through divert activities 
 Data collection (Traffic, User behavior, etc) 
 Threat Analysis 
 Human decision 
 Protection (Enforcement) 

Protection Data Analysis Human 
Inputs 
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NECOMA Eco-System 
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NECOMA Architecture 
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NECOMA Work Packages 
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Network Client PC 

Knowledge 
Management 
Framework 

Cloud 

Threat 
Analysis 
Platform 

Resilient 
Cyberdefense 

System 

WP1 

WP2 

WP3 

            Data exchange 
format for cyber threats 

Automated rating 
and classification 

mechanisms 

Data aggregation and 
analysis algorithms 

leverage on available policy enforcement points 
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Test platform 
WP4 

End-user 

External 
source 
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Major Achievements 

 WP1 
 MATATABI : Data Collection and Threat Analysis System 

 WP2 
 NECOMAtter : Threat Information Exchange and Pipeline System 

 WP3 
 SDN-IX : Cyber-Threat Defense at the Internet Core 
 Hashdoop : Anomaly Detection Mechanism based on Network Traffic Behavior 
 Cloud Defense : Threat Detection and Defense Mechanism for Public and Private Cloud 
 Endpoint Defense : Mitigation Mechanism in Wireless Access Point 
 Human Behavior : Software Plugins to Protect Users from Phishing  

 WP4 
 Demonstration Videos for Use Cases on youtube 
 Liaison meetings with Operators and Companies 
 Summer School for Students 
 RAID2015, BADGERS 2015 : International Conference 
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WP1 : MATATABI 
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MATATABI 

Switch 

Router 

DNS 

Firewall 

SPAM 

Phishing Site 

External 
Information 

sFlow 

NetFlow 

URL 

SPAM Sender 
URL 

syslog 

querylog 
pcap 

text 
URL 
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WP2 : Analysis 
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Name Datasets Frequency LoC 
(#lines) 

Remark 

ZeuS DGA detector DNS pcap, netflow  daily  25  hadoop-pcap  
UDP fragmentation detector sflow  daily  48  
Phishing likelihood calculator Phishing URLs, 

Phishing content  1-shot  –  
Mahout 
(RandomForest)  

NTP amplifier detector  netflow, sflow  daily  143  pyhive, Maxmind 
GeoIP  

sflow  daily  24  
DNS amplifier detector  sflow, open resolver 

[19]  daily  37  

Anomalous heavy-hitter 
detector  netflow, sflow  daily  106  pyhive 

DNS anomaly detection  DNS pcap, whois, 
malicious/legitimate 
domain list  

daily  57  
hadoop-pcap, Mahout 
(RandomForest)  

SSL scan detector sflow  1-shot  36  
DNS failure graph analysis DNS pcap  daily  159  pyhive 
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WP2 : Visualization of Zeus DGA and Botnet 

 2015/07/01 – 2015/07/05 
 The number of the most active DGA query is 23 
 Related traffic flows from netflow datasets. 
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WP3 : Resilient Defense in Public Cloud 
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WP3 : Defense Mechanism at the Internet Core 

 SDN IX (PIX-IE) 
 Programmable IX in Edo : PIX-IE 
 Mitigating and filtering suspicious flows at IX 

 IX is a public space in the Internet 
 Before link saturation, an ISP operator can stop DDoS 

flows 
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WP4 : Liason Meeting 
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WP4 : RAID 2015, BADGERS 2015 in Kyoto 



www.necoma-project.eu    6th Japan-EU Symposium on ICT Research and Innovation  

Summary 
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EU-Japan 
Collaboration 

Analytics 
with Big Data 

Control 
with SDN 

Innovation 
Pipeline 

NECOMA 

With tremendous success, NECOMA seeks new horizon 
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