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Accelerating

Convergence of loT and Connected Services for
Creating Smart Cities
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Smart City Projects

Advancing ICT in Smart City Context
Solving City Issues by ICT

Keio University



Keio University

Two Types of Smart City Projects

FI-PPP

FI-Ware Recreation of the
loT/IoE home land
loT/Cloud Resilient Cities
CPS - Smart Energy |
Social Open Big Data onnected Community

ML/DL/AI

Advancing ICT with Smart City Context Smart Cities/Towns by ICT
FP7/H2020 MIC’s Smart Town Projects
NSF/NIST/US IT Companies Yokohama Smart City Project/METI
MIC/NICT EU-Japan Projects Fujisawa SST by JP Companies
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Future Internet
loT, loE, M2M
Cloud/Fog/Mist
CPS
Big Data
Social Open Big Data
ML/DL/AI



loT Acceleration Consortium@Tokyo (10/23/2015)
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loT Acceleration Consortium: Organization

loT Acceleration Consortium
Chairman: Prof. Jun Murai (Keio Univ.)

B Established as a private-led loT body in October 2015
B Giving recommendations for R&D of technologies along with policy issues

Develop and demonstrate 1oT/BD/Al-related
technologies through public-private sectors

<] [ Partnership: MIC, METI and others ]

2,061 members from industry, academia and government, as of Oct. 1%, 2016

Technology Development WG
(Smart loT Acceleration Forum)

Advanced Model Business
WG (loT Acceleration Lab)

loT Security WG

Data Distribution
Promotion WG

Chairman: Prof. Hideyuki Tokuda (Keio Univ.)

R&D and field test, Standardization,

Business models, Regulatory
reforms, Industrial issues

Guidelines on loT
network/device security

Topics around data flow
(i.e., personal data)

Technology related issues

1,940 members from industry, academia and government, as of Oct. 1%, 2016

Technology standards committee
Chairman: Prof. Hiroyuki Morikawa (Tokyo Univ.)

* Future strategy on industry-academia-
government project, sharing of testbed utilization
know-how, promotion of standardization

R&D and demonstration project

Technology standards subcommittee

Testbed subcommittee

Subcommittee for loT human
resource development

Chairman: Prof. Shimojo Shinji (Osaka Univ.)

*Sharing of project results through public
meeting, development of specific outcomes to
standardization through Technology standards
committee

Autonomous mobility project

Smart city project

loT project for daily living

Cross-data collaboration project

*Technology trend grasp, standardization strategy,
dissemination strategy etc.

*Requirements and utilization strategy of testbed to
promote technical and societal demonstration etc.

* Technical knowledge necessary for loT utilization,
promotion of upbringings of its human resources

* Technology development and demonstration for
early realization of autonomous mobility systems

*Technological issues for societal demonstration
of smart city

* Technical issues on widespread use of loT service
and to construct an advance reference model

* Technological issues on circulation and integration
of public bigdata across different fields



Cross-data

Smart loT Acceleration Forum @sof 10/1/2016)

- Technology standards committee
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Technology standards Testbed subcommittee  Subcommittee for loT human  Comm. Protocol Stack
subcommittee resource development

subcommittee

- R&D and demonstration project
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: . loT Project for Daily Living Autonomous Mobility Smart City PI’Oje(.It
g collaboration project Project & hide tokuda lab.
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Promoting Leading-Edge loT

=

B |n the loT era, all kinds of things will be connected to networks. Sources of added value will move beyond
networks (software).
In order to respond to the trends towards knowldedge and software across all of agriculture and create diverse loT
services, it is important to enable (1) very low delay and (2) very large number of connection, and quickly bring about
public platforms enabling networks to be mutually connected with applications and services.
¥ Itis important to carry out system-wide security measures, encompassing not just software security both hardware as well,
on the assumption that machines that have never before been connected to networks will be connected.

More Smart cities, 2) A £ activi iring simul
smart houses (2) Areas o -act|V|ty requiring simultaneous
connection between large number of
sensors and networks
*Primarily fixed loT*
Smart
farming v . o
// \\\
Number of Infrastructure 4 o
connections maintenance | Autonomous mobility systems
management | (electric cars, farm equipmen \
P * construction vehicles, Machine control
service robots, drones etc) (factories etc)
AN
Creating diverse loT services . ~ Automated

Less

Networks & sharing platforms

driving

Low (High tolerance for delay) | Real-time demands |

(1) Areas of activity requiring

~

very low delay in exchanging

information with networks
*Primarily mobile loT*

J

High (low tolerance for delay)



Smart City Projects

Q0906 OS

Home/Buil Security Transportation Energy Healthcare pisaster Climate/Env.
ding Recovery Monitoring
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List of Japanese Smart Town Projects (2012-2013)

Shiojiri, Nagano

Kitami, Hokkaido

Toyama, Toyama
Nanao, Ishikawa

Osaki, Miyagi
Aizuwakamatsu, Fukushima

Mino, Osaka
Katuragi, Nara

Maebashi, Gunma
Kashiwa, Chiba
Mitaka, Tokyo

Ichikawa-Sango Cho, Yamanashi

Awaji, Hyougo

Yonago, Tottori

Maniwa, Okayama

Fukuroi, Shizuoka
Toyoda, Aichi
Tmashiro cho, Mie

Nago, Okinawa
Kumeshima-cho,

fo
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Okinawa ﬁ} ‘
\ Tokushima, Tokushima
;‘ ) Itojima, Fukuoka Matsuyama, Ehime
Karatsu, Saga Niihama, Ehime
g Takeo, Saga 4 hide tokuda lab. 11



FI-PPP

(Future Internet-Public Private Partnership)

Public Private Partnership for developing Future Internet
Improving Business Process and Infrastructure in Mobility, Green Energy,

Healthcare, Governance.
Infrastructure, Devices, Software, Services and Media are also included.

Future Internet Public-Private Partnership - Pilot Sites I Like @G

- Reykjavik NI Finland ? |
KARELIA ‘

ﬂ @f lorway

ook cpemiven  —— FINEST: Logistics and Transportation
< POIBNG —vinius™l _Mins OUTSMART: Smart Cities
R A P @ INSTANT MOBILITY: Travel and Trans.
- O o, SMARTAGRIFOOD: Smart Food
@ B T Soew SAFECITY: Safe and Secure City
A Hingary Ukraine
S crance &R e ENVIROFI: Env. for Earth
_ b, s EN e il FI-CONTENT: Large Scale Media
IE ® (@) 3ot Contents
- @ L e
' Spain A i FI-WARE: piatform and Tools
ll: T _ Development

Select one or more project:

Keio University
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Global City Team Challenges
https://us-ignite.org/globalcityteams/

« GLOBAL CITY i it
NIST = s ® usignite ABOUT ACTION CLUSTERS

Global City Teams Challenge

The Global City Teams Challenge is an initiative designed to
advance the deployment of Internet of Things (loT)
technologies within a smart city / smart community

environment.

LEARN MORE
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What is a Problem?



Vertical vs. Horizontal
Silo vs. Open loT Platform



Integration of Vertical Solutions and
Creation of Open loT Platform

Home/Buil Manufacturing

ding

Keio University
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ClouT Project

(2013-2016)

BigClouT Project

(2016-)



EU-Japan Project: ClouT Project

PARTICIPATORY SENSING:
HEEPING CITIZENS IN THE
LOOP OF THE CITY LIFE

INTERACTIVE

CONTEXT-AWARE CITY
INFRASTRUCTURE

SHARING USER loT
DEVICES In THE CLOUD

leti =83

C N Cloud of Things for empowering
CLQUT the citizen clout in smart cities
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BigClouT: loT, Big data and Cloud for
answering Smart City challenges

Cloud computing. analysis
and visualisation on
aggregated big data

Edge computing for adaptive
processing, distributed
intelligence and management.

LA
Legacy
Devices

WorldWideWeb ‘ ‘

Programmable city data
platform including loT and
other data sources

BigClouT: Big data meeting Cloud of Things for empowering the citizen clout in smart citi&:s} hide tokuda lab. 19
ide tokuda lab.



What are Challenges?

for Accelerating loT Development



Technical Issues In loT/CPS

»Important Property of Systems
» Predictability & Adaptability
» Safety & Security
» Dependability & Autonomy
» Usability

»New control model
» Feed forward vs. Feed back
» Model builder

»Big Data Analytics

» ML, DL, Visualization, Edge analytics vs. Core analytics
» Privacy Enhancement Technology

Keio University
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loT Data

Privacy Enhancement and Ownership of Data
Data Literacy

Open loT Platform

Edge vs. Core

loT Security

loT Security Guide Line
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Threats in loT Environment Connected Services

DOS/DDOS
Connected ID Spoofing

<Prevention > <Detection>

< Diagnosis > <Forensics >
<Recoverly > <Updated >
<Forecast/Prediction>

Security by Design
Privacy by Design

Connected Services

1

Cloud

Network

| Smart Devices
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Thanks for your attention

www.ht.sfc.keio.ac.jp





