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® 2013438 Spamhaus™~DDDoSIKZE
® DNS#%#!)JL %943 —[ZL1=-DRDoS¥ & (300Gbps)

ene
@ @I @ S www.spamhaus.org

The Spamhaus Project

< ‘l_o_”

SPANVHAUS

SBL

BRPAMHAUS PROUECT
The DDoS That Almost Broke the Internet | CloudFlare Blog

« v (][] [ viog.coudhare.com 1

XBL PBL DBL DROP

Blocklist Removal Center

@00

| 4> || 2] | S wwwspamhaus org

Answers about recent DDoS attack on Spamhaus. o

c S (o]

The DDoS That Almost Broke the
Internet

Published on March 27, 2013 04:35PM by Matthew Prince.

Share | 333

Spamhaus tracks the Internet’s spam senders and spam services,

provides dependable realtime anti-spam protection for Internet networks,

and works with Law Enforcement to identify and pursue spammers worldwide.
Ty

* Share Ellke ¢ W Twest| 2208

Blocklists Blocklist Removal Documents

Safe DNSBLs for safe filters

SBL
XBL

PBL LLY

» Consumer Pratection
» The Definition of "Spam*
» Email Marketing Guide

Blocked? To check, get info
and resolve listings go to
» Blocklist Removal Center

» Register of Known Sp
Operations
* ROKSO Policy & FAQ
Blocklist Use Datafeed ISP Area
» DNSBL Usage Terms
» How Blocklists Work

* Datafeed service for ISPs
and commercial users

» ISP Area
» ISP Abuse Desk FAQS

il

il The Industry’s

Spamhaus

D B L Most Accurate Dataleed
Realtime Spam
LY Filter Data
PBL ) more info mare info The New York Times this morning published a story about the Spamhaus DDoS attack and holl

iFlare helped r

itigate it and keep the site online. The Times calls the attack the largest ki
DDoS attack ever on the Internet. We wr sk last week. At the time, it was a lal
attack, sending 85Gbps of traffic. Since then, the attack got much worse. Here are some of the
technical details of what we've seen.

about

Growth Spurt

On Monday, March 18, 2013 Spamhaus contacted CloudFlare regarding an attack they were s
against their website aus.org. They signed up for CloudFlare and we quickly mitigated
attack. The attack, initially, was approximately 10Gbps generated largely from open DNS rectl
On March 19, the attack increased in size, peaking at approximately 90Gbps. The attack liuct\l

SPAMHAUS

Home. ssL

_ Subscrioe to RSS News Peec

BPAMHAUS NEWS

o Tweet | 45

Recent News Artices

Calebrating The First Birthday Of The
Spamhaus BGPf

An arrest in respanse to Mareh DDeS
attacks on Spamhaus

Foke ‘Spamhaus’ MoneyPak
Ransomware ‘Blocked PC" Virus

Answers about recent DROS attack
on Spamhaus.

Problems seen in transactional

messages

Cosparative Efforts To Shut awn
Virut Botnet

Mow hosting providers can battie
fraudulent sign-ups

‘Spam botnets: The foll of Grum and
the rise of Fest

Older News Articles:
» Spamhaus. tews INDEX

=3

xBL PBL

R —

oL ROKSO WHITELIST

Abous Spamneus. | press Office | FAQS

Answers about recent DDoS attack on Spamhaus

At this time The Spamhaus Project is getting mare press enquiries than we can parsonslly respand te, Below i 3 fist
with the most frequently asked questions, along with our snswers, If you are in need of any sdditiona! information
please do not hesitate to contact us but we cannot guarantee a quick response. Our stalf are almost all investigators
and engincers who focus on dealing with spam and malware issucs.

1 this the biggest attack aver?

It certainly is the biggest attack ever directed at Spamhaus. Many organizations are not open about the fact that they
sre sttacked

let slane about techniques or traffic volumes used in the sitack, SpemNsus Understands their
business and security concerns. However, we feel It s n the Best interest of the Intarnet a5 a whle to openly discuss
the DDOS cyberthreat and ways to resolve

For that reasan, when our DDOS mitigatian service provider CloudFlare

baked for our permission to discuss the AlBCKS, we consented.

Cloudfiare wrote two very Interesting biog articles about the sttaeks:

Bito /7blog, clodan
DitD://2i09.Cioudfiace. Com/tng - df0s-that-AImest-Droke- the-internes

The first is  few days old, As explained in the sacand blog, Stack volumes increased in later attacks. The first blog
provides an accurate and detailed explanation SbouE this type of DNS amplification attack.

Can big attacks caus

issues for sther parties?

Certainly. Core internet infrastructure may be overwhelmed by the amount of traffic invalved in an attack. Whan that
happens, all traffic that passes threugh that part ef the Intermet is impacted. Compare [t to & big highway: If  traffic
jam gets.big enough, the on-ramps will siow down and fill up, and then the roads to the an-ramps will il up too.
Attacks can be directed at core infrastructure precisely to inflict such collateral damage. With this atack, some
collateral damage may have been seen lacally, ail depending on where you connect to the internet and when yau look.

1s the attack still ongeing?

Like aimost every piece of infrastructure on the internet, we are constanty under attacks af various scales. At this
time, the atiscks against our servers have subsided and the sizes are smaller. However, attacks do nat just come and
9. They also change In nature all the time. We try to be ready for the next attack 50 that we can ensure that aur users
will be protected and the netwarks that rely on our service will be kept safe.

How can attacks like these ba prevented?

Preventing sttacks (ike these depends an twa key technical measures. First, all netwrks should ensure that they do
not allow traffic to leave thelr network that has “sagefed” (forged) seading addresses. Without the ability to spasf

ffic there would be no reflection attacks possibie. Secondly, apen DS resoivers (of for that matter, any other gpen
and abusabie internet resource) should be iocked down and secured.

These attacks should be a call-to-action for the Internet community as a whole to sddress and fix thase prablems
Do you know who is attacking you?

A number of peaple have claimed to be involved In these atiacks. At this mement it is not possible for us to say

between 90Gbps and 30Gbps until 01:15 UTC on on March 21.

The attackers were quiet for a day. Then, on March 22 at 18:00 UTC, the attack resumed, peaking at
120Gbps of traffic hitting our network. As we discussed in the previous blog post, CloudFlare uses
Anycast technology which spreads the load of a distributed attack across all our data centers. This
allowed us to mitigate the attack without it affecting Spamhaus or any of our other customers. The
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ope 1.3.0.dm800se
B 328 Broadband Router
LI

20-VolIP-AG login: BC 328 XDSL Router
B 328 ADSL Router

Router User Access Verification

800se.login:
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[ shogo@www9058up ~]$ telnet x.x.243.13
Trying x.x.243.13...

Connected to x.x.243.13.

Escape character i1s "] ".

71.3.0.dm800s
‘ e.login:{roo
Password 12345

BusyBox v1.1.2 (2007.05.09-01:19+0000) Bunlt-
in shell (ash)

Enter “"help®™ for a list of burlt-1n commands.
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Harrisburg Pennsylvania Water Syste

Event: Oct, 2006 Foreign hacker
penetrated security at a water filtering
plant

Impact: The intruder planted malicious
software that was capable of affecting
the plant’'s water treatment operations

Specifics: The infection occurred
through the Internet and did not seem
to be an attack that directly targeted
the control system
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