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Australian Government
Department of the Prime Minister and Cabinet

CYBER SECURITY

Cyber security is as intrinsically linked to innovation as it is to national security. It is the bedrock of innovation, growth|
and prosperity. Today and into the future, it is a national opportunity that governments, the private sector and the
community are all invested in and can all derive benefit from.

Australia needs to get cyber security right. We need to work as a nation to secure our networks and systems. Not enly to protect our
information, but to provide the environment for Australian innovation to flourish; to enable our technology industry to thrive; and to
capitalise on the growing global need for better cyber security solutions, equipment and skilled individuals.

CURRENT INITIATIVES

At PM&C. we lead the development of cyber securnity policy for the Australian Government.

Our work spans cyber security threats and opportunities for Australia - both domestic and international — and is founded in partnerships
with governments, the private sector. academic institutions and community organisations.

We steer the implementation of the Government’s Cyber Security Strategy to position Australia as a global cyber security leader, and
assess progress of the Strategy’s Action Plan.

Our work on specific initiatives, such as the Cyber Security Challenge Australia, promote cyber security skills and cooperation and
encourage more women to choose cyber security careers.

Cyber Security Challenge Australia
@ 21t September

The Cvber Security Challenge is an axnual competition run by an alliance of Australian Government, business and academic professionals. The competition has been run

each year since 2012.

Cyber Security Strategy
@ 12 February 2016

On 21 April 2016 the Prime Minister launched the Government’s new Cyber Security Strategy.

International Cyber Policy Engagement
ud March 2016

Australia will work with its international pariners to actively promote an open, free and secure cyberspace based on our values of free speech, privacy and the rule of law.

Women in Cyber Security
T T ) 120 August 2016

The Office of the Cyber Security Special Adviser is passionate about creating an environment where women can thrive and succeed in cyber security roles
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Figure 1.1—Whole-of-Government Framework

Government of Canada

Outcome Areas (16)

ECONOMIC
AFFAIRS

Income security
and employment
for Canadians

Strong economic
growth

An innovative and

knowledge-based
conamy

Aclean and
heatthy environment

A fair and secure
marketplace

Sacietal indicators

Over the last decade. Canada’s Performance has evolved from a report on quality of life to one
that comprehensively reports on government-wide performance. Canada’s Performance now
uses a set of 32 concise. evidence-based societal indicators to provide basic information on
societal trends in Canada. This sets the broader context within which government expenditures
and program performance can be assessed.

Spending Areas (4)
SOCIAL INTERNATIONAL
AFFAIRS AFFAIRS

Healthy Canadians

A safe and
secure Canada

A diverse soclety
that promotes
linguistic duality
and social inclusion

A vibrant
Canadian culture
and heritage

A strong and

mutually beneficial

GOVERNMENT
AFFAIRS

Wall-managad
and efi
government
operations

The societal indicators are drawn from reputable sources, including think tanks. international
organizations. and a select group of federal organizations. Users are encouraged to consult the
sources referenced in the endnotes of this report for further information on the indicators used.
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Table 1 —Government of Canada’s Planned and Actual Spending (% billions) by
Outcome Area in 2009-10

Actual Planned  Actual

Spending Area Ourbtcome Area 200809 2009-10 2009—10
Income security and employment for
Canadians (includes employment insurance) 58.5 o9 51.5
Strong economic growth 137 17.3 18.9
Economic Aninmovative and knowledge-based economy 8.8 T2 81
Affairs A clean and healthy envirenmenst 28 21 3.3
& fair and secure marketplace o7 o.7 o.g
Transfer payments to the provinces and
temitores (excludes the Canada Health Transfer) 251 26.0 254
Total in Economic Affairs 105.4 114.2 115.8
Healthy Canadians (includes the Canada Health
Transfer) 288 ao.1 314
A safe amd secure Canada 104 10.8 ==}
Bocial Affairs
A diverse society that promotes linguistic duality
and social inclusion 8.4 a.0 122
A vibrant Canadian culture and heritage iz 28 iz
Total in Social Affairs 488 52 8 66.3
A safe amnd secure world through intermational
=ngagemsant 221 241 2209
) Global poverty reduction through intemational
International |syustainable develocpment 4.1 2.8 4.3
Affairs
A stromg and mutually beneficial North Amencan
partnership ia [ <] 0.4
A prospenmous Canada thimough global commerce 0.3 oz 78
Total in Indemational Affairs 283 284 354
Strong and independent democratic instibutions. -} 1.2 1.2
G t & transparent, accountable, and responsive
Affairs federal gowvemmsent -} 29 21
Well-managed and efficient gowermiment
operatons -} aT =
Total in Gowvernment Affairs 11.7 12.8 12.0
Spending in all cutcomes areas 1842 082" 219.5

A fair and secure marketplace

Context

Under the outcome area of a fair and zecure marketplace, the Government of Canada amms to
ensure that Canada’s economic marketplace 1= appropnately rezulated to provide high levels of
consumer confidence and protection. A fair and secure marketplace also promotes and supports
stable industmal relations and secure, fawr, healthy, and productive work envronments under
federal junsdiction.

To provide context for government programs, expenditures, and performance, this report tracks
key societal indicators of long-term progress. The mndicator for a fair and secure marketplace
consists of the bamers to entrepreneurship. This indicator provides useful information to address
the admmistrative obstacles m starting up 2 busmess and other specific regulations that hinder
the entry of fums into the marketplace.

start-ups and the sector-speaific regulations that 2003—frst ol No clear trend
hinder entry of firms (highest rank equals lowest e
level of bamiers). ™ 1908—second place
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Fipure 1: Transport Canada Program Activity Architecture for 2009-2010
GOVERMMENT OF CANADA OUTCOME AREAS

Strong Economic

Growth
A Fair and Secure A Clean and Safe and Secare
Marketplace Healthy Communities
Environment
An Innovative and
Know ledge-hased
Economy

. 3 .

TRANSPORT CANADA STRATEGIC OUTCOMES

An Efficient A Secure
Transportation Transportation
System System

L

Transportation

Marketplace . .
Framewaorks Aviation Security

Gatew avs and
Corridors

Marine Security

Transportation
Infrastructure
Surface and

. Intermodal Security
Transportation . E—

Innowvation

Seation | - Departmental Ohverview 5
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L13 Summary Tables by Strategic Outcomes

Strategic Cutcome 1: An Efficient Transportation Svstem

Performance Indicators:

Targeis:

Level of productivity of transportation sector

Increase by 2 5% to 5% nelative to 2009 base line
{Productivity Index =113 in 2014)

Cost level inthe transportation sector

Growih in unit costs does not exceed 11% over a
S-year horizon relative to the 2009 hasaline
{Cost Index < 111 in 2014y

Forecast B
Spending Planned Spending Alignment io
| ($ millions) (% millions) Gov'tof
Frogram Canada
Activity Expected Resulis 200809 D010 | 20d0-11 | 2000-12 Ouleomes
A comipetitive and
fimancially vishie
Transporiation | transportaton scion A fair and
ttrough effective 13 @ @ 8 sECunE
Frame works transportaton marketplace
marketplace
frameworks
Enhanced evel
S of trade throwgh Strong
M Canada's strai gic &0 658 532 577 | economic
Lomdors gateways and growth
o .| Modern Strong
Teensporialion | iransportation sysem 13 48 %0 | -106 |economic
Infrastnscture th
b g
. ] y A inmovative An innov ative
JIBUSPOAON | rangportation sysiem 13 10 9 & | and knowledge-
noovalion
- based econommy
Total* 1% T8 T 435

*Doe to rounding, columns may not add to the totals shown

! For program activity descriptions, pleass access the Main Estimates online hitp:/www. ths-sct oo calest

pEiestime. asp

Section I — Departmental Cherview
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SECTION IT- ANALYSIS OF PROGEAM ACTIVITIES BY STRATEGIC OUTCOME

21 Strategic Outcome: An Efficient Transportation System

In working with many partners, progress has been made towards a more efficient, reliable and seamless
transportation system in Canada. Among the department’s many other accomplishments. in December
2009, the Canada-Eurepean Unien (ETUT) Comprehensive Air Transport Agreement negotiated imder the
Blue Sky policy was signed providing more flexibility for airlines to offer more convenient air services
and lower fares for the benefit of Canadians. As well, most of the $2.12 billion m the Gateways and
Border Crossings Fund has been conmmitted in support of increased capacity (especially for Canada-
U.5. border crossings, including the new crossmg for Windsor-Detroit) and efficiency of gateway and
comdor infrastructure and promotion of the use of Canada’s gateways and trade comdors to link Morth
American markets with the rest of the world Major transportation mfrastructure and mnovation
projects were supported to enhance the modemization of the transportation system.

2.1.1 Program Activity: Transportation Marketplace Frameworlks

The Transportation Marketplace Frameworks Program Activity encourages transportation efficiency by
fostering & competitive and viable transportation sector. Program activities include setting the regimes
govermng the economic behavior of carmers in all modes of transportation; setting the rules of
governance for all transportation infrastructure providers falling under the authonty of Parliament;
momnitoring the transportation system; and representing the interests of Canada in international
transportation fora and other intemational bodies. (Main Estimates)

2009-2010 Financial Resources {3 millions) 2009-2010 Human Eesources (FTEs)
Planned Tatal Actual Spending Flammed Actual Dhfference
Spending Authonties
9 11 11 65 63 3
2009-2010 Performance
Expected Results Performance Targets

Indicators
A competitive and financially | Number of founded | By 2011, 5 percent reduction in the
viable transportation sector Canadian number of founded Canadian
through effective Transportation Transportation Agency competiivensss
transpertation marketplace Agency complaints
frameworks competitiveness

complaimts
Performance Status and Summary
In progress. This indicator speaks to disputes about transportation service, prices, terms and
conditions of carmiage handled by the Canadian Transportation Ageney. Data for 2000-2010 13
not available at this time. Based on information available for 2008-2009 and 2007-2008, there is
a decrease of approximately 5 percent, which 15 in line wath the 2011 target.

Performance Analysis
Progress was made towards a competitive and financially viable transportation sector through effective
transportation marketplace frameworks.

The CanadaFuropean Umon (EUT) Comprehensive Air Transport Agreement negotiated under the Blue
Sky policy was signed in December 2009, It provides more flexibility for airlines to offer more
convensent air services and lower fares for the benefit of travellers, shippers, as well as the towrism and
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business sectors. In addition, bilateral air services agreements were concluded or expanded with Japan,
South Kerea, South Africa, Cuba, Morocce, Ethiopia, Tumisia, and El Salvador.

Legislative amendments were passed in the Budget Implementation Act. 2009. to allow for a change m
foreign ownership limits for Canadian air carriers through regulations. The Canada Transportation Act
will confinue to require Canadian control of Canadian air carriers. The CTA is currently developing
regulations, which are expected to be pre-published before the end of 2010.

Unplanned isspes arising from the economic downtum that could potentially canse major disruptions
the air transportation sector to the detnment of the Canadian industry and travellers were addressed
jointly with other federal departments. This included the provision of a lean on commercial terms to
Air Canada to mitigate its financial difficulties. Air Canada has subsequently taken steps to repay the
Crown.

Sigmificant progress was achieved on the rail freight services review. In August 2008, a two-stage
review of rail freight services was launched focusing on Canada’s rail-based logistics system,
particularly services provided to Canadian shippers and customers. The first stage involved a
comprehensive analysis of the nature and extent of problems facing Canada’s rail-based logistics chain.
The second stage involved the appointment of the three-member independent panel, who will provide a
final report and recommendations to the Mimster by the end of 2010.

The Trlateral Working Group on shortsea shipping between Canada, the United States and Mexico,

focused on facilitating the integration of the manine mode into the transportation systems of the three
nations, and on identifying 1ssues for their joint action. Transport Canada werked with other federal

departments to address barmiers to the growth of shortsea shipping in Canada.

Lessons Learned
Seeking and contimung effective stakeholder collaboration, outreach. consultation and partmerships 13
vital to the success, of establishing effective legislative and regulatory frameworks.

Benefits for Canadians

¢ Tmprovements in the overall transpertation network through strategic legislative changes,
mternational agresments, resclution of 1ssues, mmovation and transportation mvestments that have
contributed to an accessible and reliable transportation sector that supports naticnal and
international rade and travel.

»  Travellers and shippers now have more choice with respect to destinations, flights and routes, more
direct services and the potential for lower fares.

21.2 Program Activity: Gateways and Comidors

Guided by the National Policy Framework for Stratepic Gateways and Trade. the Gateways and
Cormdoers Program Activity aims to support Canada’s mternational trade and mternational supply chains
by creatng more efficient, reliable and seamless trade-related transport systems in Canada. The
program sets strategies and frameworks for improving and integrating transportation networks i key
regions, fosters parmerships between all levels of government and the private sector, supports and
oversees projects that contribute to the increased capacity and efficiency of gateway and comider
infrastructure, develops and puts in place measures that remove impediments to the effective
development of Canada’s gateways and corridors and promotes the use of gateways and comidors.
(Main Estimates)
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2.1

Beleidsbeschrijving

D Belastingdienst
D¢ Balastingdlenst & een onderdes] van het ministerie van FAnanciin en s belast

miat de hEffing &n Inning van belastingen, Jouanerechten an fscale opsparing.
Daarmaast heeft de Belastingdienst als taak de financi®le apsporing, Jouaneoontnoles
ap nket- fscale aspecten bl ket EU-grensoverschrijdends gosderenwerissr en de
ultwoering van toeslagen. De Belxstingdienst voert eon desl van deze taken wik op
basks wan bekeid, wet- en regelgeving wan anders rijksoverhaldsorganisaties dan et
mindsterse wvan Financién [(fweeden). De Belastingdienst Reelt drie
arganisatieondendelen om haar primalre taken ult te soeren Belastingsn an
Toeslsgen®, Dowane a&n FIOD. Daamaast ziin er argandsaticonderdelen die
andersteunende dienshen weren (onder meer iInformatiesoardaning, opkeiding &n
faclifaire andersteuning ). 1n toiaal werken er bijna 22000 medewerkers blj de

Balastingdienst
_——7

BUERDBIELE IBO [CKAFHE#ER A E

L

o EEIZBITHARA/ RN—= 3y (EEFE)

Taskopdraciten 805 20162017

3. Innovatie In de zorg

Aanielding
Innavatie ts belangrijk voor hat maken van de gewansts owalitaitsslag en
voOr de betaalbaarheld van de zo0g en ondersteuning, ook op de langers
tarmi|n. We zlen steeds mear veelbelovends Inltlatieven voor procesinno-
vatle an medlsch-technologische Innovatle. Toch komen veelbelovende
Innavaties ndet aitl)d goed van de grond of blljven deze nog steken In
pliots, prosftulnen en lokals iInftlatieven.

Om wan ean eerste ldee daadwarkell)k tot e2n nleuw product, een nlewws
aanpak of kostenbesparing te komen, k& een Investering nodlg In tjd.
mensen of middeden. Daza Investeringen komen In veel SECloren op een
concurrerande markt vanzel tot stand. Daar geldt hat princlpe: wie niet
Innaveer, zal niet overlieven. We zlen echier dat de zorgsector hier achter
blljft en dat er nog sprake Is van ondoslmatigheld.

BERDOBEL IBO [Z&HETE A Ol DR MEE A G &
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Department
for Business

Innovation & Skills See more information about this Corporate report

Corporate report

BIS single departmental plan: 2015 to 2020

Published 19 February 2016

Contents
Wision
Objectives
1. Business and enterprise
2. Competitiveness and exports
3. Science and innovation
4. Apprenticeships and skills
5. Higher education
6. Labour markets
Delivering efficiently in BIS

e be No.1in Europe and top 5 worldwide in the Worid Bank ‘Doing
Business’ rankings by 2020

e use the Challenger Business Programme to identify and address barriers
to expansion for early stage disruptive businesses

e launch an Emerging Industry Action Group for the sharing economy

e work with departments and regulators to cut £10 billion of red tape over
the next Parliament

e pilot the use of primary authority principies in local public procurement

e ensure statutory guidance on the growth duty is clear regulators shouid
help businesses first

e expand the single market, breaking down the remaining barmers to trade
and ensuring that new sectors are opened up to British fims

e further reform of EU Structural Funds

e contribute to the UK renegotiation and the infout referendum by the end
of 2017
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Progress Update

Agencies made significant progress meeting the Cybersecurity CAP Goal

targets in FY 2015 Q4.

Information Security Continous
Montoring (ISCM)

, Credential, and Access
Management (ICAM)

Anti-Phishing and Malware Defense

* Qvper Sprint yogar:

- — - - Percentage of Civian users (privileged and Number of CFO Act agencies that met the
?4 “:“Z‘“ °A° fes gmencies that et e 100% unprivileged) using Personal dentity 2 Other Defenses target
ardware Asset Mansgement target
. Verification (PIV) cards
. 1% . 19
B 0% 76% 0
) 0%
1 1 u
o
2 10 o a2% ¥ 10
s “0n
8 7 8
0%
. w05 .
1
0 o 0
F201s@ Fr2015 8 Fraosan R — Fyatsaz 201503 Fv201500
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Information Security Continuous Monitoring (ISCM)

FY 2015 Q3 vs FY 2015 Q4

Min of

Min of

12%,13%  15%16%

Min of
22%,

23%  2.6%,27-%

Min of

211-% 210.6-%

Meets or
exceeds FY15S
target
Energy &
Treasury 17
DOD 7
[Source: FISMA Data Agency
13,15 State 81
D 7
GSA 7
Commerce 51
otes:
Pata sorted based on results of HUD 81
[Fv 2015 Q4 Hardware Asset RS ©
Management ques
Interior 75
[For hardware and software asset
anagement, which include two EPA 3
netrics, this report displays NASA 0
hovernment-wide weighted VA o
werages of the lower of the two
. Govt-Wide Ave]  61%
#Agenciey o
Meeting Targets|

CRE CICN R PR LR R AR AR LA R & 98 8 8 B B8 B
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Identity, Credential and Access Management (ICAM)
August 28, 2015 vs November 16, 2015 (Cyber Sprint Update)

November 16, 2015

Meets or
exceeds FY15
target
SBA

Commerce 82
VA 50
Labor 7
Source: FISMA Data Agancy NRC 78
e Gz
(FY 2015 Q4) from CyberScope NASA 6
MNote: The Civilian and CFO Act 2] L
:Lj:;: weighted by the number Tartice P
USAID 28
State 26
Energy 11

Civilian Only| 76% 7% 76% 81% 81% 81%

DOD 83 58 82 51 84 7
All CFO Act B81% 7% 0% B4% 62% 83%

e 4y I T TRE

Anti-Phishing & Malware Defense
FY 2015 Q3 vs FY 2015 Q4

FY 2015 Q3 FY 201504
Malware Other Malware Other
Defense

#Capabilities required to
have >=90% coverage

: FISMA Data Ag
st 2,33

4.13.4.14,6.1.4, 8.2.1 (FY2015 Q4) from
CyberScope

Note: Data sorted based on the number
FY 2015 Q4 Anti-Phishing Capabilities.

NASA
DoD
Energy

Commerce
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Key Sta

ges of the Urban Water Lifecycle

Drinking water processes Customer use Wastewater processes

1

Extraction of water
from the source and
conveyance to the
treatment plant

Distribution from Collection from
the drinking water customers and
treatment plant to conveyance to the
customers wastewater
treatment plant

Drinking water Wastewater
treatment treatment

Use by residential
and commercial/
industrial/institutional
customers

7
Effluent discharge

Appendix I: Objectives, Scope, and

Methodology

Agency Cc

We providec a draft o thi eport o the Departmentsof Dofense, Encrgy,

and the t. DOE and EPA provided
el oo it e incorporated ito the inal report s
appropriate.

‘s agreed with your office, unless you publicly announce the contents of
this report earlier, we plan no further distribution until 30 days from the
report date. AL that time, we will send copics of this report 1o the

the Admini of EPA; the
Secrelaries of Defense, Energy, and the Interior; and other interested
parties. In addition, the report will be available at no charge on the GAC
Web site st http:/www.gao.gov.

Hyou or your taff e questions abont s report, please contact us
(202) 5123841
for aur Offices of C Relations and Publi be found
an the last page of this report. GAD staff who made key contributions to
this report are listed in appendix IL.

Sincerely yours,

Suwc A Mot

Anu K. Mittal
Director, Natural Resources
and Environment

Y ot

Mark E Gaffigan
Managing Director, Natural Resources.
and Environment

Fage 27 GAD-11.29% Enorgy Water Nexus

Our obi i - o describe what i hout (1)

for each . and (2)

hedunlogeandlﬂpmcmﬂnlcmidlesmlhaeumuedgdfanha
well as any

sdﬂphﬂn We focused our work on commumity mmm,mm
bicly ovmed wastewater faciltios located i the Unied Sates. We skt
focused on residential customers and, to the extent possible, commercial,
industrial, and institutional customers.

To address both of these abjectives, we conducted a systematic review of
studies and other
move, use, and treat water, including peer-reviewed seientific and industry
periodicals, govemment-sponsored research, and reports from
dueting this review, we
searched databases such s Protucss, EmmhL and Iliolligest, and used an
iterative
tify smdﬁ

ewed studies that fit ora forselectons (1) the

research breadth and dEplh pr
P

demonstrated the energy demands of water supply systems in the United
States; (3) the studies typically were published between 2000 and 2010;
and (1) the studi be We

examined ke methods, ings within the
studies related to drinking water processes, eustomer end use, and
wastewster processes. We believe we have inchuded the key studies and
have qualified our findings, where appropriate. However, it is possible that
we may not have identified all of the studies with findings relevant o these
two objectives.

We also selected a nanprobability sample of three cities to examine in
greater depih io better dated to
urban water lifecycles: Memphis, Tennessee; San Diego, California; and
Washingion, D.C. We chose these cities as ilustrative case studies based
on criteria such as their type of water source; water availability, type of
wastewaier systens unique chaaclerisics sur_h:spulenhl“'nr

The results from
mnmll.smdmuhesumwlbegenemluedhanus cities, but they
provide valnable isighls as llstraive case studes. For each of these

with s wich Lo e the views of dr
covering all stages of the urban water lfecycle. These groups included
relevant drinking water and wastewater treatment facilities, and state and

Page 28 GAD-11.295 Energy-Water Nexus
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