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2.  

─ ╩ ∆⁹ 

 

2-1  

ₒAₓ 

AD Active Directory ─ ⁹ 

AP Application ─ ⁹ 

APFW  Application  FireWall ─ ⁹ ≢│ L7FW ≤ ≤⇔≡ ℮⁹ 

API  Application Programming Interface ─ ⁹♁ⱨ♩►▼▪ⱪꜝ♇♩ⱨ◊כⱶ⅜

↑⌐ ⇔≡™╢ ╛ ─ ⁹ 

ₒCₓ 

C&C Ᵽ Command And Controlכ◘ ─Ᵽכ◘ ⁹ ⇔√ PC╩Ⱡ♇♩꞉כ◒ ≢

⇔⁸ ─ ╛ ─ ╩  Ᵽ⁹כ◘∆

C2ⱱ☻♩ C&C ≡⇔≥Ᵽכ◘ ∆╢ⱱ☻♩─↓≤⁹ 

CIA  ☿◐ꜙꜞ♥▫─ ╩ ∆ ⌂ ≢№╢ΓConfidentiality Δ ⁸

ΓIntegrity Δ ⁸ ⁸ΓAvailability Δ ─ ╩≈⌂→√

⁹ 

CMS Content Management System ─ ⁹►▼Ⱪ◖fi♥fi♠╩ ∆╢♥◐☻♩╛

⌂≥─♦☺♃ꜟ◖fi♥fi♠╩ ה ⌐ ⇔⁸ ⌂≥ ⌂ ╩

℮◦☻♥ⱶ─ ⁹ 

Compromise  ⱪꜝ▬ⱬכ♩ ⅜ ה ◖Ⱨכ⌂≥─ ™⅛╠ ⌂ ─ ⌐ ⅎ⌂

ↄ⌂∫√ ⁹ 

CSIRT  Computer Security Incident Response Team ─ ⁹☿◐ꜙꜞ♥▫ ─ ╩

≤⇔≡⁸ ≤⌂╢Ⱡ♇♩꞉כ◒ ≢ ╠⅛─ ⅜ ⅝≡™⌂™

⅛≥℮⅛╩ ∆╢≤ ⌐⁸ ⅜ ⇔√ ⌐∕─ ╛ ─

╩ ℮ ⁹ 

ₒDₓ 

DB Data Base ─ ⁹ ─ ≢ ⁸ ⇔√╡⁸ ⌐ ∂≡ ╛

⅜⇔╛∆™╟℮⌐⁸ ─ ≢ ⁸ ─♃כ♦√╣↕ ─↓≤⁹ 

DHCP  Dynamic Host Configuration  Protocol ─ ⁹▬fi♃כⱠ♇♩⌂≥─Ⱡ♇♩꞉

⌐◒כ ⌐ ∆╢◖fiⱧꜙ⁸⌐♃כIP ▪♪꜠☻⌂≥ ⌂ ╩

⌐ ╡ ≡╢ⱪ꜡♩◖ꜟ⁹ 

DLP  Data Loss Prevention ─ ─♃כ♦⁹ ה ⌐ ╢╟⌐◙כꜚ⁸⅝≠

⁸כⱧ◖─♃כ♦ ╩ ה ∆╢⁹ 
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DMZ  DeMilitarized Zone ─ ⁹▬fi♃כⱠ♇♩─╟℮⌂ ─

╩ ℮ Ⱡ♇♩꞉⁸≥◒כ Ⱡ♇♩꞉כ◒─ ⌐ ⅛╣╢ ⁹ ↑

─Web◘כⱣ ╩ ∆╢⁹ 

DNS Domain Name System ─ ⁹▬fi♃כⱠ♇♩⌂≥─ TCP/IP Ⱡ♇♩꞉כ◒

≢♪ⱷ▬fi ╛ⱱ☻♩ ≤ IP ▪♪꜠☻─ ╩ ∆╢◦☻♥ⱶ⁹ 

ₒEₓ 

EP End Point ─ ⁹ 

ₒFₓ 

FW Fire Wall ─ ⁹ 

ₒIₓ 

IDS  ◦☻♥ⱶ⌐ ∆╢ ╩ ה ∆╢◦☻♥ⱶ⁹◦☻♥ⱶ╩ ⇔⁸☿

◐ꜙꜞ♥▫ⱳꜞ◦כ╩ ∆╢╟℮⌂ ╩ ⇔√ ⌐⁸∕─ ╩ ⌂

╡ ↄ ⌐ ⅎ╢≤ ⌐⁸ ─ ╩ ∆╢√╘⌐ ⌂ ╩

ה ∆╢↓≤⅜ ≢№╢⁹Ⱡ♇♩꞉כ◒ⱬכ☻ IDS ≤⁸ⱱ☻♩ⱬכ☻

IDS ⌐ ↕╣╢↓≤⅜№╢⁹∕─ │⁸ ⅛╢№≢▬▼►♩כ◕⅜

ⱱ☻♩≢№╢⅛⌐╟╢ ≤⁸ ⅜Ⱡ♇♩꞉כ◒Ɽ◔♇♩ ⅛ⱱ☻♩

≢ ∆╢ ⅛⌐╟╢ ⅜№╢⁹ 

IP  Internet Protocol ─ ⁹ ─ Ⱡ♇♩꞉כ◒╩ ⌐ ╩♃כ♦⁸⇔

ה ⇔≡ ≈─ ⅝⌂Ⱡ♇♩꞉כ◒⌐∆╢↓≤⅜≢⅝╢ ⱪ꜡♩◖

ꜟ ─ ≈⁹ 

IPS Intrusion Prevention System ─ ─┼◒כⱣ╛Ⱡ♇♩꞉כ◘⁹ ╩

─◒כ⁹Ⱡ♇♩꞉ꜟכ♠╢∆ ⌂≥⌐ ∆╢ ─ ▪ⱪꜝ▬▪fi☻

⌐Ᵽכ◘⁸╛ ∆╢♁ⱨ♩►▼▪⌂≥─ ≢ ↕╣╢⁹ 

ₒLₓ 

L7FW  Layer 7 FireWall ─ ⁹▪ⱪꜞ◔כ◦ꜛfi ─ ─ ╛ ╩ ℮⁹ 

LAN  Local Area Network ─ ╛ꜟⱩכ◔⁹ ⌂≥╩ ∫≡⁸ ∂ ─ ⌐№

╢◖fiⱧꜙכ♃╛ ⁸ⱪꜞfi♃⌂≥╩ ╡╛╩♃כ♦⁸⇔ ╡∆╢Ⱡ♇

♩꞉⁹◒כ 

ₒNₓ 

NGFW  Next Generation FireWall ─ ⁹ ≢│ L7FW ≤ ≤⇔≡ ℮⁹ 

NW Network ─ ⁹ ─ ⅜ ™⌐ ↕╣√ ─ ─↓≤⁹ 

ₒOₓ 

OS Operating System ─ ⁹ ─ ⌂ ╛ ─√╘─ ╛⁸ ↄ─

♁ⱨ♩►▼▪⅜ ⇔≡ ∆╢ ⌂ ⌂≥╩ ⇔√⁸◦☻♥ⱶ ╩

∆╢♁ⱨ♩►▼▪⁹ 
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ₒPₓ 

P2P Ⱨ▪♠כⱧ▪  Ⱡ♇♩꞉כ◒ ≢ ⌂ ⌐№╢ ╩ ⌐ ╩♃כ♦⁸⇔

∆╢ ┘∕─╟℮⌂ ╩ ™≡ ∆╢♁ⱨ♩►▼▪╛◦☻♥ⱶ─

⁹ 

PsExec PsExec│⁸PsTools≤™℮ Sysinternals ─◖ⱴfi♪ꜝ▬fi♠כꜟ◐♇♩─ ⁹

PsTools│⁸꜡כ◌ꜟ◦☻♥ⱶ≤ꜞ⸗כ♩◦☻♥ⱶ─ ╩◘ⱳכ♠╢∆♩כꜟ

◐♇♩⁹ 

PW Pass Word ─ ⁹ 

ₒSₓ 

SRC/DST Source/Destination ─ ⁹Source│ ╩ ⇔≡⅔╡⁸Destination │⁸

╩ ⇔≡™╢⁹ 

ₒUₓ 

URL  Uniform Resource Locator ─ ⁹▬fi♃כⱠ♇♩ ⌐ ∆╢ ♦

≤⌂☻ⱦכ◘╛♃כ ─ ╩ ♃כ♦─╘√╢∆ ⁹ ─

╛⁸Ⱡ♇♩ ≢─ ─ ∆╢◖fiⱧꜙכ♃─ ⁸◖fiⱧꜙכ♃

≢─ ─ ⌂≥≢ ↕╣╢⁹ 

USB Universal Serial Bus ─ ─≤⌂ⱴ►☻⁸⸗♦ⱶ╛♪כⱲכ◐⁹ ≤Ɽ

♁◖fi╩ ♃כ♦┬ ─ ─ ≈⁹ 

ₒWₓ 

WAF  Web Application  Firewall ─ ⁹►▼Ⱪ▪ⱪꜞ◔כ◦ꜛfi─ ╩ ⇔√

⅛╠►▼Ⱪ▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢⁹ 

ₒ▪ₓ 

▬fi◦♦fi♩ ☿◐ꜙꜞ♥▫ ⌐⅔↑╢₈☿◐ꜙꜞ♥▫▬fi◦♦fi♩ security incident ₉

│⁸ ☿◐ꜙꜞ♥▫ꜞ☻◒⅜ ה ⇔√ ╩™℮⁹ 

◄◒☻ⱪ꜡▬♩ ◖fiⱧꜙכ♃─ ╩ ⇔≡ ∆╢ⱪ꜡◓ꜝⱶ⁹ 

◄fi♪ⱳ▬fi♩ ╛Ⱡ♇♩꞉כ◒─ ⌐ ↕╣√ ╛◖fiⱧꜙ⁸♃כ ⌂≥

─↓≤⁹ 

ₒ◌ₓ 

◒ꜝ►♪ ♁ⱨ♩►▼▪╛Ɫכ♪►▼▪─ ⌂≥╩Ⱡ♇♩꞉כ◒ ⇔≥☻ⱦכ◘⌐⇔

≡ ⌐ ∆╢ ╩₈◒ꜝ►♪◖fiⱧꜙכ♥▫fi◓₉ cloud computing

≤ ─⧵⁸╛כ♃fi☿♃כ♦⁸┘ ≢ Ᵽכ◘╢™≡╣↕ ─↓≤╩◒ꜝ►♪

≤™℮⁹ 

ₒ◘ₓ 

◘▬♩  IP ▪♪꜠☻╛ URL⁸♪ⱷ▬fi ⁸FQDN ⁸Web ◘▬♩ ♩☻Ᵽ─ⱱכ◘

╛◖fi♥fi♠ ╩ ∆ ⁹ 
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◘fi♪Ⱳ♇◒☻ ↕╣√ ≢ⱪ꜡◓ꜝⱶ╩ ↕∑╢↓≤⌐╟╡⁸ⱪ꜡◓ꜝⱶ─ ⌂

╩ ←☿◐ꜙꜞ♥▫⸗♦ꜟ⁹ 

♬☺fi◄ꜟꜗ◦כ♁

▪ꜞfi◓ 

◖fiⱧꜙכ♃╛Ⱡ♇♩꞉כ◒─ ╛ ╕√∕─ ⌂≥⅛╠⁸ ╛

╖ ⅝⁸ ╖ ⌂≥─ ⌐╟∫≡⁸Ɽ☻꞉כ♪╛☿◐ꜙꜞ♥▫ ⌂

╩ ⌐ ∆╢↓≤⁹ 

ₒ♃ₓ 

♪ⱷ▬fi ▬fi♃כⱠ♇♩ ≢◖fiⱧꜙכ♃╛Ⱡ♇♩꞉כ◒╩ ∆╢ ─ ⁹ 

♪ꜝ▬ⱩⱣ▬♄►fi

♪כ꜡ Drive by 

Download  

▪◒☿☻─ ─ ≈⁹Web ◘▬♩⌂≥⌐ ⌂♁ⱨ♩►▼▪╩ ⇔≡⅔

⅝⁸ ⅜▪◒☿☻∆╢≤ ≠⅛⌂™℮∟⌐ ≢♄►fi꜡ה♪כ ∆╢

⁹ 

ₒⱢₓ 

Ᵽ♇◒♪▪ ⱴꜟ►▼▪ ⌐╟╡ ╩ ⌐Ᵽכ◘√↑ ↑╠╣√⁸ ╩ ℮√╘─

⁹ 

Ɫ♇◦ꜙ  Ɫ♇◦ꜙ ╩ ™≡ ╩ ∫√ ⁹Ɫ♇◦ꜙ │ ⅎ╠╣√♦כ♃⌐ ⇔

≡ ⌂ ─ ╩ ℮⁹ ↕╣√Ɫ♇◦ꜙ │ ┌╣↑⌂≢♃כ♦∂ ∂

⅜ ↕╣╢ │ ↄ⁸ꜚ♬כ◒⌂ ≤⇔≡ ⅎ⁸♦כ♃╩ ∆ ⌂

≤⇔≡ ↕╣╢⁹Ɫ♇◦ꜙ ─ ≤⇔≡⁸MD5 │ SHA1⁸SHA256 ⅜

∆╢⁹ 

ⱦכ◖fi  ≢│⁸ⱴꜟ►▼▪⅜ C&C ⌐Ᵽכ◘ ╩ ╢ ╖─↓≤╩ ⇔≡™

╢⁹ ⌐ HTTP HTTPS ⅜ ↕╣╢⁹ 

ⱨ◊꜠fi☺♇◒ ▪◒☿☻╛ ⅎ™ ─ ⅜ ∂√ ⌐⁸ ⌐ ⌂ ╛♦

♃כ ╩ ה ⇔⁸ ⅜ ⇔√ ─ ╩ ≈↑ ∆ ⁹ 

ⱪ꜡◐◦ ◒ꜝ▬▪fi♩≤◘כⱣ─ ⌐ ⇔⁸ ⌐Ᵽכ◘─ ⇔≡│◒ꜝ▬▪fi♩─

╩ ↑ ╢⁸◒ꜝ▬▪fi♩⌐ ─Ᵽכ◘│≡⇔ ⅝╩∆╢╙─⁹ 

ⱪ꜡כⱩ ≢│⁸C&C ⌐Ᵽכ◘ ╢√╘─ ╩ ∆╢√╘─ ╖─↓≤╩

⇔≡™╢⁹ 

ₒⱴₓ 

ⱴꜟ►▼▪ ◖fiⱧꜙ⁸☻ꜟ▬►♃כ꞉כⱶ⁸☻Ɽ▬►▼▪⌂≥─₈ ─↓╙∫√₉♁ⱨ♩

►▼▪⁹ 

ₒ⅛ₓ 

 ◦☻♥ⱶ─ ⅛╠ ≡⁸◦☻♥ⱶ⅜ ≢№╢ ™⁹ │⁸

≤⇔≡│ ≢ ↕╣╢⁹ 

 ☿◐ꜙꜞ♥▫─ ─ ⅜♃כ♦⁹≈ ≢ ≢№╢↓≤⁸ ™│⁸

╩♃כ♦ ∆╢ ◦☻♥ⱶ⅜ ≢ ≢№╢↓≤╩ ∆╢⁹ 

 ☿◐ꜙꜞ♥▫─ ─ ≈⁹ ⌂ ╩ ∫√ ∞↑⅜ ⌐ ╣╢

↓≤⅜≢⅝╢ ⁹╕√⁸∕─╟℮⌂ ╩ ה ∆╢↓≤⁹ 
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ₒ↕ₓ 

 ☿◐ꜙꜞ♥▫ ⌐⅔™≡⁸ ⁸ ≤│⁸◦☻♥ⱶ⁸Ⱡ♇♩꞉⁸◒כ

▪ⱪꜞ◔כ◦ꜛfi⁸ │ ∆╢ⱪ꜡♩◖ꜟ─☿◐ꜙꜞ♥▫╩ ⌂℮╟℮⌂⁸

─ ╕⌂™▬ⱬfi♩⌐≈⌂⅜╢ ⅜№╢ ─ ⁸ ⇔ↄ│

 ℮⁹™╩≥↓─כꜝ◄─

ₒ⌂ₓ 

 ⁸ ⇔ↄ│ ⅜◙כꜚ⁸│ ≢№╢↓≤╩ ∆╢ ╩™℮⁹

─ⱪ꜡☿☻│⁸ ⌐│⁸ ≢№╢↓≤─ ─◙כꜚ⁸≡⇔≥ ≤⇔

≡ ╠─ ≤Ɽ☻꞉כ♪╛Ɽ☻ⱨ꜠כ☼─ ╩ ∆╢⁹ ─◙כꜚ⁸

∟ ☻ⱴכ◌♩כ♪ ─◙כꜚ⁸╛ Ᵽ▬○ⱷ♩ꜞ◒☻ ⌐

≠ↄ ╙ ⇔≈≈№╢⁹ 

ₒ│ₓ 

 ─ ╛ ⁸ ╩ ∫√◘▬Ᵽכ ─↓≤⁹ ╛ ─ ─

╩ ⌐ ╦╣╢↓≤⅜ ™⁹ 

 

⌐ ∆╢  

· IPA http://www.ipa.go.jp/security/pki/111.html  

· NICT https://www.nict.go.jp/  

· MITRE https://maec.mitre.org/  

· IEEE http://standards.ieee.org/develop/indconn/icsg/mmdef.html  

· e-words http://e -words.jp/  

· MicroSoft https://technet.microsoft.com/ja -jp/sysinternals/psexec.aspx  

· wikipedia https://ja.wikipedia.org/wiki  
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3. ─ ≤  

3 ≢│⁸3.1⌐ ─ ╩ 3.2⌐ ─ ╩ ∆╢⁹ 

 

3.1. ─  

│⁸ ◦☻♥ⱶ ─ ╩ ∆╢ ⅛╠⁸ ⌐ ∆╢

┘ ╩ ≤∆╢⁹ ⌐ ╩ ∆⁹ 

 

 3.1-1 ─  

 

─ │⁸ ─ 4 ┘ ─ 2 ≢№╢⁹ ⌐ ╩

∆⁹ 

 3.1-1 ─  

  

 ☿◐ꜙꜞ♥▫  ─ ☿◐ꜙꜞ♥▫ CISO ╙ ╗  

ה  ─ ◦☻♥ⱶ⌐ ∆╢ ה ─  

LAN  ─ LAN  

LAN  ─ LAN  

ה   ─ ה ⅛╠─ ⌐ ≠⅝ ─

ה ╩ ℮ ─ ה  

 ─ LAN │ LAN ⅛╠─ ⌐

≠⅝ LAN ─ ╩ ℮ ─  

⌂⅔⁸ ≢│⁸ ☿◐ꜙꜞ♥▫ ⁸LAN ⁸LAN ─ 3 ╩╕≤

╘≡ LAN ≤™℮⁹ 

 



9 

 

3.2. ─  

│⁸₈1. ─ ₉₈2. ₉₈3. ─ ₉₈4. ─ ⌐

≈™≡₉₈5. ה ₉₈6. ₉₈7.╕≤╘₉≢ ↕╣≡™╢⁹ 

 

 3.2-1 ─ ≤  

─  

 

  

☿

◐ ꜙ ꜞ

♥ ▫

 

LAN

ה

 

ה

 

 

 
ה

 

1. ─  

ủ ủ ủ ủ ủ 
2.  

3. ─  

4. ─ ⌐≈™≡ 

5. ה  ủ ủ Ί ủ Ί 

6.  Ί 

ủ ủ ủ ủ 

 6.1.  
⁸ ⁸ⱳ▬fi♩ ủ 

─ ⁸  Ί ꜟכ♠

 6.2.  
⁸ ⁸ⱳ▬fi♩ ủ 

─ ⁸  Ί ꜟכ♠

 6.3.  
⁸ ⁸ⱳ▬fi♩ ủ 

─ ⁸  Ί ꜟכ♠

7.╕≤╘ ủ ủ ủ ủ ủ 

1 ▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼ 

─  

Ί ủ ủ ủ ủ 

◦☻♥ⱶ꜡◓ IOC  

 

◦☻♥ⱶ꜡◓  

 

₈1. ─ ₉⅛╠₈4. ─ ₉│⁸ ─ ≠↑ ┘ ╩

∆╙─≢⁸∆═≡─ ⌐ ╪≢™√∞ↄ ≤⌂∫≡™╢⁹₈5. ה ₉│⁸▬

fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ ה ╩ ⇔√ ≢№╡⁸ ─ ☿◐

ꜙꜞ♥▫ ⁸LAN ⁸LAN ⁸ ╩ ≤∆╢⁹ 
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₈6. ₉─ ─₈ ₉⁸₈ ₉⁸₈ⱳ▬fi♩₉│⁸ ╩ ℮√╘⌐

─ ╛ ┘ ◦☻♥ⱶ─ ╙ ∆╢√╘ ─ ☿◐ꜙꜞ♥▫ ⁸

LAN ⁸LAN ⁸ ה ┘⁸ ≤ ה

╩ ≤∆╢⁹╕√⁸₈6. ₉─ ─₈ ─ ₉ ┘₈ ⁸│₉ꜟכ♠

⌂ ╩ ∆╢√╘─ ≢№╡⁸ ─ LAN ⁸LAN ⁸

ה ┘⁸ ≤ ה ╩ ≤∆╢⁹₈7.╕

≤╘₉│ ∆═≡─╕≤╘≢№╢√╘ ☿◐ꜙꜞ♥▫ ⁸ ─LAN ⁸

LAN ⁸ ה ┘⁸ ≤ ה ╩

≤∆╢⁹ 

 

╕√⁸ ⌐ ─ ⌐ ╦∑√ ≤ ─ ╩ ∆⁹ 

 

 3.2-2 ─ ⌐ ╦∑√ ≤ ─  

─  ≤ ─  

≤│ ⅛ ≤⇔≡ ⌂↓≤│

⅛ ꜠ⱬꜟ ⇔√™ 

─ 4⅜  

CSIRT ⌐№√╡ ≤⌂╢ⱪ꜡☿☻ ∆═⅝

≤∕─ ╣╩ ⇔√™ 

─ 5.1⅜  

 

▬fi◦♦fi♩Ɫfi♪ꜞfi◓⌐⅔™≡ ⅜ ⌐ ╩ ∆

═⅝⅛⁸ ⌐№√╡ ≤⌂╢ ☻◐ꜟ│ ⅛ ⇔√™ 

─ 5.2≤ 1⅜  

─ ≤ ╩ ⇔

√™ 

─ 6.1⅜  

─ ≤ ╩ ⇔√™ ─ 6.2≤ 2⅜  

─ ≤

╩ ⇔√™ 

─ 6.3.1⁸6.3.2⁸6.3.3⁸6.3.4[1]⁸

6.3.5[1][2]≤ 3⁸4⅜  

─ ≤

╩ ⇔√™ 

─ 6.3.1⁸6.3.2⁸6.3.3⁸6.3.4[2]

⅜  

 

4. ─ ⌐≈™≡ 

4 ≢│⁸ ─ ⸗♦ꜟ╩ ∆╢√╘⌐⁸4.1⌐ ⸗♦ꜟ─ ╩ 4.2⌐

⸗♦ꜟ─ ╩ ∆╢⁹ 
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4.1. ⸗♦ꜟ─  

4.1.1⌐ ─ ⁸4.1.2⌐ ⌂ ─ ⁸4.1.3⌐ ─ⱨ

⌐⁸4.1.4☼כ▼ ╩ ∆⁹ 

 

4.1.1. ≤│ 

⁸ ─ ╛ ╩ ∫√ ⌐╟╡⁸ ⌂ ⅜ ╕╣╢ ⅜

⇔≡™╢⁹ │⁸ ≤⌂╢ ─ ╛ ─ ╩ ≤⇔≡ ⌐

╡ ╕╣√ⱴꜟ►▼▪╩ ה ↕∑╢⁹ ≢│⁸ ╛ ∞↑≢│⌂ↄ

╛ ⁸╡⌂≥♩♇◕כ♃╙ ◦☻♥ⱶ─ ⌐ ◦כ♁⁸∏╠

ꜗꜟ◄fi☺♬▪ꜞfi◓╩ ∆╢⌂≥⁸ ₁⌂ ⅜ ⌐ ↕╣≡™╢⁹

╩ ∆╢√╘⌐ ∆═⅝ ⌂ ─ ╩ 4.1.2⌐⁸ ─ⱨ▼

╩☼כ 4.1.3⌐ ∆⁹ 

 

4.1.2. ─  

⁸ ⇔≡™╢ ─ ⌂ │ ─ 6≈⌐ ≢⅝╢⁹ 

 

 

 4.1-1 ─  

 

 

 4.1-1 ─ ─  

─   

ⱷכꜟ ⌐╟╢ⱴ

ꜟ►▼▪  

↓↓ ⁸ ⅝⌂ ⌐⌂∫≡™╢ ⱷכꜟ │⁸₈ ⌂

≤ ╩ ∫√ ⅜⁸ ⌐♩♇◕כ♃─ ⇔≡ ─ ─√╘

⌐ ℮◘▬Ᵽכ ─ ₉≢№╢⁹ ⌐⁸ ╟ↄ ∆╢ ⱷ

╩ꜟכ ⇔≡ ╩ ↑≡ↄ╢ ⅜№╢⁹ 

Drive -by-Download ─ ⱷכꜟ ⌐ ™≢⁸╟ↄ ╠╣╢ Web ◘▬♩╩ ∂√◘▬Ᵽ
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Web ◘▬♩╩ ∂√◘▬Ᵽ

כ  

כ ⌐│⁸ ₁⌂ ⅜ ∆╢⁹ ►▼ⱩⱩꜝ►◙╛ OS ○Ɑ

fi◓◦☻♥ⱶ▫♥כ꜠ ─ ╩ ⇔≡⁸Web ◘▬♩╩ ∆╢

⌐◙כꜚ ≠⅛╣⌂™╟℮⌐Ⱪꜝ►◙╩ ⇔≡►▬ꜟ☻╩♄►fi꜡כ

♪↕∑⁸ ↕∑╢₈Drive -By-Download₉⁸ ─ ⌂ ╛

─Ⱶ☻⌐≈↑ ╪≢ ◘▬♩⌐ ∆╢₈ⱨ▫♇◦fi◓ ₉⌂

≥ⱴꜟ►▼▪╩♄►fi꜡כ♪↕∑╢╟℮⌂ Web ◘▬♩⌐ ∆╢

◘▬Ᵽכ ≢№╢⁹ 

╩♪כ◖ ↕∑√♁

ⱨ♩►▼▪─ ╩ ∂√

ⱴꜟ►▼▪  

▬fi♃כⱠ♇♩╛ ♦Ᵽ▬☻─ ≤ ⌐ ™⁸ ─ ™♁

ⱨ♩►▼▪ ▪ⱪꜞ╩ ╗ ⅜ ⌐ ⇔╛∆™ ≤⌂╡⁸↓╣⌐

∂√⁸ⱴꜟ►▼▪ ╙ ⇔≡™╢⁹ 

USB ⱷ⸗ꜞ─ ⌐╟╢ⱴ

ꜟ►▼▪  

─ ™╛ ה ⌐ ∆╢ ╩∆╢Ⱡ♇♩꞉⁸│◒כ☿

◐ꜙꜞ♥▫─ ⅛╠▬fi♃כⱠ♇♩ ─ Ⱡ♇♩꞉כ◒≤│

↕╣√ ⌐№╢⁹⇔⅛⇔⁸ ⌐ ⌂ ╩ ┼ ╖⁸

╕√ ┼ ∟ ∆√╘⁸USB ⱷ⸗ꜞ ─ ╩ ∆╢↓

≤⅜№╢⁹ ⌐ │⁸►▬ꜟ☻ ♁ⱨ♩≢│ ∆╢↓≤⅜ ⇔™

ⱴꜟ►▼▪⅜ ⇔≡™╢√╘⁸↓─╟℮⌂ ╩ ∂√ⱴꜟ

►▼▪ ⅜ ⌐№╢⁹ 

─ ∟ ╪∞

╩ ∂√ⱴꜟ►▼▪  

⁸⅜◙כꜚ ╠─ ⌐╟╢☿◐ꜙꜞ♥▫ ╩ ∫≡╙⁸◘▬Ᵽכ

╩ ↑╢ ⅜ ⇔≡™╢⁹∕─ ↄ⅜⁸ ⇔≡™╢◦☻♥ⱶ─

╩ ↕∑≡™╢ ╩ ∂√ ─♪כ◖ ⌐╟╢◘▬

Ᵽכ ≢№╢⁹ 

╩☻ⱦכ◘♪►ꜝ◒ ⇔

√ⱴꜟ►▼▪ ◘▬Ᵽ

כ  

─☻ⱦכ◘♪►ꜝ◒ ⌐ ™ Web ▪ⱪꜞ⅜ ⇔≡™╢⁹╕√⁸

─ ╛∕─ ⅜ ⇔≡™⌂™ ≢│ⱨ□▬ꜟ☻♩꜠

╛☺כ P2P ⌐╟╢ ♁ⱨ♩►▼▪ ─ ⅜ ⇔≡™╢⁹ 

 

4.1.3. ─ⱨ▼כ☼ 

│ⱴꜟ►▼▪─ ⅛╠ ⌐ ╢╕≢ ─ⱨ▼כ☼⌐╟∫≡ ╛

╢ ™⅜ ⌂╢⁹ ─ ─∆═≡╩ ⌐ ←↓≤│⁸ ⌂√╘⁸

⌂ ─ ⌐ ⌐ ≢⅝╢⅛⌐╟∫≡ ─ ╛ ⅜ ⌐⌂╢⁹ 
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 4.1-2 ─ⱨ▼כ☼ 

 

≢ ⇔√≤⅔╡⁸₈ᵑ ™│ ─ ⅛╠ √≤ ⅎ╠╣╢♃כ◕♇♩─

₉│⁸ ⱨ▼⁸₈╡№≢☼כᵒ♃כ◕♇♩ ─◖fiⱧꜙכ♃◦☻♥ⱶ⌐

∆╢ⱴꜟ►▼▪─ ╣ ╖₉⁸₈ᵓ ⇔√◖fiⱧꜙכ♃◦☻♥ⱶ⌐⅔↑╢ ╘₉│⁸

ⱨ▼⁸₈☼כᵔ ─◖fiⱧꜙכ♃◦☻♥ⱶ┼─ ₉⁸₈ᵕC2 ⱱ☻♩≤─

⌂ ₉⁸₈ᵖ ⌂ ₉│ ה ⱨ▼כ☼⌐ ≢⅝╢⁹ 

 

4.1.4.  

⸗♦ꜟ─ ─ ╩ ⌐ ∆⁹ ⸗♦ꜟ─Ⱡ♇♩꞉כ◒ │⁸DMZ ┘

Ⱡ♇♩꞉⁸◒כ Ⱡ♇♩꞉כ◒⅛╠ ∆╢⁹ 

 



14 

 

 

 4.1-3  

 

╕√⁸ │⁸ ה ◖☻♩╩ ⇔⁸ ≤  4.1-2

⌐ ∆╢⁹ │⁸ ⅜ ⌐ ∆╢↓≤⅜ ↕╣╢

≢№╡⁸ │⁸ ⌂ ╩ ⌐⁸↕╠⌐ ┼─ ╩

⇔√™ │⁸ ∆╢ ≢№╢⁹ 

 

 4.1-2  

   

 

 

DMZ  

ⱨ□▬▪►◊כꜟ FW  

Ⱡ♇♩꞉כ◒  IDS  

Web◘כⱣ 

AP  Ᵽכ◘

DB  Ᵽכ◘

ⱪ꜡◐◦◘כⱣ 

DNS  Ᵽכ◘

ⱷכ◘ꜟכⱣ 

☿◓ⱷfi♩ 

☻▬♇♅  ♃כꜟ

♪ⱷ▬fi◖fi♩꜡כꜝ 

DHCP  Ᵽכ◘
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DNS Ᵽכ◘  DNS  

ⱨ□▬ꜟ◘כⱣ 

◄fi♪ⱳ▬fi♩ Windows⁸Linux ⁸Ⱪꜝ►◙⁸AntiVirus  

 

 

DMZ  

L7FW NGFW⁸APFW  

DLP  

Mail  ▬▼►♩כ◕

WAF  

◘fi♪Ⱳ♇◒☻ 

↨╪  

☿◓ⱷfi♩ ⱱ☻♩  IDS  

⌂⅔⁸ⱱ☻♩ IDS │⁸DMZ ┘ ☿◓ⱷfi♩⌐ ∆╢ ⅜№╢√╘⁸ ─ ≢│⁸DMZ ┘

☿◓ⱷfi♩─ ⌐ ⁹ 

 

4.2. ⸗♦ꜟ─  

⸗♦ꜟ│⁸a ה ₑ≤ₐ ₑ≢ ∆╢⁹ ה │⁸▬fi◦

♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓≤▬fi◦♦fi♩Ɫfi♪ꜞfi◓≢ ∆╢⁹╕√⁸

│⁸ ≤ ⁸ ⅛╠ ∆╢⁹ 

 

 4.2-1 ⸗♦ꜟ ה ≤  

 

· ▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓│⁸ ⌂≥╩ ↑√

╩ ⇔⁸▬fi◦♦fi♩Ɫfi♪ꜞfi◓╩≥─╟℮⌐ ℮⅛⌐≈™≡─ ⱪ

ꜝfi♬fi◓ ╩∆╢⁹ 
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· ▬fi◦♦fi♩Ɫfi♪ꜞfi◓│⁸ ╩ ↑╢⌂≥⁸▬fi◦♦fi♩ │

⅔∕╣ ⅜ ⇔√ ⌐ ℮ ─℮∟⁸ ⌐▬fi◦♦fi♩ │⅔∕╣ ─

⅛╠ ╕≢─ ─ ╩ ∆╢⁹ 

· │⁸ ╩ ⌐ ←⁸ │ ─ ◖☻♩╩ ╘ ⌐ ™⌐

ↄↄ∆╢√╘─ ⌂ ╩ ∆╢⁹ 

· │⁸◦☻♥ⱶ꜡◓ ─ ⌐╟╡ ╩∆╡ ↑√ ╩ ∆╢√

╘─ ⌂ ╩ ∆╢⁹ 

· │⁸ ╩ ↑√ ─ ─ ה ─√╘─ ┘

⌐╟╢ ─ ─ ≤ ╩ ∆╢⁹ 

 

 

 4.2-2 ⸗♦ꜟ─  
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ה .5  

5 ≢│⁸ ⌂≥╩ ↑√ ╩ ⇔⁸▬fi◦♦fi♩꜠☻ⱳfi☻⌐≈™≡

∆╢⁹▬fi◦♦fi♩꜠☻ⱳfi☻│⁸▬fi◦♦fi♩ⱴⱠ☺ⱷfi♩⁸▬fi◦♦fi♩Ɫfi♪ꜞfi

◓ ┘ⱪꜝfi♬fi◓╩ ∆╢√╘⁸ ─╟℮⌐ ⇔√⁹ ה ≢│⁸↓─

⌂⅛≢ ⌐ ≤⌂╢ ≤⇔≡ 5.1⌐▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓╩⁸

5.2⌐▬fi◦♦fi♩ⱴⱠ☺ⱷfi♩─▬fi◦♦fi♩Ɫfi♪ꜞfi◓╩ ∆⁹ 

 

 5-1▬fi◦♦fi♩꜠☻ⱳfi☻─  

⌂⅔⁸JPCERT/CC₈CSIRT ●▬♪₉╟╡ ⇔ │ ⅝ ≢  

 

5.1. ▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓ 

 

5.1.1.  

⌂≥╩ ↑√ ╩ ⇔⁸ ⌐▬fi◦♦fi♩Ɫfi♪ꜞfi◓╩ ℮√╘

⌐ ≤⌂╢ ╛ ╩ ∆╢≤≤╙⌐⁸ ≤⇔≡─ ╩ ∆╢⁹ 

 

5.1.2.  

▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓│⁸ ⅛╠ ⌐ ╢

≤ ꜠ⱦꜙכ⌐ ╢ ─ 5≈─ⱪ꜡☿☻≢ ↕╣╢⁹ᵑ ᵓ│⁸CSIRT

╩ ≤⇔√ⱪ꜡☿☻╩ ⇔≡™╢⁹ 
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 5.1-1ⱪꜝfi♬fi◓─ 5≈─ⱪ꜡☿☻ 

ⱪ꜡☿☻   

ᵑ ┘  ╡─√╘─ ─  
JPCERT/CC ╛Ⱡ♇♩ⱷ♦

▫▪ ╩  

ᵒ ⅛╠─ ─

 

⅛╠─ CSIRT ─

 
CSIRT ─ ─  

ᵓ ─ ┘

≤─  

CSIRT ☻כ♁ꜞ─ ≤

 
∆╢ ≤─  

ᵔCSIRT ─ ┘

⌂  
CSIRT ─  

⌐ ┘ ≢ ⌐

 

ᵕ ⌐ ╢ ≤

꜠ⱦꜙכ 
─  ▬fi◦♦fi♩ ─ ╣─  

 

5.1.3. ⱳ▬fi♩ 

ⱪꜝfi♬fi◓─ ⱪ꜡☿☻⌐⅔↑╢ ─ⱳ▬fi♩╩ ⌐ ∆⁹ 

 

ᵑ ┘ ⁸ ┼─ ⅝ ╡  

╩ ⇔√▬fi◦♦fi♩꜠☻ⱳfi☻ ─ ⌐ ∆╢ ─ ╩⁸

⌂ ─ ╛ ┼─▬fi♃ⱦꜙכ ╩╙≤⌐ ℮⁹ 

ᵒ ⅛╠─ ─ ┘ ─  

CSIRT ─ ─ ∞↑≢│⌂ↄ⁸ ─ ─ ╛

∕─ ╩ ╕ⅎ√ ─ ╩ ℮⁹ 

ᵓ ─ ┘ ≤─  

∆╢ ⌐⅔↑╢▬fi◦♦fi♩⌐ ∆╢ ≤ ─ ⌐≈™≡

⇔⁸ ⌐╟╡ ─√╘─ ╘╩ ℮↓≤≢ ╩ ↕∑╢⁹ 

ᵔ CSIRT ─ ┘ ⌂  

⌂◘▬Ᵽכ ☿Ⱶ♫⁸כ꞉כ◒◦ꜛ♇ⱪ⁸ ⌐╟╡⁸

⅜ ╢═⅝ ─ ╩ ∆╢⁹ 

ᵕ CSIRT ⌐ ╢ ≤ ꜠ⱦꜙכ 

─ ⌐ ≠ↄ ꜠ⱦꜙכ─ ╩ ⌐ ╖⁸ ┼ ∆╢⁹ 

 

5.1.4.  

▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓─ ╩ ⌐ ∆⁹
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 5.1-2▬fi◦♦fi♩꜠☻ⱳfi☻⌐ ∆╢ⱪꜝfi♬fi◓  

ⱪ꜡☿☻ NO   

ᵑ ≤⌂

╢  

1 
┘

─ ⇔ 

CSIRT ─ ≢ ∆═⅝ ⁸꜠☻ⱳfi☻

∆╢ ⁸ ≤─ ∆╢ ⌂≥─ ╩

 

2  
⌐№╢ ─ ⁸ ╛ ─ ─

 

ᵒ ⅛

╠─

─  

3 ─ ╩  
╩™√∞ↄ ╩ ≈↑╢ ⱦ☺Ⱡ☻⌐╙√╠∆ⱷꜞ♇

♩ ╛♅כ◘ꜞ ╩☻כ♁ꜞ─  

4 
CSIRT ⱪ꜡☺▼◒♩

╩  

ⱪ꜡☺▼◒♩ꜞכ♄כ╩ ─◖fi☿ⱪ♩╩♃☻

◒⌐ ↕∑╢ 

☻ⱦכ◘ 5 ─ ⇔ 
☻ⱦכ◘─ ╩ ─☻ⱦכ◘ Ɽ

─כ♫♩כ ☻ⱦכ◘ ≤─╛╡ ╡  

6 
CSIRT ─√╘─

 

☻♃♇ⱨ─ ⁸ ⁸꜠☻ⱳfi☻ ─ ─√

╘─ ─√╘─ ╩  

7 

☻♃♇ⱨ⁸ ⁸▬fiⱨ

─☻כ♁ꜞ─ꜝ

╩  

▬fiⱨꜝ─☿◐ꜙꜞ♥▫ ⱪ꜡☿☻─

☻♃♇ⱨ─  

8 
⁸ ⁸ ─

 

≡─CSIRT ╩ ↕∑╢√╘ ╩ ∆╢ ─

™│ ∆╢ ╩ ⇔ 

ᵓ ─

┘

≤─

 

9  
─√╘⌐ ₁⌂ ≤ ─ ╩

≈ ≤─ ╘╩  

ᵔ CSIRT

─ ┘

⌂  

10 
CSIRT Ⱶ♇◦ꜛfi─

 

⅛≈ ⌂╙─ ─ ∆═⅝ ╩

≤  

11 
─☻ⱦכ◘ ≤

꜠ⱬꜟ╩  

─ ≢☻כ♁ꜞ╛ ⌂╙─⅛╠

─☻ⱦכ◘ ╛ ─  

12 
CSIRT ⁸ ⁸

⸗♦ꜟ 

─ ⌐ ∫√ ╩ ⇔⁸ ⌐ ☻♃♇

ⱨ─  

13 
╛╡ ╡ ┘

─  

┘ ≤─ ─ CSIRT ☻♃♇ⱨ

─ ◖Ⱶꜙ♬◔כ◦ꜛfi ─  
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14 
⌐⅔↑╢

CSIRT  

⅛╠ ⌂ ╩⇔≡╙╠℮ CSIRT ⌐☻ⱦכ◘

∆╢ ─ ╩  

ᵕ CSIRT

⌐ ╢

≤ ꜠

ⱦꜙכ 

15 ꞉כ◒ⱨ꜡כ─  
CSIRT ─ⱪ꜡☿☻ ┘╛╡ ╡─ ╩ ∆╢√

╘─ ┘◖fiⱳכⱠfi♩─  

16 
ⱳꜞ◦כ ┘ ⱪ꜡

─ꜗ☺כ◦  

▬fi◦♦fi♩ ⁸ ⁸ ╡ ≡─

┘  

17 
≤ⱨ▫כ♪Ᵽ

♇◒ ─  

☻ⱦכ◘≥ ⅛╠ ⌐ ∆╢▬fiⱪ♇♩

╩ ╢ ⱨ▫כ♪Ᵽ♇◒╩ ⌐⇔√  

18 
CSIRT ─Ɽⱨ◊כⱴfi

☻ ╩  

▬fi◦♦fi♩ ┘Ɫfi♪ꜞfi◓⌐ ∆╢ⱬכ☻ꜝ▬fi╩

☻ⱦכ◘ ┼─ⱨ▫כ♪Ᵽ♇◒ 

19 
CSIRT ─ ─

Ᵽ♇◒▪♇ⱪ  

CSIRT ─ ⌂ ⱦ☻⁸כ◘⁸ ╩ ꜞ◌Ᵽꜞכⱪ

ꜝfi─ ─  

20 ԇ  
⌐ ☻ⱦכ◘√∂ ⁸ ⇔™☻◐ꜟ☿♇♩─ ⁸

∆═⅝Ɽכ♫♩כ ⇔─ ┘∕╣⌐ ℮  

 

5.2. ▬fi◦♦fi♩Ɫfi♪ꜞfi◓ 

 

5.2.1.  

╩ ↑╢⌂≥⁸▬fi◦♦fi♩⅜ ⇔√≤⅝⌐ ℮ ─℮∟⁸ ⌐▬fi

◦♦fi♩─ ⅛╠ ╕≢─ ─ ╩ ℮⁹ 

 

5.2.2.  

▬fi◦♦fi♩Ɫfi♪ꜞfi◓╩ ℮√╘─ ╛ │⁸ ─ ⅛╠

ה ┘ ╕≢⅜ ≤⌂╡⁸▬fi◦♦fi♩Ɫfi♪ꜞfi◓⌐⅔™≡

ה ⌐ ⌂ ─ 7≈─ ≢ ↕╣╢⁹ 

 

 5.2-1 7≈─▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼ 

A. ─ ה  

B. ─ ≤  

C. ─ ╛ ─√╘─  

D. ─√╘─  

E.  

F. ≤ ─  

G. ─  
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5.2.3. ⱳ▬fi♩ 

▬fi◦♦fi♩Ɫfi♪ꜞfi◓⌐⅔™≡ ה ⌐ ≤⌂╢ ─ⱳ▬fi♩

╩ ⌐ ∆⁹ 

 

ה 5.2-2  ⌐ ≤⌂╢ ─ⱳ▬fi♩ 

▬fi◦♦fi♩ 

Ɫfi♪ꜞfi◓ⱨ▼כ☼ 

─ⱳ▬fi♩ 

A. ─ ה  ⇔√ ⌂ ╩ ה ⇔⁸ ⌂ ⌐ ∆╢⁹ 

B. ─

≤  

 

⇔√ ⌐ ≠⅝ ⌐≈™≡─ ╩ ℮≤≤╙⌐⁸

⌂ ה ⌐ ⇔≡ ⌂ ╩ ∆╢⁹ 

C. ─ ╛

─√╘─  

⅜ ⇔≡™╢≤ ↕╣√ ─ ⁸ ┘ ─

≢⁸ ─ ╛ ⌐ ⌂ ╩ ⇔⁸ ⌐ ∆╢⁹ 

D. ─√╘─

 

 

⅜ ⇔≡⅔╠∏⁸⅛≈ ⅜ ┘ ⌐ ≢⅝≡™╢

⇔≡™╢ ⁸ ╩ ℮ ─ ≤⇔≡⁸ ⅜ ⇔√ ─

LAN ⌐╟╡ ⌂ ╩ ℮⁹ 

E.  

 

╩ ⌐ ∆╢≤≤╙⌐⁸ ⇔√ ─

┘ ╛◦☻♥ⱶ ⌂ ⌐ ≠ↄ ╩ LAN ⅜

℮⁹ 

F. ≤

─  

⌐╟╢ ⌂ ─ ≤⁸LAN ⌐╟╢

┘ ─ ⌐≈™≡ ╩ ⇔⁸▬fi◦♦fi♩─ ╩ ∆

╢⁹ 

G. ─  

 

LAN ⅜⁸ ↕╣√ ┘◦☻♥ⱶ ⌐ ≠™≡⁸

╩ ⌂ ≤∆╢ ┘ ⌂ ╩ ℮⁹ 

 

5.2.4.  

▬fi◦♦fi♩Ɫfi♪ꜞfi◓│⁸6≈─ ⅜⁸7≈─ⱨ▼כ☼≢ ╘╠╣╢₈▪

◒◦ꜛfi₉⁸▪◒◦ꜛfi╩ ℮√╘⌐ ≤⌂╢₈▬fiⱪ♇♩₉⁸▪◒◦ꜛfi ─₈▪►

♩ⱪ♇♩₉ ┘₈ ☻◐ꜟ ₉ ⅜ ≤⌂╢⁹6 ≈─ ╩

⌐ ∆⁹ 

 

 5.2-3 ▬fi◦♦fi♩Ɫfi♪ꜞfi◓─ 6≈─  

  

 LAN ┘ LAN ◦☻♥ⱶ≢ ☻ⱦכ◘╢╣↕  

LAN ה  LAN ┘ LAN ◦☻♥ⱶ ┘ ≤─
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◦☻♥ⱶ   

LAN ה

 

LAN ┘ LAN ◦☻♥ⱶ ┘ ≤─

 

☿◐ꜙꜞ♥▫  ─ ☿◐ꜙꜞ♥▫ ─ ⌐ ╢  

 LAN ┘ LAN ◦☻♥ⱶ ─  

ISP LAN ─ ⅜ ⇔≡™╢▬fi♃כⱠ♇♩◘כⱦ☻הⱪ꜡Ᵽ▬

♄ 

 

ⱨ▼כ☼⌐⅔↑╢▪◒◦ꜛfi ┘▬fiⱪ♇♩≤▪►♩ⱪ♇♩─ ╩ ⌐ ∆⁹ 

⌂⅔⁸ │ ─ 1─▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼─ ╩ ⁹ 

 

 

 5.2-1▬fi◦♦fi♩Ɫfi♪ꜞfi◓⌐⅔↑╢▪◒◦ꜛfi  

 

─ꜟכ♠ .5.2.5  

 

[1]  ▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼─  

1─▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼─ │⁸6≈─ ⅜⁸7≈

─▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼≢ ╘╠╣╢₈▪◒◦ꜛfi₉⁸ ┘▪◒◦ꜛfi╩

℮√╘⌐ ≤⌂╢₈▬fiⱪ♇♩₉╛▪◒◦ꜛfi ─₈▪►♩ⱪ♇♩₉ ┘₈

☻◐ꜟ ₉╩ ⇔≡™╢⁹↓─ 1╩ ⌐ ⅜▬fi◦♦fi♩Ɫfi♪

ꜞfi◓ⱨ▼כ☼⌐⅔™≡ ⌂▪◒◦ꜛfi ╩ ⇔√▬fi◦♦fi♩Ɫfi♪ꜞfi◓

⌐ ∆╢ ╩ ≢⅝╢⁹ ⌐ LAN ה ─ C. ─

╛ ─√╘─ ⌐ ∆╢₈▪◒◦ꜛfi₉⁸₈▬fiⱪ♇♩₉⁸₈▪►♩ⱪ♇♩₉

─ ╩ ∆⁹ 
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 5.2-2 LAN ה ─▬fi◦♦fi♩Ɫfi♪ꜞfi◓ⱨ▼כ☼ C 

1─  

 

 5.2-4 LAN ה ─▪◒◦ꜛfi ─  

1─  

▬fiⱪ♇♩ ¶ ⅜ ⇔≡™╢≤ ↕╣√   

¶ ∆═⅝ ⌐ ╡ ≡╠╣√  

▪◒◦ꜛfi ¶ ─ ╛ ─√╘─ ╛ ─ ה

┘   

¶ ↕╣√ ╛ ─   

¶ ─ ─ ≤ ⌐╟╢ ⇔  

¶ ─ ╛ ─ ≤ ┼─ ה  

▪►♩ⱪ♇♩ ¶ ─ ╛ ─√╘─ ╛ ─   

¶ ─ ╛ ─√╘─ ≤   

¶ ─ ╛ ─  

 

⌐ ≤⇔≡⁸₈A. ─ ה ₉⅛╠₈G. ─ ₉─ ⱨ▼כ

☼⌐⅔↑╢ LAN ה ─▪◒◦ꜛfi╩ ∆⁹ 

⌂⅔⁸6≈─ ⅜ ⱨ▼כ☼≢ ╘╠╣╢₈▪◒◦ꜛfi₉╛₈

☻◐ꜟ ₉⌐≈™≡│⁸ 1╩ ⁹ 
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 5.2-5 ⌂▬fi◦♦fi♩Ɫfi♪ꜞfi◓─▪◒◦ꜛfi 

LAN ה  

 LAN ה ─▪◒◦ꜛfi 

A. ─ ה

 

⇔√ ⌂ ╩ ה ⇔⁸ ⌂ ⌐ ∆╢↓≤ 

¶ ─ ≤ ⁸ ─ ה  

¶ ⌐ ≠™√⁸ ┼─ ⁸ ꜠ⱬꜟ ┘ ꜠ⱬꜟ─ ה

  

¶ ─  

¶ ≤ ╩⇔√ ≢ ⌂ ⌐╟╢  

¶ ⌂ ─  

B. ─

≤  

⇔√ ⌐ ≠ↄ ─ ≤⁸ ⌂ ה ⌐ ⇔≡⁸

╩ ∆╢↓≤ 

¶ ⇔√ ─ ╛ ↑─  

¶ ⇔√ ≤ ─ ─▬fi◦♦fi♩≤─ ─  

¶ ⇔√ ─ ┘ ─  

¶ ⇔√ ─ ╩ ⅎ╢ ─  

¶ ∆═⅝ ┼─ ╡ ≡ 

¶ ⅔╟┘  

C. ─

╛ ─√╘─

 

⅜ ⇔≡™╢≤ ↕╣√ ─ ⁸ ┘ ─ ≢⁸

─ ╛ ⌐ ⌂ ╩ ⇔⁸ ⌐ ∆╢↓≤ 

¶ ─ ╛ ─√╘─ ╛ ─ ה ┘

 

¶ ↕╣√ ╛ ─   

¶ ─ ─ ≤ ⌐╟╢ ⇔ 

¶ ─ ╛ ─ ≤ ┼─ ה  

¶ ⌂ ⅜ ⌂ ⌐ ∫√ ◦☻♥ⱶ─ ─  

D. ─√╘

─  

⅜↕╣≡™⌂ↄ⁸⅛≈ ⅜ ┘ ⌐ ≢⅝≡™╢ ⇔

≡™╢ ⁸ ╩ ℮ ─ ≤⇔≡⁸ ⅜ ⇔√ ─ LAN

⌐╟╡ ⌂ ╩ ℮↓≤ 

¶ ⇔≡™╢ ╩ ⅛≈ ⌐ ┘  

¶ ⇔≡™╢ ─ ┘ ╩  

¶ ⌐ ╩ ⅎ⌂™ ─⁸ ┘ ⌂  

¶ ◦☻♥ⱶ ┘ ─ ╣≢ ─№╢ ⌐ ∆╢⁸ ⇔≡™╢ ─
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─  

¶ ╩▬fi◦♦fi♩≤⇔≡  

¶ ─ ⌂ ┘   

¶ ─ ┘ ─ ╙╡ 

¶ ─ ≤⁸ ─ ≤  

¶ ISP ⌐ ∆╢ ™ ╦∑ ╛ ⁸ ┘ ⌐ ≠ↄ ─

≤  

E.  

LAN ⅜⁸ ⌐ ⇔√ ─ ⁸ ┘ ╛◦☻

♥ⱶ ─ ⌐ ≠ↄ ╩ ℮↓≤ 

╕√⁸ ⌐ ≠⅝ ─ ╩ ™⁸ ⁸ ─

─ ╩ ℮↓≤ 

¶ ▬fi◦♦fi♩⌐╟╢ ╩  

¶ ⌐ ∆╢ ┘ ─  

¶ ─ ╡╕≤╘⁸ ┘ ה ─  

¶ ⌐ ≠⅝ ─ ╩ ™⁸ ⁸ ⅜

⇔≡™⌂™↓≤╩  

F.

≤

─  

⌐╟╢ ⌂ ─ ≤⁸LAN ⌐╟╢ ┘

─ ╩ ⇔⁸▬fi◦♦fi♩─ ─ ≤∕─ ╩ ℮↓≤ 

¶ ∕╣∙╣─ ─ ─ ┘ ─ ⇔ ┘

─ ≤  

¶ ─ ≤⁸◦☻♥ⱶ ─ ─  

¶ ↕╣√ ⌐ ≠ↄ⁸◦☻♥ⱶ─ ─   

¶ ↕╣√ ⌐ ∆╢ ≤ ה ─  

G. ─

 

LAN ⅜⁸ ↕╣√ ┘◦☻♥ⱶ ⌐ ≠™≡⁸ ╩

⌂ ≤⇔≡⁸ ┘ ⌂ ╩ ℮↓≤ 
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6.  

6 ─ │⁸6.1 ⌐ ╩ 6.2 ⌐ ╩ 6.3 ⌐ ╩ ∆⁹ 

 

6.1.  

 

6.1.1.  

╩ ⌐ ←⁸ │ ─ ◖☻♩╩ ╘ ⌐ ™⌐ↄↄ∆╢√╘─ ⌂

╩ ∆╢⁹ 

 

6.1.2.  

│⁸ ─ 3≈─ ≢ ∆╢⁹ 

 

 6.1-1 3≈─  

ᵑ▪ⱪꜞ◔כ◦ꜛfi─ ⱱ꞉▬♩ꜞ☻♩  

ᵒ▪ⱪꜞ◔כ◦ꜛfi╩ ─ ⌐ ☿◐ꜙꜞ♥▫Ɽ♇♅─  

ᵓ ─  

 

6.1.3. ⱳ▬fi♩ 

 

[1]  ▪ⱪꜞ◔כ◦ꜛfi─ ⱱ꞉▬♩ꜞ☻♩  

─▪ⱪꜞ◔כ◦ꜛfi─ ─╖╩ ∆╢↓≤⌐╟╡⁸ ─▪ⱪꜞ◔כ◦ꜛ

fi─ ╩ ∆╢⁹ 

 

[2]  ▪ⱪꜞ◔כ◦ꜛfi╩ ─ ⌐ ☿◐ꜙꜞ♥▫Ɽ♇♅─  

▪ⱪꜞ◔כ◦ꜛfi ┘○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ─☿◐ꜙꜞ♥▫Ɽ♇♅ ⌐ ⇔≡│⁸

⌐ꜞ☻◒─ ™ ⌐≈™≡⁸☿◐ꜙꜞ♥▫Ɽ♇♅─ ⌐ ∆╢⁹ 

 

[3]  ─  

OS╛▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢ ╩ ◙כꜚ≈ ╩ ∆╢∞↑≢⌂

ↄ⁸ ╩ √⌂™ ▪◌►fi♩≢ ╩ ℮⁹╕√⁸ ─ ╩

∆╢√╘⌐ ▪◌►fi♩─ ╩ ⌐ ℮⁹ 

 

⌂⅔⁸ ─ ⌐╟╢ ⌂ ⅜ ╦╣≡™╢↓≤╩ ≤⇔≡™╢⁹ 

 

 6.1-2 ⌐╟╢ ⌂  

  

ⱨ□▬▪►◊כꜟ ─  

Proxy  ◘▬♩▪◒☿☻─  

IDS IPS ─ ה  
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▪fi♅►▬ꜟ☻ ⱴꜟ►▼▪╩ ה  

 

6.1.4.  

 

[1]  ▪ⱪꜞ◔כ◦ꜛfi─  

▪ⱪꜞ◔כ◦ꜛfi ≤ ⅜ ╘╠╣⌂™⁸ ─▪ⱪꜞ◔כ◦ꜛ

fi ─ ─╖╩ ∆╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi─ ╩ⱱ꞉▬♩ꜞ☻♩ ⇔⁸ ▪ⱪꜞ◔כ◦ꜛfi─╖

╩ ∆╢↓≤≢⁸◄fi♪ⱳ▬fi♩─ ╩ ∆╢⁹ 

 

[2]  ▪ⱪꜞ◔כ◦ꜛfi ○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ╩ ─ ⌐  

IT ◦☻♥ⱶ≢ ↕╣╢ OS⁸ │▪ⱪꜞ◔כ◦ꜛfi≢│⁸☿◐ꜙꜞ♥▫ ─ ≢№╢

⅜ ⌐ ↕╣⁸ ∆╢√╘─☿◐ꜙꜞ♥▫Ɽ♇♅⅜ ↕╣≡™╢↓≤⅛╠⁸

─Ⱡ♇♩꞉כ◒⌐ ∆╢ ─ OS ╛♁ⱨ♩►▼▪─ ╩ ⇔⁸ ─

╛Ɽ♇♅ ╩ ∆╢⁹ 

 

[3]  ─  

⌐⅔™≡│⁸ ⅜ ⌐ AD ─≤⌂Ᵽכ◘ ─Ᵽכ◘ ▪◌►fi

♩╩ ⇔⁸ ─ ╩ ↕∑╢ ⅜ ™╠╣╢√╘⁸↓╣╠╩ ⌐ ∆╢√

╘⌐ ⌂ ≤⇔≡ ∆╢⁹ 

AD◘כⱣ⌂≥─ ─ ─┼Ᵽכ◘ ≢─▪◒☿☻╩ ⌐ ⇔⁸

▪◒☿☻꜡◓╩ ⌐♅▼♇◒∆╢⁹ 

 

⌂⅔⁸ ▪ꜞꜝ♩☻כ○⁸│ The Defence Signals Directorate DSD

⅜ ∆╢ₐ◘▬Ᵽכ ⌐ ∆╢ⱪ꜡▪◒♥▫Ⱪ⌂▪ⱪ꜡1♅כₑ─ 35 ─ ─℮∟

─₈▪ⱪꜞ◔כ◦ꜛfi─ ₉⁸₈▪ⱪꜞ◔כ◦ꜛfi╩ ─ ⌐ ₉⁸₈○Ɑ꜠כ♥▫

fi◓◦☻♥ⱶ╩ ─ ⌐ ₉⁸₈ ─ ₉│⁸ 4≈≢№╡⁸↓─ 4≈─

╩ ∆╢↓≤≢⁸ ⌂ↄ≤╙ 85 ─◘▬Ᵽכ ⅜ ≤ ⇔≡™╢⁹ ⌐ₐ◘

▬Ᵽכ ⌐ ∆╢ⱪ꜡▪◒♥▫Ⱪ⌂▪ⱪ꜡כ♅ₑ⌐ ↕╣≡™╢ 4 ≈─ ─

╩ ∆╢⁹ 

 

 6.1-3 ─  

 
 

 ◖☻♩ ◖☻♩ 

▪ⱪꜞ◔כ◦ꜛfi─     

▪ⱪꜞ◔כ◦ꜛfi╩ ─ 

⌐  

   

○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ╩    

                                                   
1 Strategies to Mitigate Targeted Cyber Intrusions:ASD Australian Signals Directorate  

http://www.asd.gov.au/infosec/top -mitigations/mitigations -2014-table.htm  
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─ ⌐  

─     

 

 ꜟכ♠ .6.1.5

[1]  ▪ⱪꜞ◔כ◦ꜛfiהⱱ꞉▬♩ꜞ☻♥▫fi◓─  

ⅎ┌⁸ ─▪ⱪꜞ◔כ◦ꜛfi╩ ╛ ⌐≢⅝╢ AppLocker ╩ ∆╢⁹ 

AppLocker │⁸Windows Server 2008 R2 ≤Windows 7 ≢ ↕╣√♁ⱨ♩►▼▪ ⱳ

fiꜛ◦כ◔ꜞⱪ▪─כ◦ꜞ ≢№╢⁹AppLocker │⁸ⱨ□▬ꜟ─ ID ⌐ ≠™≡

▪ⱪꜞ◔כ◦ꜛfi─ ╛ ╩ꜟכꜟ─ ⇔⁸▪ⱪꜞ◔כ◦ꜛfi╩ כꜚ╢⅝≢

╩ⱪכꜟ◓╛◙ ∆╢↓≤⅜≢⅝╢⁹ 

 

[2]  ▪ⱪꜞ◔כ◦ꜛfi┼─Ɽ♇♅  ○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ┼─Ɽ♇♅  

ⅎ┌⁸ ⱪ꜡◓ꜝⱶ╩ ∆╢Windows Server Update Services WSUS ╩

∆╢⁹ 

WSUS╩ ⇔≡Windows ○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ╩ ⇔≡™╢◖fiⱧꜙכ♃⌐

⇔≡⁸Microsoft ─ ─ ⱪ꜡◓ꜝⱶ╩ ≢⅝╢⁹ 
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6.2.  

 

6.2.1.  

╩∆╡ ↑√ ╩ ∆╢√╘⌐◦☻♥ⱶ꜡◓⌐ ↕╣╢ IOC Indicator 

of Compromise ╩ ⇔⁸ ╩ ∆╢⁹ 

 

6.2.2.  

─ │⁸ ─ 3≈─ ≢ ∆╢⁹ 

 

 6.2-1 3≈─  

  ᵑ  

  ᵒ  

  ᵓ  

6.2.3. ⱳ▬fi♩ 

 

[1]  ─  

◦☻♥ⱶ꜡◓⌐╟╢ ≢│ᵑ ⁸ᵒ ∞↑≢⌂ↄ⁸ᵓ ╩ ℮⁹ 

[2]  ┘  

│⁸ ─ ≤ ∆╢⅛≥℮⅛⁸ │⁸ ─

≤─ ⅜№╢⅛≥℮⅛╩ ∆╢⁹ 

[3]   

│⁸ ≤ ⁸ │ ∆╢▬ⱬfi♩⌐≈™≡⁸ ▬ⱬfi♩─

⌂╢▬ⱬfi♩─ ╖ ╦∑─ ≢↕╠⌐ ∆╢⁹ 

 

 

6.2.4.  

 

[1]  ─  

⌐ ↕╣╢ ⌐╟╡◦☻♥ⱶ꜡◓⌐ ↕╣╢ IOC ╩ ⌐

∆╢⁹ ₁⌂ IOC ⅛╠⁸ ─ ≤ ⁸

─ ≤─ ≤™∫√ ─ ∞↑≢⌂ↄ⁸ ≤─

╛ ⅛╠─ ≤™∫√ ⅛╠⁸ ▬ⱬfi♩─ ⌂╢▬ⱬfi♩─

╖ ╦∑⅛╠ ≤ ╦⇔™ ╩ ∆ ≤™∫√ √⌂ ╩ ◦☻♥ⱶ⌐

⇔⁸ ≤ ╦⇔™ ─ ╩ ∆╢⁹ ⌐ ─ ╩ ∆⁹ 
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 6.2-1 ─  

 

 

 

[2]  ─  

⁸ ┘⁸ ─ ≤ ⌐ ∆╢ ⌐≈™≡ ⌐ ∆⁹ 

 

 6.2-2 ⌐ ∆╢  

   ⌐ ∆╢  

 

─꜡◓꜠

₈≥♪כ◖

─ ₉≤

╩  

─

≤─  

¶ URL Ⱪꜝ♇◒ꜞ☻♩ 

♪כ◖ ¶ ⱨ□▬ꜟ◦◓Ⱡ♅ꜗ 

¶ LAN ≢─ PsExec  

¶ ─  

≤─  ¶ ─  

¶ ─ Ᵽכ◘ ▪ⱪꜞ◔כ◦ꜛfi  

¶ ─▪ⱪꜞ◔כ◦ꜛfi   

¶ ─◘▬♩◌♥◗ꜞ  

¶ ─ ⱳכ♩  

¶ ⱨ□▬ꜟ╩ ∆╢◘▬♩  

¶ ∆╢ⱨ□▬ꜟ  

¶ IP ─ HTTP ▪◒☿☻ 

¶ ▪◒☿☻∆╢ URL ─◒◄ꜞ☻♩ꜞfi◓  

¶ CONNECT ⱳכ♩  

¶ LAN ─ Exe♄►fi꜡כ♪  

 

◦☻♥ⱶ꜡◓

⌐ ⇔≡⁸

─

─

≤─  

¶  

כꜝ◄ ¶  

¶ ≢ ∆╢  
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   ⌐ ∆╢  

⌂

╩  

≤─  ≤ ⌐ ─ ╩ ⌐  

¶  

 ☼▬◘♃כ♦ ¶

 

─ ⁸

│ ◄fi♪

ⱳ▬fi♩─

╩ ╖ ╦

∑√  

◄fi♪

ⱳ▬fi♩≢

─  

│ 

⌂╢◄fi

♪ⱳ▬fi♩

≢─  

▬ⱬ

fi♩─

 

¶ ₈   ≤─  ₉

┘₈   ≤─  ₉─ 

╖ ╦∑ 

⌂╢▬

ⱬfi♩─

╖ ╦

∑ 

¶ ₈   ≤─  ₉

┘₈   ≤─  ₉─ 

╖ ╦∑ 

 

≢ ⇔√ ┘ ⇔√ ⌐ ≢⅝╢ ╛ ─ ⅎ ╩ ⌐

∆⁹ 

 

(1)  

◦☻♥ⱶ꜡◓ ⌐⅔↑╢ ╩♪כ◖꜠◓꜡─ ─ ≢ ∆╢⁹ ─ 2

─ ─™∏╣⅛─ ⌐ ⇔√ ⁸ ≤⇔≡ ∆╢⁹ 

 

(▪) ─ ≤─  

─ ⌐⅔™≡ ↕╣√⁸ ─ ─

╩ ∆╢⁹↓╣╠≤◦☻♥ⱶ꜡◓ ╩ ⇔⁸™∏╣⅛─ ≤ ⇔√

⁸ ≤⇔≡ ∆╢⁹ 

⇔√ │ ─ ≤ ⅜ ∆╢↓≤

⅛╠⁸ ─ ™─ ⅜ ™≤ ⇔⁸ ⁸ ∟⌐ LAN ⌐ ∆

╢⁹ 

 

(▬) ≤─  

⌐⅔↑╢ ≢─ ⅜ ™ ⌐ ╠╣╢ ╩ ∆╢⁹

↓╣╠≤◦☻♥ⱶ꜡◓ ≤╩ ⇔⁸™∏╣⅛─ ≤ ⇔√ ⁸

≤⇔≡ ∆╢⁹ 

⇔√ │⁸ ⅜ ™ ≢№╢ ╙№╢√╘⁸

≢│ ─ ™─ │ ™⁹∕─√╘⁸ ≢│ ∑∏⁸ ─

≤∆╢⁹ ⌐╟╡ ─ ≤─ ⅜ ╠╣√ ⁸

⌐╟╢ ≤⇔≡ LAN ⌐ ∆╢⁹ 
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(2)  

◦☻♥ⱶ꜡◓ ⌐⅔↑╢ ╩♪כ◖꜠◓꜡─ ⇔≡ ╢ ₁⌂ ─ ╩

∆╢⁹ ─ 2 ─ ─™∏╣⅛─ ⌐ ⇔√ ⁸

≤⇔≡ ∆╢⁹ 

 

(▪) ─ ≤─  

─ ⌐⅔™≡ ↕╣√⁸ ─ ─ ⌂

╩ ∆╢⁹↓╣╠≤◦☻♥ⱶ꜡◓ ─ ╩ ⇔⁸™∏╣⅛─ ⅜

™ ≢№∫√ ⁸ ≤⇔≡ ∆╢⁹ 

⇔√ │ ─ ≤ ⅜ ⇔≡™╢

↓≤⅛╠⁸ ─ ™─ ⅜ ™≤ ⇔⁸ ⁸ ∟⌐ LAN ⌐

∆╢⁹ 

 

(▬) ≤─  

⌐⅔↑╢ ─ ⌂ ╩ ∆╢⁹↓╣╠≤◦☻♥ⱶ꜡◓ ─

╩ ⇔⁸™∏╣⅛─ ⅛╠ ⅝ↄ ⇔√ ≢№∫√ ⁸

≤⇔≡ ∆╢⁹ 

⇔√ │⁸ ≢─ ─ ─ ⁸ ─ ™

♃כ♦─ ⌂≥⁸ ⌂ ─ ⌐ ∆╢╙─≢№╢ ╙№╢√╘⁸

≢│ ─ ™─ │ ™⁹∕─√╘⁸ ≢│ ∑∏⁸ ─

≤∆╢⁹ ⌐╟╡ ─ ≤─ ⅜ ╠╣√ ⁸

⌐╟╢ ≤⇔≡ LAN ⌐ ∆╢⁹ 

 

 

(3)  

≤─ ⁸ ≤─ ⌐╟∫≡ ↕╣√

≢│ ─ ™ ─ ╖ ╦∑⌐ ⇔√ ╩ ℮⁹ │

─ 4 ⌐ ⇔⁸™∏╣⅛─ ⌐ ⇔√ ⁸ ≤⇔≡ ∆

╢⁹ ⌐╟╡ ↕╣√ │⁸ ≡ LAN ┼─ ≤

∆╢⁹  

 

(▪) ◄fi♪ⱳ▬fi♩⌐⅔↑╢ ▬ⱬfi♩─  

≢│ ─ ™ ⅜⁸ ∂◄fi♪ⱳ▬fi♩ ≢ ⌐ ⇔

≡™√ ⁸ ≤⇔≡ ה ∆╢⁹ 

≢│⁸ ⌐⁸ⱴꜟ►▼▪⌐╟╢ C&C ─≥Ᵽכ◘ ⌂ ─

⌐ ∆╢ ╩ ⅎ╢↓≤⅜ ≢⅝╢⁹  

 

(▬) ◄fi♪ⱳ▬fi♩⌐⅔↑╢ ⌂╢▬ⱬfi♩─ ∑ 

≢│ ─ ™ ⅜⁸ ∂◄fi♪ⱳ▬fi♩ ≢ ⇔

≡™√ ⁸ ≤⇔≡ ה ∆╢⁹ 
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≢│⁸ ⌐⁸ ─◄fi♪ⱳ▬fi♩⌐ ∆╢ ─ ╩ ⅎ╢↓≤

⅜ ≢⅝╢⁹ 

 

(►) ◄fi♪ⱳ▬fi♩⌐⅔↑╢ ▬ⱬfi♩─  

≢│ ─ ™ ⅜⁸ ⌂╢ ─◄fifi♪ⱳ▬fi♩ ≢

⌐ ⇔≡™√ ⁸ ≤⇔≡ ה ∆╢⁹ 

≢│⁸ ⌐⁸ ⌐⅔↑╢ ─ ⅜╡╩ ⅎ╢↓≤⅜ ≢⅝╢⁹ 

 

(◄) ◄fi♪ⱳ▬fi♩⌐⅔↑╢ ⌂╢▬ⱬfi♩─ ∑ 

≢│ ─ ™ ⅜⁸ ⌂╢ ─◄fi♪ⱳ▬fi♩ ≢

⇔≡⅔╡⁸⅛≈⁸∕╣╠─ ⌐ ⌐ ╦╢◄fi♪ⱳ▬fi♩

⅜ ↕╣√ ⁸ ≤⇔≡ ה ∆╢⁹ 

≢│⁸№╢◄fi♪ⱳ▬fi♩⌐ ⇔≡ ⅜ ⇔√ ⁸ ─◄fi♪ⱳ▬fi

♩┼─ ─ ─ ╖ ─ ⅜╡ ╩ ⅎ╢↓≤⅜ ≢⅝╢⁹ 

 

─ꜟכ♠ .6.2.5  

 

[1]  2 ◦☻♥ⱶ꜡◓ IOC  

2─◦☻♥ⱶ꜡◓ IOC │⁸4.1.4≢ ⇔√ ⌂ ⌐⅔™≡⁸≥─╟

℮⌂◦☻♥ⱶ꜡◓╩ ─ ⌐ ≢⅝╢⅛╩ ⇔≡™╢⁹ ⌐ 2 ─

╩ ∆⁹ 

 

 

 6.2-2 2 ◦☻♥ⱶ꜡◓ IOC ─  

 




















