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1. Authentication Flood
2. Association Flood
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1. Deauthentication attack (or) 1. Busy Channel
Jamming 2. Queensland DoS

2. Deauthentication Flood 3. 802.11 TKIP MIC Exploit

3. Beacon Flood
4. MAC spoofing
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1. EAP length attack

APA~AMDDoSH &
. EAP start flood (EAP start message)
. EAP failure flood (forged EAP failure
message)
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1. Deauthentication 1. Busy Channel
attack (or) Jamming 2. Queensland DoS
2. Deauthentication Flood
3. Beacon Flood

EAP of death (malformed EAP identity
response)
4. EAP length attack(bad length message)
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1. Scanning 1. WEP l\ey cracking

) 2. WPA/WPA2 (WPS enable)
FXD ﬁﬁlﬁ 3. WPA/WPAZ2 key bruteforcing
1. Capturing 4. WPA2 vulnerability (recent)

A APRIED 7 A &
1. Evil Twin 1. Bruteforce default credentials
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2. Evil Twin
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1. Scanning 1. Evil Twin
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1. Capture and dictionary
attack to LEAP secret
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1. Bruteforce RADIUS secret
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1. MAC Spoofing

1.Frame injection (control, mng, data) 1. Evil Twin

2.Replay
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1. EAP Replay
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1. RADIUS Replay
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Jamming / deauthentication attack
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| Eavesdropping Plain Text (open network)
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 WEP Key Cracking (arp replay)
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' WPA/WPA2 - (WPS enabled AP)
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| WPA/WPA2 - (key bruteforcing)
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' MAC Spoofing
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Evil Twin
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