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Development and demonstration project on autonomous mobility system
(self-driving technology, automatic control technology)
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[Abstract]

+We have developed a basic platform to securely and reliably accommodate an autonomous mobility
system. The platform is built on top of three technologies which are "lifecycle management of network
slices", "cybersecurity management", and "slice-discard management". The lifecycle management of
network slices provides resources’ isolation among services in order to guarantee resource allocations
and to localize security threats. The cybersecurity management provides a detection of various cyber
attacks including denial of services (DoS) and spoofing by an escalation of flow analysis. The
slice-discard management blocks malcious data flows by sharing information of discard
configurations among switches to transmit data packets. A prototype system was developed, and its
performances were evaluated. Specifically, three different types of slice were created and each
resource was isolated from that of other slices. Above mentioned cyber attacks for the mobility system
were detected. In addition, detected malcious data flows were discarded even if a cyber attacker

moved between base stations. As a result, the effecviveness of developed technologies for the

autonomous mobility system was verified.
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