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FIA_PMG_EXT.1 Extended: Password Management
JNAD— RO FiE

Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters:
[Selection: “!”’ H@”, “#”’ H$”’ “%”, “A”, “&”, “*H, H(H, “)”, [aSSignment: other
characters]];
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Minimum password length shall be settable by an Administrator, and
have the capability to require passwords of 15 characters or greater;
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FIA_PMG_EXT.1 Extended: Password Management
JNAD— RO FiE

Passwords shall be able to be composed of any combination of upper and
lower case letters, numbers, and the following special characters:
[Selection: “!”’ H@”, “#”’ “$”’ “%”, “A”, “&”, “*H, H(H, “)77, [aSSignment: other
characters]];
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Minimum password length shall be settable by an Administrator, and
have the capability to require passwords of 15 characters or greater;
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Class FDP: User Data Protection
7Ot 2 i

The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 2
and Table 3.
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FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)
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FDP_DSK_ EXT.1 Extended: Protection of Data on Disk
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The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is
separately CC certified to conform to the FDE EE cPP] such that any Field-

Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext confidential TSF Data.
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FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
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FTP_TRP.1 Trusted path (BIB& —/IEFHE)
=158/
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
to provide a trusted communication path between itself and remote
administrators/users that is logically distinct from other communication paths and

provides assured identification of its end points and protection of the communicated
data from disclosure and detection of modification of the communicated data.
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FTP_ITC.1 Inter-TSF trusted channel
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FMT_SMF.1 Specification of Management Functions
HHEEEDTE R

The TSF shall be capable of performing the following management
functions: [assignment: list of management functions provided by the TSF].
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FMT_MOF.1 Management of security functions behavior
(B) tEEEDETT]

The TSF shall restrict the ability to [selection: determine the behaviour of,

disable, enable, modify the behaviour of] the functions [assignment: list of
functions] to U.ADMIN.
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FAU_GEN.1 Audit data generation
BEET—HDERK
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FAU_STG_EXT Extended: External Audit Trail Storage

EIREEDER

The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

BEBT—Y3. BEHEFrRIZESTHAEIOITHE (syslog
Y—N\) [CXEfFIRIL

A733> : C.1 Internal Audit Log Storage
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FAU_STG_EXT Extended: External Audit Trail Storage
IRIEDON-31>DFKR

The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.
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The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: published hash,
no other functions] prior to installing those updates.
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