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Adversarial Example
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Adversarial Example
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Adversarial Example (AX) Crafted AXs (result in “speed limit 45") Adversarial Glasses

Subtle Poster Camouflage Camouflage Art
Right Turn Graffiti (LISA-CNN)
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Adversarial Example(1)
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Intriguing properties of neural networks
Christian Szegedy, et.al

(Submitted on 21 Dec 2013 (v1), last revised 19 Feb 2014 (this version, v4))
https://arxiv.org/abs/1312.6199
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Adversarial Example(2)

TABLE IV: Sample experimental images for the attacks detailed in Table V and Table VI at a selection of distances and angles.

Subtle Poster Right
Turn

Camouflage Art Camouflage Art

Distance/Angle Subtle Poster (LISA-CNN) (GTSRB*.CNN)

Camouflage Graffiti

5" 15°

|~

- ‘
100%

Targeted-Attack Success

100 0%

10° 30°

\

Robust Physical-World Attacks on Deep Learning Models
Ivan Evtimov, et.al,
(Submitted on 27 Jul 2017 (v1), last revised 13 Sep 2017 (this version, v4))
https://arxiv.org/abs/1707.08945
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Adversarial Example(3)
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https://youtu.be/1mJMPqi2bSQ
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“ML Models Remember Too Much”
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