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The 2018 State of the Software Supply
Chain Report is here!

by Derek Weeks on September 25, 2018

[n]
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as- 2018 State H.f'[-': Coftware Sunohy Chain ssc State of the f-.ﬁ.f- are Sunnly
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Two months after we launched our 2017 report, we all learned that Equifax _I&%g (j:\ m*ﬁb\ 2 I‘ rb L 7

had been breached. The hackers attack vector was a known vulnerable -Ij- j§ ,r 92 IT — “/o)-tt * -1 I) —7— ,f J:

open source component from the Apache Struts project. 0) i % _a_ %) %IE Ej] ,E
L N
The world changed, the conversations changed, but did we all change? 1:# D 'C LY é t & 7~ L 7": o

A series of high profile and devastating cyber attacks demonstrated that
adversaries have the intent and ability to exploit, and in some cases plant,

ecurity vulnerabilities in the software supply chain. While Equifax was ’;&E AO) Eﬁ%% lﬁ?;% jé ’%'_- 7.-’_ T: T_

l;eatbl:ex_i dl:E‘ ’[Ci[uﬂ Struts *:?Inel al:ul;t}; '*l-' ials-::u d-:n:;u:leqte-:iteipgﬂ;otl;er / j/ \j x ': *'-I"d" 61&%(— -L-_I--d- %) %ﬁ-
ruts breaches this year. We also detailed a new battlefront of attacks on “&L\ 7& nErE L < =t Eﬂ_g_ é

open source releases that impacted tens of thousands of developers.

https://blog.sonatype.com/2018-state-of-the-software-supply-chain-report
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https://github.com/serghey-rodin
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Customer data theft

We are investigating, as a matter of urgency, the theft of customer data between 22:58 BST August 21 2018 until
21:45 BST September 5 2018 from our website, ba.com, and our mobile app.

The stolen data included personal and financial details of customers making bookings and changes on ba.com and the
airline’s app. The data did not include travel or passport details.

The theft has been reported to the authorities and our website is now working normally

What to do if you have been affected

If you believe you may have been affected because you made a booking or paid to change your booking with a credit or debit
card on ba.com or the mobile app between 22:58 BST August 21 2018 until 21:45 BST September 5 2018, we recommend
you contact your bank or credit card provider and follow their advice.

We understand that this incident will cause concern and inconvenience. We are contacting all affected customers to say
sorry, and we will continue to update them in the coming days.

Phishing

Customers should also be aware that fraudsters may be claiming to be British Airways an
nformation by deception (known as 'phishing').

d attempt to gather persona

We will not be contacting any customers asking for payment card details and any such requests should be reported to the
police and relevant authorities.

See below for more information on how to validate that the email you have received from us is genuine

https://www.britishairways.com/en-gb/information/
incident/data-theft/latest-information
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