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Toward Realization of Cutting-edge
Testbed Networks for Japan-
originating ICT Society

-- "Study Group on Desirable Next-Generation R&D Networks
toward Ubiquitous Network Age" Compiles Report --

Since February 2003, MPHPT has been holding the " Study Group on Desirable Next-Genera-
tion R& D Networks toward Ubiquitous Network Age" (Chair: Professor Emeritus SAITOH
Tadao, the University of Tokyo) for the purpose of deliberating upon comprehensive promotion
measures toward construction of the next-generation R& D networks, which will comprise akey
infrastructure of ubiquitous networks. The Study Group has compiled its outcomes as a report.

In order to encourage sustainable so-
cial development through the ICT revo-
lution, it is indispensable to further ad-
vance information and communications
technologies (ICT). In recent years, as
an effective approach, strategic use of
testbed networks has become a focus of
attention.

Since testbed networks have higher
functions in comparison with ordinary/
conventional networks and are imposed
comparatively relaxed restrictions when
using thereof, leading projects such as
development/verification of diversified
technol ogies are enabled over the testbed
networks. As aresult, such networks
will play aleading role in forecasting/
demonstrating a future ICT society in
five or 10 years ahead for the society and
people in Japan. Furthermore, R&D
processwill be accelerated through feed-
backs of opinions from the society and
people to the R&D process, thereby
R& D fruitsthereof will swiftly penetrate
in to the society and greatly contribute
to the realization of intended ICT soci-
ety.

Testbed networks have become afo-
cus of attention, as exemplified by the

"e-Japan Strategy 11" clearly stating ne-
cessity for such networks. Networks
comprising a key infrastructure for ICT
development is anticipated to head to-
ward "ubiquitous networks" which will
bring about drastic improvements in
terms of convenience and reliability,
through deployment of broadband plat-
forms having versatile connectivity with
any equipment/network at any time from
anywhere, utilizing optical technologies,
high-speed wireless technol ogies, full-
scale shift to IPv6-ready networks, com-
bination with consumer electronics with
ICT functions, ultrasmall chips, etc.

Toward realization of the ubiquitous
networks, it is essential to further en-
hance network-related technologies and
to realize multifaceted applications. To
this end, construction and utilization of
the next-generation testbed networks
equipped with new functions, etc. are a
key to accelerating the realization
thereof.

Against these backdrops, this report
proposes requirements of necessary
functions for testbed networks toward
the ubiquitous network age and promo-
tional measures, etc.

MPHPT will, paying due respect to
this report, prepare the leading-edge
testbed networks toward anew ICT so-
ciety originating from Japan and R& D
thereon.
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Report Compiled for Realizing a
Vision of New IT "Network-Robots"
through Japan's Original

Toward realizing avision of Network-
Robots, MPHPT held the " Study Group
on Network-Robot Technology” (Chair:
Prof. TOKUDA Hideyuki, Keio Univer-
sity) from December 2002 to July 2003,
with the purpose of deliberating upon
approaches for realizing network robots
at the earliest possible stage. The Study
Group has compiled itsfindings as are-
port.

In response to changes in the social
structure accompanying aging in society
and declining birthrate, environmental/
energy issues, changes in industrial
structure along with rapidly advancing
ICT, globalization, etc., it is strongly
anticipated to realize an invigorated so-
ciety while maintaining industrial com-
petitiveness. Considering these back-
grounds, it is required to prepare an en-
vironment in which people can live in
peace and to improve living standards
such as a comfortable and affluent life.
Namely, a "vigorous/safe/impressive/
convenient" society suitable for the 21st
century should be realized.

To this end, driving forces are to re-
alize ubiquitous networks at an early
stage as well asto create new values un-

Technologies

der the new ICT environment, or the
ubiquitous networks. For instance, one
such driving force is the realization of
"network robots."

The realization of network robots can
be said to be fusion of two Japan's flag-
ship technologies, that is, ubiquitous net-
works and robotic technologies. Thisis
anticipated to bring about new lifestyles
and solutions for various social issues,
such as the aging society and medical
care, and contribute to construction of a
new ICT society in the 21st century
through Japan’ s original technologies.

Keystotherealization are R& D onthe
network technologies linking ubiquitous
networks and robots, and standardization
thereof. In Europe and the U.S., vari-
ous R& D projects are being carried out
through concerted efforts of industry,
academia and governments. Consider-
ing these trends, in order to ensure
Japan’s international competitiveness
and encourage strategic R&D on net-
work robots, there is a need to deliber-
ate upon comprehensive promotional
measures for network robots at an early
stage.

Thus, MPHPT held the "Study Group

on Network-Robot Technology" from
December 2002 to July 2003. The Study
Group i) studied/analyzed R&D trends
on network robot in Japan and oversess,
ii) offered future perspectives on net-
work rabots, and iii) taking into consid-
eration progress in study on network ro-
bots at the "Council for Science and
Technology Policy” and the "IT Strate-
gic Headquarters," deliberate upon R& D
themes/standardization issues to be car-
ried out, R& D promotion strategies and
promotion measures for widespread use
thereof for realizing avision of network
robots.

The Study Group has compiled its
findings as this report. It is anticipated
that this report will i) enable the realiza-
tion of new ICT "network robots" at an
early stage through Japan’s original
technologies, ii) bring about socioeco-
nomic synergy in many fields through
implementation of various efforts, iii)
thereby help network robots penetrate
into our daily lives and social structure,
and iv) thus, greatly contribute to con-
struction of anew ICT society in the 21st
century through Japan’s original tech-
nologies.
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Interim Report from "Roundtable on
Info-Communications Software"
Announced

Since March 2003, MPHPT has been | Policy Planning (in charge of info-com- | human capacity building in these fields.
holding the "Roundtable on Info-Com- | munications), with the purpose of delib- | The roundtable has compiled itsfindings
munications Software" (Chair: Prof. | erating upon basic directionson various | as an interim report.

NAGAO Makoto, Kyoto University), an | current topics and their solutions, con- The outline of thisinterim report is as
advisory group to Director-General for | cerning digital content, ICT security and ' follows:

1. Issues to be recognized

4 Preparation of broadband network N )
environments (infrastructures) has Numbers of faults/troubles and
been steadily in progress. Actual use unautho.rlzgd access are on_the rise.
thereof is, however, still in its infancy. Along with increasing and widespread
To this end, it is indispensable to use of the Internet in the society,
enrich content in terms of quality and information security measures shall must
quantity. be taken.

o N 4

Although human resource development in the ICT field has been actively
promoted, the number of engineers/technicians in the fields of content, security,

etc. is still insufficient.

Comprehensive policies for fields other than infrastructures shall be deployed.

(1) Proposals of new policies for digital content
(2) Strengthening of information security measures
(3) Implementation of survey on actual situation of shortage in ICT human resources

Continued on the next page
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2. Challenges to be met for promoting ICT software and basic directions
(1) Proposals of new policies for digital content

Backgrounds

« From analog content to digital content

- Expansion of layer of content creators,
innovation in distribution, development
of new expression, exploration of new
order

- Globalization

« Ambiguous position of policies
pertaining to content compared to those
pertaining to infrastructures

Challenges

domains
- Significance of shift from the existing
market on the basis of "mass
produced, professional and business-
oriented" content to one on the basis
of "personal, amateur-quality, non-
business" content
* Need to appropriately cope with new
content distribution channels
- Significance of strategic use of
broadband platforms and terrestrial
digital broadcasting
* Need to develop comprehensive
content policies
- From individual measures to
comprehensive measures
- Policies from the viewpoint of users

* To cope with expanded content L

Basic directions

I. Policies to be taken in urgent need

- Creation: To strengthen capability of producing
new content (personal, amateur-quality, non-
business content)

« To strengthen capability of children and
communities for transmitting information and
the like

2. Distribution: To encourage use of newly
emerged media

« To make efforts to facilitate rights clearance
upon distribution of content via broadband
platforms

» To make efforts to realize e-local governments
through use of terrestrial digital broadcasting,
among others

3. Storage: To encourage construction of digital
archives and use thereof

« To encourage construction of digital archives
and advanced use thereof

« To store digital assets such as cultural asset
information and contemporary culture
information (pop culture, "Nerd (otaku)"
content, web information, etc.) and use thereof

4. To conduct a survey on content and to store
data thereon

Il. Issues to be deliberated upon toward the future

* R&D on technologies related to the next-
generation content

« Efforts to make Japan the hub of Asian content

« Promotion measures for pop culture, among
others

(2) Strengthening of information security measures

Backgrounds

» Widespread use of broadband/flat-
rate constant access
* Increasing threats to the Internet
- Unauthorized access, viruses/worms,
etc.
* Threats of cyber-terrorism
- Increased tensions in international
relationships
- Increasing dependence on
information systems to control critical
infrastructures

Challenges

« Protection of critical infrastructures

« Countermeasures against
advanced/diversified attack methods

» Measures for overcoming intrinsic
vulnerability of the Internet

« Awareness campaigns for security
measures on the user side

Basic directions

I. Strengthening of activities of Telecom-ISAC

Japan

* ISAC: Information Sharing and Analysis Center

* Functions to be required in the future
- Wide-area monitoring for early detection/alert

of network faults, technologies for information
gathering/analysis, etc.

« Collaboration with foreign institutions (e.g.,
Telecom-ISACs in the U.S., Republic of Korea)

« Strengthening of functions for
analyzing/scanning information in collaboration
with research institutes

[l. Promotion of R&D

« Technologies relating to countermeasures
against cyber-terrorism
- Wide-area monitoring, technologies for

tracking attackers, etc.

» Enhancement of security/reliability of the
Internet itself, technologies for comprising keys
to develop e-commerce
- Authentication technologies for advanced

networks
[ll. Strengthening/empowerment of R&D schemes
for security technologies

* Preparation of R&D schemes and tie-ups with
Telecom-ISAC

Continued on the next page
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(3) Implementation of survey on actual situation of shortage in ICT human resources

Backgrounds

* According to various surveys, the
results thereof indicate that
technicians/engineers in the ICT field
are still insufficient.

- There is a need to take strengthened
measures for fostering human
resources.

* In particular, it is vital to foster human
resources in charge of information
security for fighting threats of
unauthorized access/viruses/worms, so
as to build confidence in networks and
to use networks with safety.

g

Challenges

« Implementation of a survey on actual
situation of shortage in ICT human
resources (including ones in the
information security field).

« Financial difficulty in holding training in
local areas

« Initial costs for training equipment and
for development of educational
materials are too high to foster
advanced ICT human resources,
especially human resources in charge
of security.

Basic directions

I. Estimate of the number of ICT human resources
(for industry)
» Approximately 420,000 including approx.
120,000 ICT staff
> The first ever estimate in Japan
Il. Urgent measures to be taken, etc.
1. Earmarking of budgets for a support scheme
for ICT human resource development programs
<Subsidy for running costs>
» Taking into consideration shortage of
specialists, budgets shall be earmarked for
supporting training in response to demand for
ICT training.
* Prioritized budget allocation suitable for themes
2. Human resource development in charge of
information security
<Support for initial costs pertaining to training>
* The highest priority is placed on
specialists/experts in charge of information
security among advanced human resources
* Launch of a budget scheme for the government
to support construction of facilities and
development of educational materials, so as to
enable the holding of practical training for the
fight against attacks via the Internet shall be
considered.
<Promotion of research exchanges>
* Human resource development programs shall
be considered for fostering specialists through
exchanges among research institutes.
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