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Results of the First ASEAN+3
Telecommunications and IT
Ministers Meeting

-- Results of the First ASEAN + 3 (Plus China, Japan and Korea)
Telecommunications and IT Ministers Meeting (TELMIN) --

The first ASEAN Plus China, Japan and Korea (+ 3) Telecommunications and IT Ministers Meeting
was held on August 4, 2004, in Bangkok, Thailand. This meeting was attended by Senior Vice-Minis-
ter TABATA Masahiro of MPHPT, as well as the ministersin charge of information and communica-
tions technology (ICT) from 10 ASEAN Member Countries, China and Korea.

The ministers reached a common rec-
ognition of importance to strengthen col-
laboration with ASEAN, Japan, China
and Korea for developing ICT in the
ASEAN region.

Senior Vice-Minister TABATA also
had a bilateral meeting with Mr. Virgilio
L. Pefia, Chairman of the Commission
on Information and Communications
Technology (CICT) of the Republic of
the Philippines, during which they ex-
changed views on strengthening the re-
lationship between the two countries
acrossthe entire ICT field, including the
penetration of broadband access. At this
meeting, notes on cooperation inthe ICT
field were exchanged by the ministers.
[Outline]

1. To date, the ICT ministers from 10
Member Countries of ASEAN has
been holding the "ASEAN Telecom-
munications and I'T Ministers Meet-
ing (ASEAN TELMIN)"; this time,
thefirst "ASEAN + 3 Telecommuni-
cations and IT Ministers Meeting"
has added to the ASEAN TELMIN
framework.

2. At ASEAN TELMIN + 3, toward
development of telecommunications
and IT inthe ASEAN region, discus-
sionswere made on measures, etc. for

3.

promoting preparation of broadband
platforms, capacity building, etc.,
subsequently the ministers reached a
common recognition that coopera-
tion between ASEAN and China, Ja-
pan and Korea should be further
strengthened.
At ASEAN TELMIN + 3, Senior
Vice-Minister TABATA, inlinewith
the "Asia Broadband Program,” in-
troduced Japan's cooperative efforts
todevelop ICT inthe ASEAN region,
and stressed the significance of
strengthened collaborative ties be-
tween ASEAN and the three coun-
tries, Japan, China and Korea.
Furthermore, Senior Vice-Minister
TABATA had aseparate meeting with
Mr. Virgilio L. Pefia, Chairman of
Philippine CICT, during which they
exchanged views on strengthening
therelationship between thetwo coun-
tries across the entire ICT field, in-
cluding the penetration of broadband
access and the digital divide. At this
meeting, notes on cooperation in the
ICT field were exchanged by the min-
isters.
Note: ASEAN (Association of Southeast
Asian Nations) is a regional organi-
zation for development cooperation.

Its 10 Member Countries are Brunei
Darussalam, Cambodia, Indonesia,

Laos, Malaysia, Myanmar, Philip-
pines, Singapore, Thailand and Viet-
nam.
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Results of Public Comments on Draft
Amendment to '"Guidelines on the
Protection of Personal Information in
the Telecommunications Business'' and
Interim Report from "Study Group
Concerning Information Privacy in the
Telecommunications Business Field"

Taking into consideration findings
from the "Study Group Concerning In-
formation Privacy in the Telecommuni-
cations Business Field" (Chair: Prof.
HORIBE Masao, Chuo University),
MPHPT announced results of public
comment procedures during June 28
through July 27, 2004, on the draft
amendment to the "Guidelines on the
Protection of Personal Information in the
Telecommunications Business."
Through the procedures, MPHPT re-
ceived comments from 11 persons.

The Study Group has, paying due con-
sideration to these comments, compiled
an interim report "Interim Report from
'Study Group Concerning Information
Privacy in the Telecommunications
Business Field' -- the amendment to the
'Guidelines on the Protection of Personal
Information in the Telecommunications
Business."

Based upon the interim report,
MPHPT issued a notice on the amend-
ment to the "Guidelines on the Protec-
tion of Personal Information inthe Tele-
communications Business" on August
31, 2004.

[Outline of the interim report]
1. Background of the report

The "Guidelines on the Protection of
Personal Information in the Telecommu-
nications Business' (the"Current Guide-
lines") amended in 1998 has played an
important role of protecting personal
data held by telecommunications carri-
ers as ones stipulating basic matters con-
cerning protection of personal datain the
telecommuni cations business field.

In 2003, however, circumstances sur-
rounding protection of personal datain
the telecommunications businessfield in
Japan are to change drastically, for in-
stance, as exemplified by the Law Con-
cerning the Protection of Personal Infor-
mation, alaw governing personal infor-
mation protection in the private sector,
which was enacted and will come into
force from April 2005. In addition, with
criminal cases of personal dataleakage
in the telecommunications businessfield
asaturning point, it is required that le-
gal frameworks covering protection of
personal data held by telecommunica-
tions carriers be reviewed.

Taking into consideration such cir-
cumstances, the Study Group compiled
the draft amendment to the Current
Guidelines after careful deliberations
upon the amendment. The draft amend-
ment was rel eased and public comments
thereon were invited. This report was
compiled after such public comment
procedures and necessary modification.

2. Contents of the draft amendment to
the Current Guidelines

It is appropriate that the Guidelines
after the amendment shall employ terms
and definitions as consistent as may be
with the "Law Concerning the Protection
of Personal Information” and include the
following provisions:

i) Expressly defined security manage-
ment measures to be taken by tele-
communications carriers

a) Management of access to per-
sonal information

b) Restrictions on taking personal
information out of the office

¢) Measures for preventing illegal
access

ii) To give anecessary training course
to employees

iii) To designate a person in charge of
handling personal information

iv) Development and disclosure of a
privacy policy (a declaration of a
telecommunications carrier or ISP
on guidelines for handling personal
information)

v) To appropriately and swiftly pro-
cess complaints concerning han-
dling of personal information

vi) Upon leakage, etc. of personal in-
formation, to take such measures as
a notice to the person concerned,
release of facts thereof, etc.

3. Henceforth, MPHPT is, based upon
the interim report, requested to i)
amend the Current Guidelines, ii)
appropriately inform telecommuni-
cationscarriersof theamended Guide-
lines, and iii) take measures neces-
sary for ensuring proper handling of
personal information in operations of
telecommunications business. Each
telecommunications carrier is, inline
with the amended Guidelines, ex-
pected to properly handle personal
information so asto respond to higher
expectations of Japanese nationals
and usersfor proper handling of per-
sonal information.
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Basic Framework for Protecting
Personal Information in the
Broadcasting Field

Since May 10, 2004, MPHPT has
been holding the " Study Group on Pro-
tecting Personal Information in the Field
of Broadcasting and Satellite Broadcast-
ing in the IT Era" (Chair: Prof.
FUNADA Masayuki, College of Law
and Politics, Rikkyo University). The
Study Group has been deliberating upon
i) aframework for protecting personal
information so that individuals can feel
secure in concluding a subscription con-
tract and viewing/listening broadcasts,
and ii) aframework for developing and
operating a more attractive satellite
broadcasting system.

MPHPT invited public comments con-
cerning a"basic framework (a draft) for
protecting personal information in the
broadcasting field" from July 2 through
30, 2004, and received atotal of 56 com-
ments from 12 persons. Taking these
comments into consideration, MPHPT
compiled a basic framework for protect-
ing personal information in the broad-
casting field.

1. TheStudy Group of MPHPT hascom-
piled a"basic framework for protect-
ing personal information in the broad-
casting field," describing abasic con-
cept concerning protection of per-
sonal information, such as desirable
guidelinesfor protecting personal in-
formation in the broadcasting field.

2. Furthermore, upon compilation of the
"basic framework for protecting per-
sonal information in the broadcast-
ing field," MPHPT invited public
comments concerning a"basic frame-
work (adraft) for protecting personal
information in the broadcasting field"
from July 2 through 30, 2004, and
received atotal of 56 commentsfrom
12 persons.

3. With specific characteristics and the
reality of the broadcasting field as a
backdrop, the "basic framework for
protecting personal informationinthe
broadcasting field" describes: i) ba-
sic concepts, considering usefulness

of personal information in the broad-
casting field, concerning protection
of personal information, ii) "guide-
lines (draft) for protecting personal
information of viewerg/listeners’ con-
taining duties, etc. for broadcasters,
etc. who handle personal information
of agiven scale of viewerg/listeners,
etc., including basic compliance re-
quirements on handling of personal
information of viewers/listeners, etc.,
and iii) explanations, etc. on the
Guidelines and intentions of the pro-
visions thereof.

The Study Group will continue to de-
liberate upon a security management
measure, procedures for processing com-
plaints/individual access, rolesto be ex-
pected to play by organizations, etc. of
relevant industries and compliance with
laws and regulations governing broad-
casting.

Taking this framework into consider-
ation, MPHPT disclosed guidelines for
protecting personal information in the
broadcasting field in August 2004.

Basic Framework for Protecting Personal Information in the

Outline
Background
1. Increase in the number of personal
information handled in the broad-
casting field
- Number of reception contracts of
NHK: 38.16 million
- Number of household subscription
to cable TV: 24.68 million
- Number of total subscribersto SKY
PerfecTV! and SKY PerfecTV!
110: 3.69 million
- Number of reception contracts of
WOWOW: 2.52 million
- Number of registrations for interac-
tive services: 1.87 million
- Number of color TV units: approx.
80 million

Broadcasting Field

2. Increase in number of criminal cases
of personal information leakage
- BSHi Inc. case: announced in June
2004
- JAPANET TAKATA Co., Ltd.
case: announced in March 2004
- Number of inquiries concerning
malicious fictiona bills (fraudulent
and deceptive hills) (National Con-
sumer Affairs Center of Japan):
from 2,505 (during April 2000
through April 2002) to 162,391
(during April 2002 through April
2004)

3. Enactment of the "Law Concerning
the Protection of Personal Informa-

tion"

- Promulgation of the"Law Concern-
ing the Protection of Personal In-
formation" and partial enforcement
thereof (May 2003)

- Additional resolutions (May 2003)

House of Representatives: "....with re-
spect to areas, including information
and communications, where Japanese
nationals are requesting the protec-
tion of personal information at a
higher level, the Government shall
consider an individual law as soon as
possible in order to protect personal
information which is especially re-
quired that appropriate handling of
personal informationbestrictly imple-
mented."
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House of Councillors: "....with respect to

areas, including information and com-
munications, where Japanese nation-
als are requesting the protection of
personal information at ahigher level,
the Government shall consider anin-
dividual law as soon as possible in
order to protect personal information
which is especially required that ap-
propriate handling of personal infor-
mation bestrictly implemented. Upon
full-scale enforcement of thisLaw, a
concrete conclusion at least to some
extent shall be reached.”

Measuresto be taken by MPHPT for
protecting personal information in the
broadcasting field

Development of guidelinesfor pro-
tecting personal information in the
broadcasting field

(Guidelines stipulating matters for
i) defining details of the "Law Con-
cerning the Protection of Personal
Information” and relevant regula-
tions and ii) ensuring effectiveness
of protection of personal informa-
tion based on characteristics of the
broadcasting field)

Explanation on those guidelines
Indication of security management
measures, practical examples of
various procedures for broadcast-
ers, etc. (To be continued to be de-
liberated upon)

Measures concerning roles to be
expected to play by organizations,
etc. of relevant industries (To be
continued to be deliberated upon)

Response in compliance with laws
and regulations governing broad-
casting (To be continued to be de-
liberated upon)
Others (To be continued to be de-
liberated upon)

Characteristics of the broadcasting
field to be considered upon develop-
ment of the guidelines

1.

Enormity of data volume of personal
information handled
Penetration of broadcasting under
the Broadcast Law
Obligation of a person installing a
receiving unit to conclude a recep-
tion contract (personal information
of a person who concluded arecep-
tion contract, personal information
of a person who has not concluded
areception contract)

2.

3.

4,

i) Specification of pur-

ii) Appropriate collection
iii)

iv)

v) Considering individual

Expansion of broadcasting services
and interactive services, accompa-
nied by contracts (personal infor-
mation of persons who concluded
reception contracts, registered per-
sons of interactive services)

Penetration of broadcasting into na-

tional lives
Information obtained through
broadcasting penetrating into na-
tional lives including those of
households and individuals (infor-
mation obtained through two-way
services and tele-shopping interact-
ing with broadcasting)
High-performance receiving units
interconnected to networks =) in-
formation obtained through func-
tions of TV unitsthat have already
penetrated into Japanese nationals
including households and individu-
als (information obtained through
the use of I1C cards, etc. without be-
ing recognized by viewers)

Handling of information individually
and directly relating to personal tastes
and assets
Information relating to personal and
individua tastes......... Records on
broadcast programming watched by
individual viewers
Information directly relating to per-
sonal assets ........ Account num-
bers, credit card numbers, etc.

Drastic development in technologi-
cal innovations

poses to use such in-
formation and Restric-
tions on the use for
purposes other than the
purposes for which the
information was col-
lected

Ensuring accuracy
Considering security
management measures

access

High-performance and multiple
functions of receiving units utiliz-
ing results of technological innova-
tionsincluding digitalization

Advanced methods for threatening
security of personal information ac-
companied by development in ICT

Note: With respect to press, authorship,

etc., in accordance with the provi-
sions of Article 50 of the Law Con-
cerning the Protection of Personal
Information, the provisions pertain-
ing to business activities on compa-
nies handling personal information
are waived.

Outline of the " guidelinesfor protect-
ing personal information of viewers/
listeners (draft)"

1. By clarifying duties, etc. for broad-

casters, etc. who handle personal in-
formation of viewers/listeners, etc.,
including basic compliance require-
ments, the "guidelines for protecting
personal information of viewers/lis-
teners (draft)" aim at:

1) Protecting personal rights and in-

terests while considering utility
of personal information (the Law
Concerning the Protection of Per-
sonal Information); and

2) Contributing to the sound devel-

opment of broadcasting (the
Broadcast Law, etc.).

2. Basic matters to be considered

According to the following matters,

broadcasters, etc. shall make efforts to
appropriately handle personal informa-
tion of viewerd/listeners, etc.

Companies handling informa-

tion on viewerg/listeners, etc.
Note: Referring to Companies han-
dling personal information
who provide personal infor-
mation databases, etc. on
viewers/listeners, etc. for the
use of their business

Persons who provide small-
scale personal information data-
bases, etc. for the use of their
business
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3. Obligations, etc. of companies han-
dling information on viewers/listen-
ers, etc.

1) Provisionson handling of personal
information (except those related to
complaint processing) (Articles 4
through 8)

2) Provisions on handling of personal
information in possession (Articles
9 through 19)

3) Provisions on processing of com-
plaints on personal information
(Articles 20 through 26)

4) Provisions on handling of personal
information (Article 27)

5) Provisions on development and an-
nouncement of basic guidelines
(Article 28)

6) Provisions on announcement, etc.
of facts, etc. concerning leakage,
etc. (Article 29)

=) To the extent necessary for enforc-
ing the provisions of Chapter 1V of the
Law Concerning the Protection of Per-
sonal Information, there may be cases
where the following measures are taken:
- Collection of reports by the Minis-
ter for Public Management, Public
Affairs, Posts and Telecommunica-
tions (Article 32 of the Law Con-
cerning the Protection of Personal
Information)
- Advice from the Minister (Article
33 of the Law Concerning the Pro-
tection of Personal Information)

=) Upon violation, there are the pe-
nal provisions that may apply to such
cases:

- Recommendation from the Minis-
ter (Article 34 paragraph (1) of the
Law Concerning the Protection of
Personal Information)

- Order from the Minister (Article 34
paragraph (2) or (3) of the Law
Concerning the Protection of Per-
sonal Information)

4. Others

1) Provisions on waiver of press, au-
thorship, etc. (Article 30)

2) Provisions on effective date (April
1, 2005) (Supplementary Provi-
sionsArticle 1)

3) Provisionson transitional measures
(Supplementary Provisions Articles
2 through 5)

4) Provisionson consideration, etc. on
review of the guidelines after one

year from the effective day
(Supplementary Provisions Article
6)

Obligations, etc. of companies han-
dling information on viewer g/listen-
ers, etc.

1) Provisions on handling of personal
information (except those related to
complaint processing) (Articles 4
through 8)

i) Specification of purposesto use
such information and restrictions
on the use for purposes other than
the purposes for which the infor-
mation was collected (Articles 4
and 5)

Upon handling of personal informa-
tion, companies handling information on
viewers/listeners, etc. shall clearly
specify the purpose for use, and, in prin-
ciple, shal not use theinformation, with-
out consent from the person concerned,
beyond the scope necessary for achiev-
ing the purpose.

[Examples of specified purposes for
the use]

Allowed: Collection of charges for
paid broadcasting services

Not allowed: Improvement of paid
broadcasting services

Allowed: Provision of information on
Internet access services

Not allowed: Provision of information
on various services

ii) Restrictions on collection (Ar-
ticles6 and 7)

Ban on collection of personal informa-
tion beyond the scope necessary for
business activities (records on broadcast
programming watched by specific indi-
viduals, account numbers, etc. shall not
be collected beyond the scope necessary
for collecting charges, et6c.). Ban on
information collection through unlawful
measures.

iii) Upon collection of personal in-
formation, the purpose for which
the information is being collected
shall, in principle, beinformed to
the person concerned.

2) Provisions on handling of personal
information in possession (Articles
9 through 19)

i) Ensuring accuracy of data (Ar-
ticle9)

Personal data (personal information
comprising databases, etc.) shall be kept
accurate and up to date.

5

i) Security management measures

(Articles 10 through 17)

(i) Establishment of a security
management director

(i) Development of security man-
agement rules

(iii) Review of security manage-
ment rules

(iv) Control of entrance and exit of
aplace where records are kept
(including limitations on per-
sons who are allowed to enter
the place)

(v) Control of the use of computers
for access

(vi) Control of taking out datafrom
the place (including limitations
on methods to take out)

(vii) Access control (including i.
limitations on persons entitled
to have access, ii. authentica-
tion, and iii. maintenance of
access records)

(viii) Prevention of losses, theft, etc.

(ix) Measuresfor protecting unau-
thorized access

(X) Encryption, etc. of records on
broadcast programming
watched by specific individu-
als, account numbers, etc.

(xi) Supervision of workers

(xii) Education, etc. of workers on
sharing of responsibilities

(xiii) Education, etc. of workers on
appropriate handling of per-
sonal data

(xiv) Establishment of standards for
selecting consignors

(xv) Appropriate selection of con-
signors

(xvi) Supervision of consignors

(xvii) Ensuring confidentiality at con-
signors through consignment
contracts

(xviii)  Ensuring security manage-
ment measures consignors
through consignment contracts

(xix) Ensuring standards for select-
ing re-consignors at consign-
ors through consignment con-
tracts

(xx) Ensuring appropriate selection
of re-consignors at consignors
through consignment contracts

(xxi) Ensuring supervision of re-con-
signors through consignment
contracts

(xxii) Review of consignment con-
tracts



Volume 15, No. 10-11

MPHPT Communications News

iii) Limitations on provision of per-
sona datato athird party (Article
18)

Upon provision of personal datato a
third party, in principle, consent from the
person concerned shall be given.
[Exceptions]

(i) Caseswhererequired by law,
including caseswherethe Min-
ister request reports, etc.

(i) Caseswherenecessary for sofe-
guarding a person's life, limb
and property (when it is diffi-
cult to obtain consent from the
person concerned)

Cases where especially neces-
sary for improvement of pub-
lic health and sound nurturing
of children (whenitisdifficult
to obtain consent from the per-
son concerned)
(iv) Cases where requiring coop-
eration from the government,

(iii)

v)

(vi)
(vii)
(viii)

including administrative in-
structions, etc.

Cases where the provision of
information to athird party has
suspended by a request from
the person concerned, after a
prior notice to said person of
the personal information to a
certain level

Cases where handling of per-
sonal dataisto be consigned
Caseswhere abusinessis suc-
ceeded to through merger, etc.
Cases of shared use of per-
sonal data after a prior notice
to the person concerned of the
personal information to a cer-
tain level

iv) Setting forth the period for which
personal data are kept and dele-

tion after the period (Article 19)
The period for which personal dataare

kept shall be set forth and the personal
data shall be deleted after the period has
elapsed.

(The period of keeping records on
broadcast programming watched by spe-
cific individuals, account numbers, etc.
shall be minimal necessary for collect-
ing charges, etc.)

3) Provisions on handling of personal
information being kept (Articles 20
through 26)

When the person concerned has re-
quested the disclosure, correction of per-
sonal information being kept, suspension
of use thereof, etc., it isvital to meet the
request by following given procedures,
etc.

4) Provisions on processing of com-
plaints on personal information
(Article 27)
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