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Abstract

In this project, we research the theories and methods of fault tolerance for huge and dynamic distributed systems.
We develop the fundamental technologies of fault tolerance against crash, Byzantine, and temporary failures in
dynamic environments, where involved processes are dynamically created and eliminated. We also construct a
theory of fault containment against compounded faults caused by the simultaneous occurrence of failures in a huge
distributed system. This theory allows us to analyze the temporal and special relations between failures. Last, we
introduce formal verification methods to check whether the proposed fault tolerance methods are correct. Here, an
unbounded number of processes and probabilistic behavior of systems must be considered.
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