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Research Development on Blocking Technology of Malicious Communication over Ultrahigh-speed
Networks
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Abstract

For the sake of using internet safely and securely, the blocking technology of malicious
communications such as phishing (by web spoofing) , shutting down services, information leak, defacing
of web sites, hijack of systems (by DoS attack, computer viruses and hacking of company networks) is the
target of this research. In particular, along with the automatic and effective analysis and detection
method of malicious communication, the high performance, compact and energy efficient hardware
system utilizing logic programming device (FPGA) was developed to deal with enormous increase of
communication over ultrahigh-speed networks. It can perform detection and/or filtering without
omission at speed from tens of Gbps — to multiple Thps.
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