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ディペンダブルなクラウドコンピューティング基盤

クライアント環境，ネットワーク環境，サーバ環境における，ディペ
ンダビリティを有するクラウドコンピューティング基盤技術の開発
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ディペンダブルなサーバー環境
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ディペンダビリティ：
• 信頼性
• 可用性
• 応答性
• スループット
• セキュリティ
• プライバシー
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仮想マシンとクラウドコンピューティング
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ディペンダブルなサーバー環境
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システムの全容
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ディペンダブルなサーバー環境
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(I) ディペンダブルなサーバー環境



クラウド基盤ソフトウェア
Kumoi（雲居）

• Scala言語による記述：オブジェクト指向＋関数型
✓ Java～Rubyレベルのスケーラブルな記述，静的型検査

• オブジェクト／リソース マッピング
✓ハードウェア環境，仮想マシン，仮想ネットワーク等のシ
ステムリソースを，ソフトウェアオブジェクトしてプログ
ラミング可能とした。

• 分散並列資源管理アルゴリズムの内蔵
✓ゴシップ・アルゴリズム等。

7オープンソースソフトウェアとして公開



Kumoiシステムの概要
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ソースコード 現在3.4万行（Scala言語）



Kumoiシェルの使用例
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scala> pms.fliter(_.cpuRatio > 0.9).map(_.name)

pms: 利用可能な物理マシンのリスト
filter: フィルタ関数
map: マップ関数
_: 高階関数の仮引数



Kumoiシステムプログラミング：
VMコンパクション
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def compact(pms: List[VM]) {
  def firstFit(v: VM, rest: List[VM]) {
    rest match {
      case h :: rs if h.cpuAvailable > v.cpuRatio => v.migrateTo(h)
      case h :: rs => firstFit(v, rs)
      case List() =>
    }
  }
  def compacti(pms: List[VM]) {
    pms match {
      case h :: rest =>
         h.vms.foreach(v => firstFit(v, rest.reverse))
         compacti(rest)       
      case List() => 
    }
  }
  compacti(pms.reverse)
}
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ディペンダブルなサーバー環境
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(II) ディペンダブル・クライアント



セキュア仮想マシンBitVisor
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セキュア仮想マシンBitVisor
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• ストレージ管理
✓ HDD及びUSBメモリの暗号化
• ネットワーク管理
✓ IPsecによるVPN接続
• ID管理
✓ ICカードによる鍵管理・認証
• VMMコア
✓ CPU及びメモリの仮想化

13



BitVisorの活用
• ゲストOSのシステムファイル保護
• マルウェア検出
✓VMM内でIDS

• 透過的VPN切り替え（次節）

14



BitVisorを用いたゲストOSの
システムファイル保護

•システムファイルを完全に保護する
✓カーネル・イメージ
✓デバイスドライバ等

•セキュリティソフトウェア
✓アンチウィルス等



システムファイル保護の実現法
•BitVisorでストレージアクセスを監視
✓システムファイルへの書き換えを検
出

✓ファイルのデータ領域
✓管理データ領域
✓ディレクトリ構造

•ファイルとセクタのマッピングを管理
✓セマンティックギャップを克服

ゲストOS

デバイス

デバイスドライバ

拡張機能

ATA NIC USB

デバイス
メディエータ

ATA NIC USB

VM

VMM

ハードウェア

保護ポリシー



BitVisorでマルウェア検知：動機
•既存のアンチ・マルウェアの問題点
–マルウェアがカーネル乗っ取りに成功されると，
稼働停止とされる可能性がある。

–ユーザがアンチ・マルウェアを停止させる可能性
がある。（故意に／ミス操作）



BitVisorでマルウェア検知：実現
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BitVisorでマルウェア検知：実験
• 実験に用いたMalware
– Linux:	
  Bliss.A,	
  Bliss.B,	
  Linux.Caveat,	
  Linux.Cassini.1618,	
  Linux.Dido-­‐478,	
  
Linux.Diesel.969.elf,	
  Linux.Gildo,	
  Linux.Godog.A,	
  Linux.Godog.C,	
  ...

–Windows:	
  CERE1482,	
  MIRC.Bee,	
  NT.ChaLer,	
  Trivial.64.C,	
  
Trojan.IWorm.MP.Virus,	
  Trojan.SdBot-­‐459,	
  VGEN.32562.275,	
  ...

• 結果：大部分を検出
– 42	
  out	
  of	
  44	
  Linux	
  malware

– 166	
  out	
  of	
  169	
  Windows	
  malware

– BVMD	
  could	
  not	
  detect	
  malware	
  for	
  which	
  ClamAV	
  provides	
  complex	
  
signatures	
  (regular	
  expression	
  and	
  file	
  hash)
• Linux:	
  Linux.Caveat.a,	
  Linux.Nel.a
• Windows:	
  W2K.Team,	
  W32.Fugo,	
  Worm.Zaka.A

14



BitVisorでマルウェア検知：
オーバーヘッド

physical	
  
machine BitVisor

BVMD
(30K	
  sigs)

OS	
  boot	
  (s) 43 55 80

kernel	
  build	
  (s) 296 398 473

+34% +19%

Plaaorm:
-­‐	
  Intel	
  Core	
  2	
  Duo	
  P8600	
  2.4	
  GHz
-­‐	
  2GB	
  memory	
  (1GB	
  for	
  BitVisor)
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ディペンダブルなサーバー環境
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(III) ディペンダブル・オーバレイネットワーク



ディペンダブルなネットワーク環境

ゲートウェイ
（中継ノードとして適切なサーバを選択）

データセンターA データセンターB データセンターC

セキュアVMで守られた
クライアント

インターネット上で障害を回避し
ながらゲートウェイを選択して
VPN接続

VM上で稼働する
サーバーノード

ディペンダブルなクラウドコンピューティング基盤

分散VM制御：VM，デー
タの冗長化と一貫性制御

ディペンダブルな
ネットワーク環境
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仮想マシンによるVPN自動切り替え1
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仮想マシンによるVPN自動切り替え2
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JGN-X上でOpenFlowの利用を準備中



広域データセンターを用いた実証実験
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各データセンターのシステム構成
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ルータ

物理計算機

\\\ パケット
中継サーバ

クラウド基盤ソフトウェア

Webサーバ
（Moodle）

データベース

富士ソフト
横浜データセンター

pハードウェア
∗ 物理計算機： HPブレード６台
∗ ルータ： YAMAHA RTX1200

pソフトウェア
∗ OS： CentOS5.5
∗ 仮想マシンモニタ： KVM
∗ クラウド基盤ソフトウェア： 
Kumoi



VPN切換えに要する時間
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multiple sessions may reduce the time required to fail over.
However, as shown in the experimental results in Section 5,
current VPN switching is fast enough to hide VPN failures
from OSs and maintain TCP connections.

4.2. Packet Relay System

Our packet relay system implementation performs two
operations: IP capsuling and NAT. IP capsuling is used
for identifying clients from servers and hiding IP address
changes from the guest OS. NAT is used for hiding IP ad-
dress changes from servers. Figure 6 shows these opera-
tions when an IP packet is sent from a client to a server.
The packet relay system uses a simple IP header like IP

over IP (IPIP) [5] to encapsule IP packets. When a packet
is sent from a client to a server, the capsuling IP header has
the relay client IP as the source and the relay server IP as the
destination (see Figure 6). The relay client IP is assigned by
VPN gateways and different from the IP address assigned to
the guest OS (guest IP). We currently assume that the guest
IP is unique in a cloud and can be used as a client ID. When
there are many clients, we can append a large (e.g., 128bits)
unique identifier, after the capsule IP header.
The relay server manages the relationship between the

guest and gateway IPs. In Figure 6, it records the rela-
tionship between “Guest IP” and “VPN GW IP”, allowing
the relay server to determine the appropriate gateway for a
client. The relay server updates the relationship manage-
ment table every time it receives an IP packet from clients.
The relay server also translates the source address of the
original IP header to its own IP address. This allows the
server to use the same IP address even when the relay client
IP address is changed. It also recalculates the check-sum of
IP packets. When the server sends back an IP packet to the
client, the packet follows a reverse flow path.
The packet relay client is implemented as a module run-

ning in BitVisor, and the packet relay server is implemented
as a user-level process running on the server.

5. Experiments

This section shows the experimental results of evaluating
our scheme. We first show the results of measuring failover
time. Then we show the results of measuring the perfor-
mance overhead of our virtualization layer.

5.1. Setup

We conducted the experiments in a wide-area distributed
Internet environment in Japan. We placed a client at
Tsukuba, and connected it to VPN gateways in data centers
in Tokyo, Yokohama, and Fukuoka. The straight-line dis-
tances from Tsukuba is approximately 56 km to Tokyo, 84
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km to Yokohama, and 926 km to Fukuoka. These data cen-
ters are connected via leased lines with a maximum speed
of 100 Mbps. The leased lines are actually implemented
with yet another VPN provided by an ISP.
We used a PC equipped with Intel Core 2 Duo E8600

(3.33 GHz), PC2-6400 4 GB memory, and Intel X25-V
SSD 40 GB as the client machine at Tsukuba. The base
VMM is BitVisor 1.1, available from sourceforge site, and
the guest OS is Windows XP. Server machines are an HP
ProLiand BL280c blade server equipped with Xeon E5502
(1.86 GHz), 2 GB memory, and 120 GB 5400 rpm 2.5 inch
HDD.We used a Kernel-based Virtual Machine (KVM) and
CentOS 5.4 for both guest and host OSs. A cloud server and
the packet relay server each ran on a virtual machine.

5.2. Failover Time

The VPN failover time consists of the time to (1) detect a
VPN failure, (2) switch VPN gateways, and (3) restart TCP
transmission. According to our scheme, the time to detect a
VPN failure is expected to be (n+1)×RTO, whereRTO is
calculated by Jacobson’s algorithm and n is the retry num-
ber. To verify estimated RTO, we first measured the tran-
sition of the network latency to each data center. Figure 7
shows the results. The latency to both Tokyo and Yokoyama
was around 15 msec and Fukuoka was 35 msec. In these la-
tencies, the estimated RTO for Tokyo was about 1 s.
We then measured the failover time. We intentionally

caused a VPN failure and measured the transition of TCP

6

「つくばー東京」(56Km)から
「つくばー横浜」(84Km)に切換

（直線距離）



VPN切換えシステムの
ネットワーク遅延とスループット
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throughput between the client and server over VPN. The
client was first connected to the VPN gateway in Tokyo,
and then switched to the VPN gateway in Yokohama after
detecting a failure. We also captured packets to obtain the
exact timing of detection and swiching. Figure 8 shows the
results. In this figure, a failure occurred 15.1 s after the start
of the experiment. Then the failure was recovered within 3
s, that is, 3 × RTO. After detecting the VPN failure, con-
necting to the new VPN gateway took 332 msec (197 msec
for IKE Phase 1 and 135 msec for IKE Phase 2). After that,
it took about 800msec until the guest OS restarts TCP trans-
mission. Finally, the TCP throughput was recovered 3.9s
after the failure. The results show that our proposed scheme
works correctly and is effective for hiding VPN failures.

5.3. Performance

We next measured the overhead of the virtualization
layer. In our implementation, the client VMM including the
VPN client module incurs overhead. In addition, the packet
relay system incurs additional overhead to implement IP

calsuling and NAT in a user-level process. We measured
the overhead in three environments: “VPN on OS” repre-
sents that VPN is implemented in a OS (using YAMAHA
YMS-VPN1), “VPN on VMM” represents that VPN is im-
plemented in BitVisor but not using the packet relay sys-
tem, and “VPN on VMM with relay” represents that VPN
is implemented in BitVisor and using the packet relay sys-
tem. We measured latency and throughput from a client at
Tsukuba to each data center over a VPN.
Figure 9 shows the latency. The overhead of our system

was 0.53–0.76 msec in total for each data center: the VMM
incured 0.28–0.53msec and the packet relay system incured
0.23–0.25msec. Figure 10 shows the throughput. The over-
head of our system was about 8–30% in total: the VMM in-
cured 4–16% overhead and the packet relay system incured
3–14% overhead. The overhead becomes relatively lower
when connecting to a more far data center. The overhead of
the packet relay system could be reduced by implementing
the system in the OS kernel instead of a user-level process.

6. Related Work

Several researchers used overlay networks based on
peer-to-peer technologies to improve the reachability [12,
15, 16, 18]. They assume failures and miss configuration
in the border gateway protocol (BGP) or autonomous sys-
tems. However, these systems require many nodes to con-
struct overlay networks. Our scheme is not a peer-to-peer
system and uses a relatively small set of gateways to im-
prove availability of the network.
A router redundancy protocol, such as the virtual router

redundancy protocol (VRRP) [3], places master and slave
routers in redundancy. When a failure occurs in the master
router, the slave router detects the failure and automatically
takes over the master router’s functionalities. However, the
master-slave structure does not tolerate failures in networks.
Mobile IP [4] achieves transparent IP node migration. It

allows the continuation of communication even if a node
moves to a different network. However, it is designed for
mobile nodes and requires agents such as home and foreign
agents than must be continuously available.
FVPN [10] was proposed as a VPN failure recovery

framework. This framework supports seamless network
fail-over by leveraging the inherent redundancy of the un-
derlying Internet infrastructure. However, this framework
does not tolerate IP address changes. IPTACR [11] can re-
cover from IPsec pass-through failure. However, it requires
modification to the VPN client software.

7. Conclusion

We proposed a transparent VPN failure recovery scheme
for improving the availability of VPN connections. Our
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throughput between the client and server over VPN. The
client was first connected to the VPN gateway in Tokyo,
and then switched to the VPN gateway in Yokohama after
detecting a failure. We also captured packets to obtain the
exact timing of detection and swiching. Figure 8 shows the
results. In this figure, a failure occurred 15.1 s after the start
of the experiment. Then the failure was recovered within 3
s, that is, 3 × RTO. After detecting the VPN failure, con-
necting to the new VPN gateway took 332 msec (197 msec
for IKE Phase 1 and 135 msec for IKE Phase 2). After that,
it took about 800msec until the guest OS restarts TCP trans-
mission. Finally, the TCP throughput was recovered 3.9s
after the failure. The results show that our proposed scheme
works correctly and is effective for hiding VPN failures.
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We next measured the overhead of the virtualization
layer. In our implementation, the client VMM including the
VPN client module incurs overhead. In addition, the packet
relay system incurs additional overhead to implement IP

calsuling and NAT in a user-level process. We measured
the overhead in three environments: “VPN on OS” repre-
sents that VPN is implemented in a OS (using YAMAHA
YMS-VPN1), “VPN on VMM” represents that VPN is im-
plemented in BitVisor but not using the packet relay sys-
tem, and “VPN on VMM with relay” represents that VPN
is implemented in BitVisor and using the packet relay sys-
tem. We measured latency and throughput from a client at
Tsukuba to each data center over a VPN.
Figure 9 shows the latency. The overhead of our system

was 0.53–0.76 msec in total for each data center: the VMM
incured 0.28–0.53msec and the packet relay system incured
0.23–0.25msec. Figure 10 shows the throughput. The over-
head of our system was about 8–30% in total: the VMM in-
cured 4–16% overhead and the packet relay system incured
3–14% overhead. The overhead becomes relatively lower
when connecting to a more far data center. The overhead of
the packet relay system could be reduced by implementing
the system in the OS kernel instead of a user-level process.

6. Related Work

Several researchers used overlay networks based on
peer-to-peer technologies to improve the reachability [12,
15, 16, 18]. They assume failures and miss configuration
in the border gateway protocol (BGP) or autonomous sys-
tems. However, these systems require many nodes to con-
struct overlay networks. Our scheme is not a peer-to-peer
system and uses a relatively small set of gateways to im-
prove availability of the network.
A router redundancy protocol, such as the virtual router

redundancy protocol (VRRP) [3], places master and slave
routers in redundancy. When a failure occurs in the master
router, the slave router detects the failure and automatically
takes over the master router’s functionalities. However, the
master-slave structure does not tolerate failures in networks.
Mobile IP [4] achieves transparent IP node migration. It

allows the continuation of communication even if a node
moves to a different network. However, it is designed for
mobile nodes and requires agents such as home and foreign
agents than must be continuously available.
FVPN [10] was proposed as a VPN failure recovery

framework. This framework supports seamless network
fail-over by leveraging the inherent redundancy of the un-
derlying Internet infrastructure. However, this framework
does not tolerate IP address changes. IPTACR [11] can re-
cover from IPsec pass-through failure. However, it requires
modification to the VPN client software.

7. Conclusion

We proposed a transparent VPN failure recovery scheme
for improving the availability of VPN connections. Our

7

（直線距離）



活用
• ネットワークサービスのHA (highly-availability)，オ
ートスケール，予見化
✓Moodle（オープンソースeLearingシステム）

• 災害時対応Webサーバ・ミラーリングシステム

29



災害時対応Webサーバ
ミラーリングシステム
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• 平常時は低負荷
• 複数自治体サポートをリーズナブ
ルな計算機資源で可能
• 災害発生時に仮想マシンを自動起
動＆スケールアウト
• 静的コンテンツであれば，ゼロエ
フォート・ミラーリングも可能．インターネット

東京DC

横浜DC

九州DC

つくばDC
クライアント

つくば市
Webサーバ

地方自治体
Webサーバ

自律連合型
ディペンダブルクラウド基盤

筑波大学加藤研究室＋（独）情報通信研究機構(NICT)＋つくば市



まとめ
クライアント，ネットワーク，サーバ環境を仮想化技術で

統合したコンピューティング環境
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ディペンダブルなサーバー環境

データセンターデータセンター

データセンター

ディペンダブル
オーバーレイネットワーク

ディペンダブル
クライアント
（仮想マシン）

×

仮想マシン

セキュアVMM
(BitVisor)

ハードウェア

仮想マシン

セキュアVMM
(BitVisor)

ハードウェア

仮想マシン

セキュアVMM
(BitVisor)

ハードウェア

×

ディペンダビリティ：
• 信頼性
• 可用性
• 応答性
• スループット
• セキュリティ
• プライバシー



ディペンダビリティ
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クライアント環境 ネットワーク環境 サーバ環境

可用性 リモート管理機能
ネットワークブート機能

透過的VPN切り替え VMのハイアベイラビリティ
P2P型のメンバシップ管理

信頼性 プロテクションドメイン 広域データセンター環境 高信頼性言語

完全性
システムファイル保護
マルウェア検出機能
VMMコア

VPN（IPsec）接続
VMの利用
LDAP認証＆サンドボックス
仮想ネットワーク

保守性 リモートコントロール VPN（IPsec）接続
資源のオブジェクト化
スクリプティング環境

機密性
ID管理
ストレージ管理
VMMコア

VPN（IPsec）接続
VMの利用
LDAP認証＆サンドボックス
仮想ネットワーク



取り組んでいる課題
• Kumoiの拡張・応用
✓ 仮想ネットワーク制御（OpenFlow等）
✓ Failure-oblivious computing（失敗忘却計算）の導入
✓ 通信キャッシング技術による高速化
✓ 応用：並列分散パラメータ・チューニング

• BitVisor応用
✓ 透明なネットワークブートシステム
✓ ゲストOS起動高速化
✓ VMM内空き時間利用計算

• クラウド用省電力分散ストレージシステム
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