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Research on Automated Defense Methods against Network Attacks based on
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Abstract

The project aims at establishing technologies for instantly identifying countermeasures against unknown network

attacks by integrating automated malware binary code analysis with attack sensing by honeypots deployed in a

backbone network. The research focuses on methods of stealth operations of sensitive decoy computers for

honeypots and methods of seamless integration of dynamic emulation and static binary code analysis for malware.
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00403075: PUSH SS:-10[EBPY32}
PUSH ECX
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b, EFs
N7 0 s kl |
AV RNSY ToF 1) R d Wl

Motz &b

I 7 e %
WCHEAN STz b

2Ly ROz— R B 3 il 7 v—ofl GiBoy)

HHBICHITT 5 Z & b AERIC e D, fERE LT, FEER
DRy NFRy NT—=LEZONWT, ENONT 7 8AT S
ARARDT FLzrPLavy R-ay ha—Loflfl7a—
EHLMNCT A ENAREIC R o, [ 3 I EEIZ N =—
Ry hCHESNTZAR Y by hT—A0HIE 7 72 —0
—iE, KAIZHIET DFAT N L —AD—EEFHIRT 5,
X3 DK ) — FiZ, EBICETIZENR -T2 b D0,
EREOEAT T D C R ol a— Ry 2R LTV 5D,

[ZwWriteVirtualMemory(1932,66387968,1242400,2168,1245092)=00000000
GetProcAddress (2088763392,'CreateRemoteThread)=7c810626
CreateRemoteThread(1932,0,0,66060288,66387968,0,1244864)=00000764
CloseHandle(1932)=00000001

ExitProcess(0)
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