
 

 

|}~������¶�����KSCOPEL 
�M������K�� 24�L 

&&'(�)*�+,-�{(./�012�3�������	
�½

�
���������������������½

Research on Automated Defense Methods against Network Attacks based on 
Honeypots and Binary Code Analysis 

½
���� ½

!"½ #$��%&��'½

Akira Morit The National Institute of Advanced Industrial Science and Technology (AIST) 
½

��() ½

*+,-.½ /012..½ 3456...½

Hiroki Takakura.½ Tomonori Izumida..½ Masatomo Hashimoto...½
.7891:½ ..#$��%&��'½ ...;�<=>?@ABC�DE@FGt

.Nagoya University½ ..AIST½ ...Codinuum Software Lab½
½

��HIt �� 21��N�� 23�� 
½
½

JK½

����������������	
��
�������������������������� !�"#$%

&K'()*+L�,��-./012345�6���78�9:�;<=>����?@ABC����DEFGH

OI�?J0K+(LM&�NOP�QR0STP�6�0UV�P�WX�!�6�0Y>��;<GZ�P����

�	
��
[\���QR�FGH�]^_`
abc�PV,�012345�'()*+-.,�QR0de�f

ghi0jk�Wt

t

Abstract 
The project aims at establishing technologies for instantly identifying countermeasures against unknown network 
attacks by integrating automated malware binary code analysis with attack sensing by honeypots deployed in a 
backbone network.  The research focuses on methods of stealth operations of sensitive decoy computers for 
honeypots and methods of seamless integration of dynamic emulation and static binary code analysis for malware. 
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ZwWriteVirtualMemory(1932,66387968,1242400,2168,1245092)=00000000 
GetProcAddress (2088763392,'CreateRemoteThread')=7c810626 
CreateRemoteThread(1932,0,0,66060288,66387968,0,1244864)=00000764 
CloseHandle(1932)=00000001 
ExitProcess(0) 
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