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This project titled “R&D on detection, recovery and prevention technologies against the BGP
route hijacking” was aiming at wide deployment of its research results in not just only Japanese
domestic but also international ISP (Internet Service Provider) s’ real operations. The first
sub—project “Detection technology against the route hijack” enables operators to determine if
the Internet route information carried by BGP protocol among ISPs is hijacked or not promptly.
In the second sub—project “Recovery technology against the route hijack”, an agent system which
recovers the route automatically was planned to be implemented and evaluated in actual network
settings.

Tn addition to these, the target of the third-part “Preventive technology against the BGP route
hijacking” was the improvement of reliability of the route guidance information database with
various techniques such as preventing the registration of illegal data to the database with
cryptographic extension of the software and effective cooperation with IRR (Internet Routing
Registry) worldwide

The project has achieved successfully these goals — the fast reactive detection system of the
route hijacking has been established, automatic recovery system has been verified, and illegal
route guidance information registration could be prevented. The reliability and scalability of
the route guidance information database has been improved. Autonomous validity securing of the
route guidance information technology has been developed.

And, by installing these technologies into network nodes and network management system and
evaluating in the real operation of the Internet, it is proved that results of this project have

reached at practical level.
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