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ASDM EIREME (C7IAL. SIEEE _FER(CH B[ Configuration 127Uy/)4#%. B A T (CH3[ Firewall 1Z&RU
9, XD Firewall JUZRD5, [Access Rules]z9)wIULET,

File View Tools Wizards Window Help

@ Home O?% Gonfiguration [:] Monitoring lB Save |
= |

| Firemall 7
; i es

& | #Q Service Policy Rules

|| gl AAA Rules

L‘,

| 228 Filter Rules

i @ Public Servers

B |RL Filtering Servers
- Z Threat Detection
@ Identity Options

i &‘ Identity by TrustSec

{53 Objects
#-f0 Unified Communications

£ E’} Advanced

gg Bemote Access VPN

Sg Site-to-Site VPN

g_) Device Management
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Source Criteria: Destination Griteria:
# Enabled Service Action Hits Logging  Time Description
Source Uzer Security Group Desztination Security Group

= incide (1 implicit incoming rule)
_F inside_1 {1 implicit incoming rule)
¥ inside_2 (1 implicit incoming rule)
y inside_3 {1 implicit incoming rule)
& ingide_d (1 implicit incoming rule)
_F inzide_5 {1 implicit incoming rule)
I inzide_B {1 implicit incoming rule)
5% inside_7 (1 implicit incoming rule)
E| B outzide (4 incomine rules)

il @ any @ any 1 telnet & Permit 0
2 @@ any @@ any 12k zch " Permit 0
E Ty Ty L] W Fermi T
P @ any @ any IE ip @ Deny 0

% Gilobal (1 implicit rule)

X VPN #8e2FIA I 3155, VPN #4931 ERTON VIR IR TEE. BEINCEFRIEN35%
EEBOYTVET,
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Source Criteria: Destination Criteria:
B Enabled Service Action Hits Logging  Time
Source User Security Group  Destination Security Group
B inside (1 incoming rule)
g = JerneworkosLisemeioa | Jeey | @p [Pt ] | ]

& 3 inside_1 (1jmplicit incoming rule)
+ 5% inside_2 (1jmplicit incoming rule)
# % inside 3 (1jmplicit incoming rule)
+ ¥ inside_d (1fmplicit incoming rule)
o B inside 5 (1fmplicit incoming rule)
# 5% inside 6 (1 jmplicit incoming rule)
# % inside_7 (1 jmplicit incoming rule)

e coming rules)
1 M @any @ any = telnet « Permit 0
2 M @any @ any ®b ssh o Permit 0
3 @ any @ any = http  Permit 0
4 M @y P any = ip Q Deny 0

4 5% Global (1 implicit rule)

O 7IER-IES
@ - oBER/EH
@ WAAA-II—-ADIEE
T7ATIA=IDERTEEFRIC, ASA #ERDOZYIER—N (FRIDIGigabit Ethernet 1/117%E) (&Rl
(FRIDloutsidel. linside_1112¢) ZFEEIBENTEET . T7AT7IA=INDOTILAI - D%
BIZEE T DL THE DA A —JI—AICEATRENTEE T, Global ZEIRT DL, 129—J1— %4
EIBELTTATIA=NEERTOI - ) ZEATEET

Interface Name Z
BVI1 inside
GigabitEthernet 1/1 outside
GigabitEthernet1/2 [inside 1 | |
GigabitEthernet 1/3 inside_2
GigabitEthernet 1/4 ingide_3
GigabitEthernet 1/5 inside_{§
GigabitEthernet 1/6 inside_5
GigabitEthernet 1/7 ingide_6
GigabitEthernet 1/8 inside_7
Management 1/1

@ XETORE
®Source (X{S7t7RLR)
any £932ETERTOTRLA%IBEATHE
®User ((X{Ex1-Y-)
® Security Group (X {ExtzFal71J)L—7)
® FEIDKIE
® Destination (585%7 RLX)
® Security Group (XfExtzFal71J)L—7)
® B-Ex&
TCP/UDP E0J0MIAEELHIBRULZLR— MES DB (& ssh EOY—-ER2%1ETE
@ 7723
fiE SteR
Permit ~SJ4vIMEFE]
574y IDIES

Deny
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VPN #2:ZFI A I3RS RS- AN a&3#i/\ -3z FALFT . HL/-23>0 VPN #5355
MDDV HAN-EDOARIETIERZEORNEBOPT VD, FHSTFRULES . &N -7y T—- BT

(&, MesgIEE D VWY AN —BZECHU TEHBHRED DD, EHANICTYIT — MIBUONER I DL EHERLF
3—0

RIEDN— 53 FeER

ASDM 1@ mE _EERCHhBHomelaUvIUET, [Device Information ]I ASA Version #=sHz&ZIBBEDIRTE
ON\—=Z3hRREINFT,

Oc:,j. Configuration E] Monitoring Q Save @Refresh o Back \_) ? Help | Type topic

at Home
- & Device Dashboard EEM

Device Information

Ceneral  License

Host Name: tky1l-j08-asa5512-03

ASA Version: 9.12(4)30 Device Uptime: 3d 20h 56m 55s
ASDM Version: 7.16(1)150 Device Type: ASA 5512
Firewall Mode: Routed Context Mode: Single
Environment Status: % OK Total Flash: 4096 MB

[BE]ASA N—-J3a> DR &
IRTEFERL TS ASA D)N-T3>¢ ASDM VI RIIT7 DN =ZaUAFA T OFIETEHER T DN TEFT .

(FIED]
ASDM EifEm _EEB(Céd [ Helpl-T About Cisco ASDM 1Z27UvILE T,

File View Tools Wizards Window || Help

@ Home C}%} Configuration [j Manitg Online Help F1 Help

= Help for Current Screen

Rz Homeg =TT Release Notes

s "“E] Poyics Dashboand | % Eie Cisco ASA Series Documentation

cl) Bevics Infoymation ASDM Assistant

— G | .

f'l ‘ enere! kst About Cisco Adaptive Security Appliance (ASA)
E' Host Name: ciscoasa I About Cisco ASDM I

ASA Version: 9.8(2) Device Uptime: 0d Oh 9m 34s
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THREENFRRENZDT, ASA Version SHIcZIRBEORED/N -3 ZhEE30LF 9.

alialn
CIsco

Cisco Adaptive Security
Device Manager

Version 7.8(2)

More information about Cisco ASDM can be found here.

Host Name: ciscoasa

ASDM Version:  7.8(2) ASA Version:  9.8(2)
Device Type: ASA5506

User: <admin> Privilege Level 15
Operating System: Windows 10 10.0 Java Veysign: 1.8.0 271

More information about Open source licenses used in
Cisco ASDM can be found here.
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BiIERZIHRE (FaEE)

[FIFD)
ASDM EigEm_EEB(C#H3[ Configuration 1z27)w/1&. BEIEZL T (3 [ Device Setup & &EIRULET
fRD[ Device Setup IUZA RS, [System Timel-[Clock1Z7UwIULEY

File View Tools Wizards Window

@ Home| O‘L} Confieuration D Monitd

Devuce Se!up

G’ Startup Wizard
] E Interface Settings

* Routing
~ Device Name Password
ﬂO
O

[&1 [ Device List

I &9 Device Setup I
% Firewall

g_—g Remote Access WPN

£ site-to-site veN

@3 Device Management

11 / 24



B an—1

LTERRERER] (Cisco ASA)

(FIE]
HRIOBEESEIBRNS. AEBDIILY - LRI THRELET . AN, [Apply 1270w ILET.

Confi tion > Device Setup > System Time > Clock

Configure the ASA date and clock.

Time Zone: {GM’

0] Tokin

Date
2020/12/25 v

Time
Time: (10 |z /57 ;52 | hhemmiss (24-hour)

Update Displayed Time

I Apply I Reset

BiIERZIHEEE (NTP 523E)

(FIED)

ASDM EIREmE _EEBICHS[ ConfigurationZz7Uy/1&. BIE A F(Céd[ Device Setup |ZiEIRLET
e[ Device Setup [UZ RS, [System Timel-INTP1ZzIUvILET,

File View Tools Wizards Window

@ Home| OS\% Configuration [:_:l Monital

[a] || Device Setup o 2

7 BC‘) Startup Wizard
(+- 53 Interface Settings
s 2
[#-42% Routing

&2 Device Name/Password
|5-C System Time _|
[ o XeT

O |

[@7 Bookmarks

Iﬁ) Device Setup I
% Firewall

&S Remote Access VPN

) site-to-site VPN

a’ Device Management
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UTFOI14 RINFRRESNE T, CCTE, 869D NTP H—/\-UXMETREINE T, COFIETIEFTARD NTP H—/)0
—%&E%9I B, [Add 1=V ILET,

Configuration > Device Setup > System Time > NTP

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number  Trusted Key? fAdd
Edit

Delete

[C] Enable NTP authentication

€2:16))
EHTI D NTP Y—/\-D&FEIREZA N, [OKIZIIILFT,
Add NTP Server Configuration X
IP Address: [] Preferred
Interface: -= None —- v

Authentication Key -

Key Number: -- None -- « | [] Trusted

Key Value:

Re-enter Key Value:

Cancel Help
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FLEI, VPN 1;&%‘5'6[]’]@2%3’5«.&’6\ BEROH3B=EDSAETILAEDYAN-RELHOEFIC, [FE%Z
ABETHEDFIREL BB, OV RO INE DR TEZITVET

O BUSERTE

[FIED]
ASDM EIREHE FEB(C&H3[ Configuration]Z7UyJU. BEEZA F(CdHd[ Device Management 1z &ERULE T,
[Device Management |UZX M5, ILoggingl-I'Logging Setup |Z7UyIUL%E Y,

File View Tools Wizards Window

@ Home mConﬁguration “~] Monit:

L_| | Device Management (=L

23] ﬂ Management Access
[£3] 83 Licensing
+- 239 S tem Imaege/Configuration

lﬁ;bge ing Setup .
+- =5 E-Mail Setup
{3 Event Lists
5~ {&l: Logeine Filters
@ Rate Limit
: Syslog Servers
(@) Syslog Setup
g SMTP
L2 NetFlow
I Smart Gall-Home
&‘ Cloud Web Security
@3 £l Users/AAA
3 Certificate Management
G-ff DHCP
-8 DNS
' REST API Agent
- Advanced

& Backmarks

ﬁ; Device Setup

% Firewall

&g BRemote fccess VPN
Site-to-Site VPN
I@} Device Management
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[FIER)
BUITFOU4> RINERRENET, [Enable logging JICFIvoZ AN, [Apply [29UvIUET, Izl2L. FTP B—/\—%{&
BUEDY OEEy, YR EEBEEEARAUD) 0BIE2ITH AR, KIOROFIEZERELET .

Configuration > Device Manage t > ing > Logeing Setup

I [[] Enable logeing on the failover standby unit

[[] Send debug messages as syslogs  [] Send syslogs in EMBLEM format

Logeing to Internal Buffer
Specify the size of the internal buffer to which syslogs will be saved. When the buffer fills up, it will be overwritten.

Buffer Size: 4096 bytes

You can choose to save the buffer contents before the buffer is overwritten.
Save Buffer To: [] FTP Server Configure FTP Settines...

[] Flash Configure Flash Usage..
ASDM Logeing

Specify the size of the queue for syslogs intended for viewing in ASDM.
Queue Size: | 100

Apply Reset

® FTPY-N-%ERALTOVZEERIZIES
FTP b—N\—ZfERAI3IZE(E. [Apply1Z2UvId3RiCI Configure FTP Settings1Z27)vIUET . T RIDLS%REH
HOFRRE. HEREHRZANL. [OKIZIIWILET, [FIEQ]DEHE(SEFSE. [Apply1Z270UvILET,

(5 Configure FTP Settings X

Server IP Address:
Path:

Username:
Password:

Confirm Password:

Cance| Help
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o YNIERIBEEZFHAULOIZERIZIHS
YRR IEEBER R IZIBEE Apply 129w 3 371, [Configure Flash Usagelz/UvILEY . FRIDLSRE
HOFRTE. WEREHRZANDU. [OKIZIIWILET, [FIEQ] DEE(SEREE. [Apply 127UvIUET,

& Configure Logging Flash Usage X

Specify the maximum space that logeing can use on the flash.
Maximum Flash to Be Used by Loggine: 1024 KB

Specify the minimum free space that logging will preserve on the flash.

Minimum Free Space to Be Preserved: 3076 KB

QK Cancel ‘ Help

€2:16))
[Logging Filters1Z7)w/IUE 9,

o R

(O ) Device Management

&' Management Access
53 Licensing
53 System Image /Configura
Logging

Logging Setup

&2 E-Mail Setup

Event Lists

Logging Filters

%) Rate Limit

[E3 Syslog Servers

(& Syslog Setup

% SMTP

L2l NetFlow
Smart Call-Home
&8 Cloud Web Security
Service Module Settings
Users/AAA
Certificate Management
s DHCP
o= DNS
i"' REST API Agent
Advanced

& Device Setup
% Firewall

Remote Access VPN

Site-to-Site VPN
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[ASDM |%&i24RU. [Edit/Z2UyIULFET ., [Filter on severity I TEIRLAILOOS ZEIRL. [OKIZIIWILET
(FIEQ)DEmICERE. [Apply 1 29UvILET,

Q L ] Edit Logging Filters

Configure logging filter settings. The severity level represents the maximum level for logging messages. The
ASA will generate system log messages with severity levels up to the specified level.

Logging Destination: ASDM

Syslogs from All Event Classes

| © Filter on severity  Informational |

Use event list New.
Disable logging from all event classes

Syslogs from Specific Event Classes

Event Class Severity

: auth

Event Class %] Add 3>
Description: User Authentication

Delete
Severity: Emergencies

P—
Help Cancel -
[ —

(&%E] syslog Y-N\-%ZIBEL O 2EIRT 255
syslog H—N\—#iBEL OV FEFZITIHEE BITF O URL 28E (GREZITOTUZEL,
https://www.cisco.com/c/ja_jp/support/docs/security/pix-500-series-security-appliances/63884-

config-asa-00.html#ancl?7
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HEF. SMEBOREFSE TOJZHEERL TXIEEW,

[FIED)
ASDM EiEmE _FEB(CH3 [ Monitoring 127)w/1&. BEIEZL T (3 Logging 1Z:&IRLET . [Logging [UZ D

5. [Log Buffer1z2UvIUL%EY,

File View Tools Wizards Window Help
@ Home 0%} Configuration
iz] || Loeine a B Mor]
|| -8 Real-Time Loe Viewer Log]
2 fElLoe Buifer I
&l
| Interfaces
" Bouting
Properties
I Logeing
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[FIE2)
A 'J(éE/Téﬂ‘CL\é"FI(D EHSEREODJLAL (Logging Level) Z#EIRU. [View... 1 20UvILE T,

Monitoring > i L 1d
Log Buffer

Click the View button below to display syslog messages in the logeing buffer for
ASDM as of now. Select the desired logeine level to see messages at that severity or
higher.

Logeing Level: {Warnings v

Emergencies
Alerts
Critical
Errors
Notifications
Informational
Debugeing

I View.. I

(FIER)]
EIHERE, 0JNTRENFT,
BIZ(E A>2F7> MIISORCD) 2 R3IBE U T OLOIBER COJ Z2HERLET .
AT IMIFREURIEROB R
A 5—‘/ MREEUIRAR/ D —N\—(CXFBBIE
A>T MIFREULIRKR/Y -/ -hEDBEOH TEE LITONEDTRIBVEIBESNS R ELEE

\/I

X FEHODIMERSEICDOVTIE AT ORGAS A —H4 M CHESRU TUIEE 0,
https://www.cisco.com/c/ja_jp/td/docs/security/asa/syslog/b_syslog.html

Q@ Refresh Copy lE Save % Clear lﬁ' Color Settines E Create Rule a Show Rule ||@ Show Details ? Help

Filter By: v |8 Filter %2 Build Filter & Show All | Find: Q
Severity  Date Time Syslog ID Source [P Source Port Destination IP Destination Port  Description

Feb 05 2021 |04:4%:00 pooos] | [ [ [Gall-Home inventory message to B
&
&
&
A v
< >

Al X

FASA-4-120005: Messaze group to destination is dropped. Reason reason

A Smart Call-Home message was dropped. The message may have been dropped because of an internal error, a network error, or the Smart
Call-Home module was disabled after the message was generated, but before it was delivered. v

Explanation Recommended Action Details

@ Emergencies @ Alerts @ Critical & Errors A Warnines  n Notifications i. Informational o Debueging
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LTERRERER] (Cisco ASA)

| 3-5 FIYHUAI9-1 ADHIG

3-5-1  J(RD-FRUS—DRE
|

ZZTR BEI-Y-0/{RT- M) — DR EZITVET AT —FRUS —ZERTEIDILICKD, BEDELRT—

REEEZI-Y-(CBRTEET . ChICED, BMEDEW/RAT— RIMERASTNBIVRAIZERTIENTEET,

KA —RRUS—58E

(FIED]

ASDM EIREHE FEB(C&H3[ Configuration1Zz7)w/4#. BEIE L T(c&a[ Device Management |Z:#ERULE T
[Device Management |UX 5, [Users/AAA |-[ Password Policy |Z7UyIUE T,

File View Tools Wizards Window

@ Home C‘i’% Configuratio @ Monit

fa | Dev ice Management o B

' Management Access
3] 88 Licensing
38 System Image/Configuration
[+ Loggine
Smart Call-Home
&8 Cloud Web Security
[ el Users7a |
i AAA Server Groups
&8 LDAP Attribute Map
&8 Authentication Prompt
~Hl AAA Access
“Hle Dynamic Access Policies
o9 User Accoun
H [’i‘;‘F‘assword F'olicyl
) Change My Password
B Login History
#-[E3 Certificate Management
&' DHCP
-5 DNS

“omh DNS Client

“oith Dynamic DNS
' REST API Agent
G Advanced

[ Bookmarks

& Device Setup
g@ Firewall

gzs Remote Access VPN
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RTEMRRER (Cisco ASA)

(FIER]
HRICRROBEENMATRD/ (X T—FRYS —Ze&ELET

o]

onfiguration > Device Management > Users/AAA > Password Policy

Enter the attributes for the password policy of all users

Minimum Password Length: 13 (3-127)
Lifetime: a0 (days, range 0-65535, 0 for unlimited)

Minimum Number Of

MNumeric Characters: 1 (0-127)
Lower Case Characters: 1 (0-127)
Upper Gase Characters: 1 (0-127)
Special Characters: 1 {0-127)
Special characters include: OO, O@DO, O#0, O30, O%0, OO, OO, OO, O(0O and O)O
Different Characters From Previous Password: |1 (0-127)
[[] Enable Reuse Interval (2-7) Unigue passwords.

[] Prevent passwords from Matching Usernames
[[] Enable Password and Account Protection

If selected, ASA will not allow users to chanee their own password or delete their own account

Reset To Default Policy

I Apply I Reset

IEBEBOFFHELLTTY,
[Minimum Password Length] :
NRT—-ROFTIFERZASNILET . BINMBEDEFE(E 3~127 XFTY, #HE2N3/(AT-ROF/IERIE 8 XFTT,

[Lifetime] :

JE-hI1-H— (SSH. Telnet. HTTP) ®O/\XTJ—-ROERERREIZBEETEELES (A>Y-ILR—bD1-H—
B XTI —ROBZEABRYINTOY 2N 3L EHDFERA)

BIRMEE. 0~65536 TI. TIAIMEL 0 BT, [ 0 JISEEESNTLRIHE. N\AT—RIRARREINICERSC
tEHOFEA

NZ0—ROBFIEARNMINZIZE. 7 BRICES Xy -SHRRENET, /(XT—-ROBREARNINZE. UE
— 1Y -0O7ICAIETEINE T BRIEARIINZ7IEAT3(CE ROVINHOFIEZEITUET .

- fOBEBEICNAT-REEELTEBVET,

- EIY-IR-NIOJA>UT. NAD-REZEELET.

[Minimum Number Of] : JROH{ TDRIEXFEZI8EELET.

[Numeric Characters] : /{AT—RICEFNBINERSRVEFOREXFEZADLET . BRI EE. 0~
127 XFTY. T IAIMEF 0 TY,

[Lower Case Characters] : /{\AT—RICEFNRIFNERSBRUVNFORIEXFEHZANILET . BEIMEDE
F(& 0~127 XFTI, 7 IAIMEL 0TI,

[Upper Case Characters] : XX —RICEFNRINIERSBRVAXFORIEX FEEAILET . BIMEDEE
F(& 0~127 XFTI, 7 IAIMEL 0TI,
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RTERRERER (Cisco ASA)

[Special Characters] : /{AD—RICEFNRFNERSBRVHAX FORIEXFEE AN UET . BINEOEEH(E
0~127 XFTY FFHEXFICE. 1 @, #.$. %. N & *. () HpbFET, 7IAIMEIF 0 TY,
[Different Characters from Previous Password] : #TUWW{ZXT—ReH VIR T— RTEDRIFNUTIRSRL
BINXFEEADUET, BRMEE, 0~127 XFTY., T IAIMEF 0 TY,
X COMBENXXFIYF I AIBICFFUEE A UTeh DT FTLLIRD— RTEREINZXEN ., /ED/(XT—R
DECICHFEAZINTUVRWMZE(RD. /IR D— I EEENEHBRENFT,
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RTERRERER (Cisco ASA)

| 3-6 FIYIUAM 10-2 AOHIG

| 3-6-1 EBEOJMV)RT—REE

JCRT—ReBENESV (R D — FERURE . /\AD— MRS RIETVIERZRF2EENNHDET . D8,
WA - REHETDUNEETT . sRE I D/ RD—REHNEEEEITLI-IEF1)T4DOF5IE D
P.96 (CECEHD[/(RT— R#E |2 SE(ERET LR LTI,

VPN #2Z5DEEED/ (XD - RRVEDPEBMABEDICIZL TEEDHIE=EN50FE LB VWRIEF7ILAP
SHIEEEFORBYRAIEERI LN TEFT.

EE7HhU>Y MN(RAD—REE

(FIED)

ASDM EigEm _EEB(CéH3[ Configuration 127w/, BIEL F(Céd[ Device Setup & &EIRLET
[ Device Setup [UA M5, [Device Name/Password |Z7)vIUET,

File View Tools Wizards Window

@ Home O GConfiguration D Monit

_\ Devuce Setup o B

G Startup Wizard
&) E Interface Settings
[#-43» Routing
8 Pl Device Name/Password
- System Time

[a7] Bookmarks

I &) Device Setup
% Firewall

gg Remote Access VPN

gg Site-to-Site VPN

ﬂ) Device Management
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RTERRERER (Cisco ASA)

[FIFR)
Enable Password IEEH®M[Change the Privileged mode password.][cFIw % AN, FB<HEMR/(RD— R z5%

ELEFT. HEID/NRI—REHNEEEFEEITLI-IFI)T(DOF5IE D P.96 (CELED[ /XD - FRE 1255
(CERTEIBDIEEMERLFT,

ation > Device Setup > Device Name/P

Hostname and Domain Name

Hostname: ciscoasa
Domain Name:

Enable Password

I Chanee the privileged mode password. I
Confirm New Password: m’_l

Telnet Password

[[] Chanee the password to access the console of the security appliance.

l App IZ I Reset
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