Press Releases i T atnal Afairs

May 30, 2012
Communications Usage Trend Survey in 2011 Compiled

The Ministry of Internal Affairs and Communications (MIC) has compiled its
Communications Usage Trend Survey as a result of the survey on the use of
telecommunications services in households and enterprises as of the end of 2011.

For the highlights and outlines of the survey, please see Attachment 1 and Attachment 2,
respectively.

Details of the survey will be posted on the website for the MIC’s Information &
Communications Statistics Database.

(URL: http://www.soumu.go.jp/johotsusintokei/statistics/statistics05.html)

[Survey Outline]

Since 1990, the Communications Usage Trend Survey has been conducted annually with
households (households and household members) and enterprises, as general statistics in
accordance with the Statistics Act (Act No. 53 of 2007). (The survey of businesses has been
conducted since 1993, except for 1994. The survey of household members started in 2001.)
Since 2010, the survey of households has been conducted by prefecture.

Households | Businesses
Survey period January to February 2012
Survey area Nationwide
Businesses with 100 or more regular
Scope of Households headed by someone aged 20 , i g
, i employees (excluding the agriculture,
attributes/ or older (as of April 1, 2011) and ) ) o _
forestry, fisheries, mining, and public
Level of survey household members i ) ,
services industries)
Number of
samples
. 40,592 [40,042] 5,140 [4,602]
[Effective
mails]
Effective 16,580 households (47,158 persons) ,
1,905 enterprises [41.4%)]
responses [%)] [41.3%]

Use of telecommunication services, ownership of telecommunication related devices,

Survey items
etc.

Survey method Mail survey

Contact information:

International Policy Division,

Global ICT Strategy Bureau, MIC

TEL: +81-3-5253-5744 | FAX: +81-3-5253-6041



Attachment 1

Highlights of Communications
Usage Trend Survey in 2011

* [tems indicated with “(Households)” and “(Businesses)” in the titles are based on the results of the survey of households and that of

businesses, respectively, and others are based on the results of the survey of household members (individuals).




1. Internet Diffusion Rate (relative to population) 1

Overall, the rate of Internet use with computers and mobile phones was high, and the rate of their use as
terminals mainly at home and outside home exceeded 70%.

Internet Use with a Terminal (Diffusion Rate)

(relative to population)

Computer at home w&.e

Computer outside home _39-3
Mobile phone —52-1

(%)

Smartphone -16 2
.4 2

Tablet terminal

TV set capable of connecting to the
Internet

Home-use game console capable of
connecting to the Internet; other device

8
8
Internet Use Rate (total) m
pd

0O 10 20 30 40 50 60 70 80

* Indicating the rate of those who have used the Internet by such
terminals over the course of the year 2011 (except for those who did
not answer).

Terminals Mainly Used to Connect to the Internet At

Home and Outside Home (Rate of Internet Users)

Internet Use at Home

mComputer at home

B Mobile phone

O Smartphone

BTablet terminal

OTV set capable of connecting to the
Internet

OHome-use game console capable of
connecting to the Internet; other device

@Have not used the Internet at home

Internet Use Outside Home

(%) OComputer outside home
OMobile phone
BSmartphone
BTablet terminal
B Other equipment

OHave not used the Internet
outside home

* Indicating the rate of those who have mainly used such terminals to
those who have used the Internet over the course of the year 2011
(except for those who did not answer).



2. Internet Use Trend of Mobile Phone and Smartphone Users (1)

smartphones, there was a huge generation gap.

20-29

30-39

40-49

50-59

60-

* Indicating the rate of respondents who have used the Internet with such terminals over the past year (except for those who did not answer).

Mobile phones were used to connect to the Internet among a wide range of ages. As for

Internet Use with a Terminal (Diffusion Rate by Generation) (relative to population)

I Computer at home
1 Mobile phone

= Smartphone

® Tablet terminal

Z Z £ ./
70 80 90 100

(%)



2. Internet Use Trend of Mobile Phone and Smartphone Users (2)

Smartphone users have used various functions and services of the Internet more actively than mobile phone users.

Home

Internet Use Rate by Purpose Outside

Internet Use Frequency Outside Home
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<Mobile phones>

11.5%

<Smartphones>
* Indicating the use rate of individuals who have mainly used a

smartphone or a mobile phone to connect to the Internet
outside home (except for those who did not answer).




2. Internet Use Trend of Mobile Phone and Smartphone Users (3) 4

Smartphone users have used electronic commerce outside home generally more actively than mobile phone users.

Ceiling Amount for Purchase of merchandise via

Use Rate of Electronic Commerce Outside Home

the Internet Outside Home

Smartphones used more to Smartphones also used more generally for content N ] ]
purchase merchandise via the distribution, but not so much difference from purchase The average ceiling amount for purchase of merchandise via
14.0 Internet. ’I‘ of merchandise. ’l\ the Internet used with a smartphone was about 2,500 yen

\ higher than that with a conventional mobile phone.

[

<Mobile phones>
3.1%

9.6%

12.0

Mobi

Mainly using a smartphone to access more for ring tones.

the Internet outside home. MLess than ¥1,000

0¥1,001 - 3,000

10.0

NYAVAVY
NVER"ERA

0¥3,001 - 5,000
B1¥5,001 - 10,000
0¥10,001 — 20,000
0¥20,001 - 50,000
0¥50,001 - 100,000

B¥1,001 - 3,000

\ |
/ \ ) SN ’l B¥100,001 or more
20 +—/ " 7 S ] Average amount: 13,054 yen
. Mainly using a mobile phone to access u ~ i ‘.
0.0 the Internet outside home.
. — e e e e 7 3 5 <Smartphones>

g § s 5
g o _g 4.3% 3.7% mLess than ¥1,000
w

0¥3,001 — 5,000
0¥5,001 — 10,000
0¥10,001 - 20,000
0¥20,001 — 50,000
D0¥50,001 — 100,000
[3¥100,001 or more

Cosmetics, clothes, accessories
Music (* those that are downloaded)
News, weather forecast

Chargeable mail magazines

Image for standby screen

Web mapping service

downloaded)

etc.)
Images/video (* those that are downloaded)

Food stuff (foods, drinks (alcoholic, non-alcoholic))
via the Internet)

sports items, stationery items, etc.)

* Indicating the use rate of electronic
commerce by individuals aged 15 and up who
have mainly used a smartphone or a mobile
phone to connect to the Internet outside home
(except for those who did not answer).

Average amount: 15,533 yen

Software (computer programs) (* those that are downloaded)

such as OS [limited to tangible items such as DVD-ROM])
Books, CD/DVD, Blu-ray Disc (except electronic books, etc. that are

*1 Indicating the rate of amount of individuals aged 15 and up who have
purchased merchandise via the Internet outside home and the average
amount (except for those who did not answer).

Computers or computer-related (computers, peripheral devices, software
Hobby items, sundry goods (toys, game software, music instruments,
Tickets, coupons (air/train/bus tickets, concert/theater tickets, gift coupons
Traveling (applying for a package tour, purchasing items for traveling, etc.)
Financial trading (banking, buying/selling securities and insurances, etc.
Other (furniture, home electric appliances, automobile components, etc.)




3. Possession of Main ICT Equipment per Household (Households)

Possession of Main ICT Equipment per Household

5

Use Rate of In-home Wireless LAN by Terminal
Possessed (Households

Among saturated diffusion of ICT equipment overall, the smartphone possession rate The use rate of households possessing a
u u I
showed a pronounced increase. P 9
(%) 100.0  a— smartphone and tablet terminal exceeded
) - o Mobile phone/PHS 60%
90.0 [ g ey (mcludmg smartphone) ’
80.0 ~ < Fixed-line telephone Total
70.0 Cemputer i
60.0
M ey ™ *
50.0 EAX )
\(_ — Households possegsing ja computer
TV ble of IR R
40.0 setcapabie-o Smartphone (re-posted) e
connecting to the
30.0 W
Internet /x Y / Home-use game console
20.0 — <€— capable of connecting to
10.0 % A / the Internet Households possedsing|a smartphone
* Excluding those who ' e —— e T T .= | Tablet terminal o e .
did not answer 00 "VEa007 | vE2008 | VE2009 | VE2010 | VE 2011 o R=t
(n=3,640) | (n 4,515) | (n 4,547) | (n 22,271) | (n 16,530) \ Other intelligent 8.8
e==g===_ Mobile phone/PHS P P . e o app“ances. capable ' .
(including smartphone) @0 70 963 932 o4 of connecting to the Housetl\olds possegsing|a tablet terminal
= = Fixed-line telephone 90.7 90.9 91.2 85.8 83.8 Internet || 1 N B B
= A== Computer 85.0 85.9 87.2 83.4 77.4 = :
— <FAX 55.4 535 57.1 43.8 45.0 A PLERERRRRE ¢ 236
seoXeo TV set capable of
connecting to the Internet 117 15.2 232 268 336 4.9 /
@ + Home-use game console f I/ |/ > |
capable of connecting to the 15.2 20.8 25.9 23.3 245
Internet 0% 20% 40% 60% 80% 100%
Tablet terminal 7.2 8.5 .
===+ QOther intelligent appliances M Have used it
capable of connecting to the 4.3 55 7.6 35 6.2 . i
Internet BPlan to introduce it
Smartphone (re-posted) 9.7 29.3

* Number of “Mobile phone/PHS (including smartphones)” has included those of smartphones since the end of 2010.

The possession rate excluding smartphones at the end of 2011 was 89.4.

D Have no plans to introduce it

* Excluding those who did not answer



4. Internet Use by Age Group (1) Internet Diffusion Rate 6

wasg almoct on an 1inward trend it wag <till low comnared with othar a
Qost on an upwarg treng, 1intwas still Iow compareq olher a

Although the rate among people a up was alm p pared with g

Hiviily po

n e a
While the rate among people aged 13 — 49 exceeded 90%, the rate among people 60 and up substantially declined.

@) (1) By age group

100 7.497.7
86,1 50661
80 ’78_.078'279.1
0.3
20
0 i T e I —_— I BRI M e L e I SEE B R —
Total Aged 6-12 Aged 13-19 Aged 20-29 Aged 30-39 Aged 40-49 Aged 50-59 Aged 60-64 Aged 65-69 Aged 70-79 Aged 80 and

above

(Note) "Total" refers to the population aged 6 and above.
BYE 2009 (n=13,928) BYE 2010 (n=59,346) BYE 2011 (n=41,900) Tabulated excluding “those who did not answer.”




4. Internet Use by Age Group (2) Use of Electronic Commerce
As for purchase of merchandise via the Internet, there was a huge gap in the use rate between people

aged 49 and below and those aged 50 and up.

Use Rate of Electronic Commerce (Comparison by Age)
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* Indicating the rate of those who have purchased
such items among Internet users of such ages.

* Excluding those who did not answer.
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5. Data Communication Rate Plans 8

Situation of Data Communication Rate Plans

More than 50% of smartphone subscribers have a contract for a
flat-rate fee plan (one-stage (flat))

0% 20% 40% 60% 80% 100%

Total
(n=28,623)

Mobile
phone
subscribers
(n=24,800)

Smartphone
subscribers
(n=4,686)

E Flat-rate fee plan (two-staged) B Flat-rate fee plan (one-staged (flat)) B Otherrate plan (metered-rate, etc.)

* Target: Subscribers of mobile phones, smartphones, and tablet

(Excluding those who did not answer)

Intention to Review Rate System

70% of subscribers with a contract for a flat-rate fee plan
continued to prefer the current rate system centered on flat-rate
fee plans.

0% 20% 40% 60% 80% 100%

Total
(n=26,570)

Flat-rate fee plan
(two-staged)
(n=12,073)

Flat-rate fee plan
(one-staged
(flat)) (h=9,381)

Other rate plan
(metered-rate,
etc.) (n=4,637)

B Prefer the rate system centered on flat-rate fee plans
B Preferalsoa metered-rate plan to maintain communication speed
O Have no particular preference
* Target: Subscribers of mobile phones, smartphones, and tablet terminals
(Excluding those who did not answer)



BEWe have used it on a company-wide basis.
EWe haven't, and we have no plans to use it.

YE 2010
(n=2,067)

YE 2011
(n=1,892)

] 14.1%

6. Use of Cloud Services (Businesses)

Use of Cloud Services

Rate of companies using cloud services increased to 21.6% from 14.1% at the end of 2010.

BWe have used it in some offices or divisions.

OWe don't know about cloud services.

OWe haven't, but we plan to use it in the future.

4.2 10.0

25.9

20.0

| 21.6%

0%

20%

Use of Cloud Services by Scale of Capital Stock

100%

Reasons Not to Use Cloud Services

Use rate of cloud services tends to increase in proportion
to scale of capital stock in general.

50% 1

45% -

40% -

35% A

30% -

25% -

20% -

15% -

10% -

5% -

0% -

Less than 10M yen
10M-less than 30M yen mommmsereeee

OYE 2010 (n=2,067)

30M-less than 50M yen

50M-less than 100M yen prpmaaaaoons

BYE 2011 (n=1,892)

o
]
>
=
S
=3
s}
s
o
(%]
<
=
S
S
=

500M-less than 1 billion (B) yen g5

1B-less than 5B yen g
5Byen and over

*Excluding those who
did not answer

42% of the companies not using cloud services cited “we have no
need,” and 34% cited concern about security.
10%

0%

20%

30%  40%  50%

Wehaveno need. [

Concem about security including information g

leakage

Itis costly to modify the existing systemto introduce B

cloud computing.

We don'tknow orcan't evaluate it's merits. [

Concemed about stability of the network HEE

We can't customize the application to meetour
needs. L

Increased communication costs [

Underdeveloped legal system [EEEEE

Theintroductionof cloud computingwould s

compromise ourcompliance system

Other [

| 42.3

(n=727)

*Excluding those
who did not answer




7. Security-threatening on Intranet and Inter-company Network (Businesses)

Security-threatening Incidents at Companies

The rate of companies which have been infected with a virus
or have experienced a security-threatening incident
substantially declined to 38.8% in the 2011 survey from
62.4% in the 2009 survey.

0% 20% 40% 60% 80%
i L . 1 )
Have experienced some 64.3
security-threatening incidents 511
40.5
/ Have been infected withavirus 62.4
orhave encountered avirus 48.7
38.8
Have encountered a computer virus, 37.1
buthave notbeen infected 32.3
27.4
Have encountered a computer virus, 26.5
and have been infected atleastonce
Used as arelay or aspringboard .
for spam mail %%
OYE 2009
1.9 =
Unauthorized access 1.6 (n=1,787)
0.9 BYE 2010
1.1 (n=2,050)
DoS (DDos)attack 1.4
1.0 BYE 2011
(n=1,860)
Deliberate or inadve(tentleakage &g
ofinformation 0.7 * Excluding those
0.3 who did not answer
Unauthorized alteration ofawebsite | 0.4
0.1
0.9
Otherproblems | 0.7
0.4

None
59.5

10

Companies’ Implementation of Security Measures

The response of taking some security measures has hovered at
a high level of 97% from the 2009 survey to the 2011 survey.

0.0 20.0 40.0 60.0 80.0 100.0
Have takensome | 99{.{3
security measures 97'0
Installing an antivirus program on terminals 382-8
such as computers (OS, software, etc.) 841

Installing an antivirus program on the servers —ggm.l
Controlling access by ID and password X 63.1
55.0
e

Applying security patchesto the OS 46.4

37.1

Establishing asecurity policy | Ty — 1

Training employees

-

Recording accesslogs

Using a proxy server

Building a virus wall when making
an external connection

DOYE 2009
Conducting security audits (n=1,807)
Using a cipher (cryptographic) system =
fordata or the network (YnEZZ%Jé%)
Introducing an authentication technology '
for checking the user's identification BYE 2011
(n=1,855)

Creating a manual for combating viruses

* Excluding those

Outsourcing security management
who did not answer

Monitoring the network

Installing/implementing a web
application firewall

Installing an intrusion detection system (IDS)
Other security measures

No particular measures

* “Installing/implementing a web application firewall” is an item surveyed since the end of 2010.



Attachment 2

Results of Communications Usage
Trend Survey 2011 (Outline)

1. Diffusion of the Internet and Other Networks

(1) Number of Internet Users and Diffusion Rate (relative to population) (Individuals) ---- 1
(2) Internet Usage Rate (INIVIUAIS) ««+-xxswserrrerermmmmmmnmiiii s 2
(3) Internet Usage Rate By Terminal (INAIVIAUAIS) «++-eeererremenmnmininiis 3
(4) Internet Usage Rate (BUSINESSES) «-+«+wrrrrrrerrrsesemiiitiiiiiiiiei e 5
(5) Types of Internet Connection (HOUSENOITS) «++++rrrrerrrerrrenininininiiiiiis 5
(6) Usage of In-home Wireless LAN (HOUSENOIAS) «+wewrererremenimnimiinniisiinici 6
(7) Types of Internet CoNNECtion (BUSINESSES) «+++-rwsrrerrssrsumirnmisiisissisis s 6
(8) Diffusion of Main ICT Equipment (HOUSENOITS)  «++++ererererererenininiiiiiis 7

2. Trends in the Use of ICT by Individuals

(1) PUrpose of INternet USAQE «+«+s«wreereerrrreririirnirits it 8
(2) Merchandise and Services Purchased or Traded via Internet ««:.-.ooooevvvme. 9
(3) Payment Methods for Purchase via INternet -« e, 10
(4) Ceiling Amount for Purchase of Merchandise via the Internet -« 11
(5) Using Images/Video and Voice Recording CONtENt ««-«- e 13
(6) Individual Use of Social Media «««-s«-seeeeermmieieiiii 14
(7) Data Communication RAte PIans «:«-«w s ereermiimiiiii 15

3. Trends in the Use of ICT by Businesses

(1) Building a Company Communication NetWOrk «««s-xeererrseieniiiiis 17
(2) Utilization of Social Media Services in BUSINESSES  «+++«+xxwrsrsriririririmiiininis 18
(3) USE Of E-COMUIMEITE  ++seeseeseeseestesieieie e 19
(4) Advertising ON the INTEINET  «+rrrrrrrrrrrrriri i s 20
(5) Status of Implementing ICT-related Tools Based on Wireless Communication

TECNNOIOQY  +++eveeseeseeseess et 21
(6) Use of Cloud COMPULING SEIVICES  «+eerrererrrrirmamiriiiiiiiisi s 22
(7) TEIEWOIKING «+eerererremestenieii it 24

4. State of Coping with Safety and Security Issues

(1) Implementation of Security Measures (HOUSENOIAS) «++wvrerrrririinmniriniini, 26
(2) Concerns about Internet Usage (HOUSENOIAS) «w+reremrrremrinmnmiiii, 27
(3) Security-threats to Company Communication Network and Security Measures

(BUSINESSES) «rreererereesestrstetiiti sttt 28
(4) Problems in Using Internet and In-house LANS (BUSINESSES) -:::-xwevvrrermmmmmmmmmiiiiniiinnns 30

(5) Implementation of Measures to Protect Personal Information (Businesses) - 30



1. Diffusion of the Internet and Other Networks

(1) Number of Internet Users and Diffusion Rate (relative to population)
(Individuals)

The number of people who used the Internet over the course of the year 2011 increased by
1.48 million from the previous year, and is now estimated to be 96.10 million. The diffusion

rate (relative to population) was 79.1%.

Trends in the Number of Internet Users & Diffusion Rate
(relative to population) (Individuals)

(10thousand people)

10,000 —INo.of users 9001 9,408 9,462

7 100%

9,000 | |-O-Diffusion rate (relative to population) | g 529 8,754 8,811

1 90%

8,000 f 7,730
6,942

1 80%

:.'.:: Lo
730 723,

7,000 r

RIS N (RS0 S SSs M oo 780] | 782 | o
B B DR B s pa e
6,000 64.3 66_.0_ 1 60%

5000 [ [0 1 50%

4,000 | . 1 40%

3000 | oo 1 30%

2,000  [.7.7." 1 20%

1,000  }reTe0. 1 10%

0 0%

Year-End YE 2002 YE 2003 YE 2004 YE 2005 YE 2006 YE 2007 YE 2008 YE 2009 YE 2010 YE 2011

(YE) 2001

Notes: 1. The range of ages subject to this survey was six and up.

2. The number of Internet users (estimated) refers to the number of users estimated from the results of this survey of
people aged six and up who had used the Internet during the preceding 12 months for the survey. All types of devices
are assumed for connecting to the Internet, including computers, mobile phones, personal handy-phone system (PHS)
devices, smartphones, tablet terminals, and game consoles (regardless of ownership); all purposes are assumed,
including personal use, use for work, and use at school.

3. The number of Internet users is calculated by multiplying the estimated population aged six and up each year
(estimated from census returns and life tables) by the Internet usage rate for people aged six and up obtained from this
survey.

4. The numbers are calculated excluding those who did not answer. (The same applies to the results in this document
hereinafter.)

(2) Internet Usage Rate (Individuals)

With regard to trends in Internet usage by age group, the rate among people aged 13-49
exceeded 90%. Although the rate among people aged 60 and up was almost on an upward
trend, it was still low compared with other age groups.

By annual household income, the usage rate was higher for higher income levels.

By usage frequency, about 80% of smartphone users (outside home) use the Internet “At
least once a day.”

By prefecture, the usage rate was higher mainly in prefectures with large cities. The
following 9 prefectures had above-average usage rates: Hokkaido, Saitama, Chiba, Tokyo,

Kanagawa, Aichi, Kyoto, Osaka and Nara.

Note: The form of survey items targeted at individuals was changed to asking questions separately concerning “at home” and
“outside home” from the 2011 survey.



Trends in Internet Usage Rate by Age Group (Individuals)

8YE 2009 (n=13,928)

100%

E; 8

y
§
.
4
.
%

@YE 2010 (n=59,346)

2 YE 2011 (n=41,900;
80% | 78.0 782 791 ( )
T

60%

| 7
40%
g

65-69 70-79 80 and up

8
8
éi:i:i

30-39 40-49

20%

0% -2
Total:
6and up

Internet Usage Rate By Age Group and Gender (Individuals) (End of 2011

100% 958 976 979 o5

958 956 943

80%

60%

40%

20%

0%
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Internet Usage Rate By Annual Household Income (Individuals) (End of 2011)
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Internet Usage Frequency By At Home or Outside Home (End of 2011)
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LAt least once a day B At least once a week (not every day)
OAt least once a month (not every week) OlLess frequently than the above (at least once a year)

(This was targeted at those who have used the Internet at home or outside home.)

Internet Usage Frequency By At Home or Outside Home and Main Terminal
(End of 2011)
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(This was targeted at those who have used the Internet at home or outside home by equipment mainly used.)



Internet Usage Rate By Prefecture (Individuals) (End of 2011

|:| Less than 70%
|:| 70% and less than 75%
. 75% and less than 80%
. 80% and over

Internet Usage Rate (Individuals)

Prefecture (n) Usage Rate (%) Prefecture (n) Usage Rate (%)
Hokkaido (811) 82.7 Shiga (884) 79.0
Aomori (824) 65.7 Kyoto (771) 79.7
Iwate (1,086) 70.4 Osaka (783) 82.0
Miyagi (897) 78.8 Hyogo (989) 78.6
Akita (1,082) 68.0 Nara (1,019) 79.5
Yamagata (1,004) 71.0 Wakayama (777) 76.3
Fukushima (909) 73.2 Tottori (953) 72.9
Ibaraki (910) 75.1 Shimane (909) 72.5
Tochigi (957) 75.3 Okayama (1,256) 76.3
Gunma (968) 74.3 Hiroshima (860) 75.4
Saitama (850) 82.4 Yamaguchi (711) 72.1
Chiba (796) 81.4 Tokushima (726) 76.5
Tokyo (779) 84.1 Kagawa (893) 74.6
Kanagawa (746) 87.5 Ehime (637) 73.4
Niigata (1,165) 71.2 Kochi (712) 68.7
Toyama (1,385) 72.1 Fukuoka (784) 78.8
Ishikawa (1,066) 75.8 Saga (853) 74.8
Fukui (981) 76.9 Nagasaki (707) 72.3
Yamanashi (944) 74.2 Kumamoto (753) 73.2
Nagano (1,095) 73.9 Oita (834) 72.5
Gifu (1,194) 74.0 Miyazaki (717) 68.3
Shizuoka (938) 77.6 Kagoshima (607) 75.7
Aichi (849) 83.3 Okinawa (584) 76.8
Mie (945) 77.8

Note: Shaded prefectures are those with usage rates higher than the national average (79.1%).



(3) Internet Usage Rate By Terminal (Individuals)

With regard to internet usage by terminal over the course of the year 2011, the usage rate of
“Computer at home” was highest at 62.6%, followed by “Mobile phone” (52.1%), and
“Computer outside home” (39.3%), while the rate of “Smartphone” was 16.2%.

Further, in terms of internet usage by main terminal by age group, “Computer at home”
was used by about 80% of people aged 13-49. “Mobile phone” was used about 60% to
70% of people aged 13-59. As for people aged 60 and up, the usage rate of “Mobile
phone” (33.2%) was higher than that of “Computer at home” (31.1%). “Smartphone” was
particularly high among people aged 20 — 29, with the rate at 44.9%.

Internet Usage Rate By Main Terminal Internet Usage Rate By Main Terminal
(Individuals) By Age Group (Individuals)
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(Thiswas targeted to those who have used the Internet at home (n=28,170)) (Thiswas targeted to those who have used the Internet outside home(n=22,723))




(4) Internet Usage Rate (Businesses)
The rate of Internet usage by businesses as a whole was 98.8%.

Trends in the internet usage rate remained flat, at around 99%, showing that internet usage
at businesses sufficiently diffused.

Trends in Internet Usage Rate (Businesses)

99.5
99.0 98.8 98.8

100%

95%

90%

85%

80%

YE 2001 YE2002 YE2003 YE2004 YE2005 YE2006 YE2007 YE2008 YE2009 YE2010 YE2011

(5) Types of Internet Connection (Households)

The percentage of households using broadband lines as Internet connections for computers
at home, TV sets capable of connecting to the Internet, etc. increased by 4.0 percentage
points from the previous year, to 81.9%. Of households using broadband lines, the usage rate
of optical fibers scored 52.3%.

Trends in Internet Connection Used for Computers At Home, TV Set Capable of
Connecting to the Internet, etc. (Households) (Multiple choices allowed)

100%

Broadband line £

s Optical fiber
CATV line

N
DSL

: 3rd-generation

mobile phone line gl

Fixed wireless line

BWA
\\ access service

OYE 2009 (n=3,751)

BYE 2010 (n=16,780)

Narrowband line 212 BTE 2011 (n=11,180)

R
ISDN line 2721 0.4

6.7

ine = :19.0
Telephone line T 78
(dialup) N 7

Notes: 1. The households subject to this survey were those using “computers at home,” “tablet terminals,” “TV sets capable of
connecting to the Internet” and “other equipment” to access the Internet.
2. “Broadband lines” consist of DSL, CATV lines, optical fibers, fixed wireless lines (FWA), BWA access services,
3" generation mobile phone lines (limited to cases in which a computer is connected to a mobile phone), and LTE.
3. In addition to the types of “narrow-band lines” shown above, there are types using mobile phone lines (except for
3"_generation mobile phone lines and LTE) and PHS lines.
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(6) Usage of In-home Wireless LAN (Households)

With regard to the usage of in-house wireless LAN, the usage rate of total households
accounted for 39.3% and that of households using computers, etc. to connect to the Internet
at home accounted for 50.3%, resulting in more than half of all households which have an
Internet connection using in-home wireless LAN.

By line of internet connection, households adopting a broadband line (such as DSL and
optical fiber) connection accounted for 58.5% and those adopting a narrow-band line (such as
a telephone line or ISDN line) connection accounted for 48.0%, resulting in more than half of
households adopting a broadband line connection using in-home wireless LAN.

By terminal possessed, more than 60% of households with smartphones and tablet
terminals have used in-home wireless LAN.

Usage of In-house Wireless LAN (End of 2011)

0% 20% 40% 60% 80% 100%
Total R
(n=16,378) (N
BWe have used
Broadband line (g in-home
(n=8,787) wireless LAN.

Narrow-band line  EES

(n=2,589) E@We haven't, but

planto
Households with computers  EEEEEEER introduce it in
(n=12,133) s the future.

—]@We haven't, and
have no plans to
do so.

Households with smartphones [EEH
(n=4,168) )

Households with tablet terminals BB
(n=1,184) L

Notes: 1. In-home wireless LAN includes use in conjunction with wired LAN.
2. Broadband line (such as DSL and optical fiber) connection includes use in conjunction with narrow-band line connection.
3. Narrow-band line (such as telephone line and ISDN line) connection includes use in conjunction with broadband line
connection.

(7) Types of Internet Connection (Businesses)

The percentage of businesses using broadband lines as Internet connections for
businesses increased by 3.7 percentage points from the previous year, to 83.4%. The usage
rate of optical fibers increased by 4.7 percentage points to 78.9%, indicating that the diffusion
of optical broadband connection for businesses is steadily progressing.

Types of Internet Connection (Businesses) (Multiple choices allowed)
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(8) Diffusion of Main ICT Equipment (Households)

With regard to the diffusion situation of ICT equipment by equipment, the diffusion rate for
households of “Mobile phone/PHS” and “Computer” accounted for 94.5% and 77.4%,
respectively. The rate of “Smartphone,” the number of which was included in “Mobile
phone/PHS,” was 29.3% (increased by 19.6 percentage points from the previous year),
showing a rapid diffusion.

Trends in Diffusion of Main ICT Equipment (Households)

100
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~ 5.4 O e 55 7.6 ———  Tobletterminal
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(N=3,657) (n=4,278) (n=3,845) (n=3,673) (n=3,354) (n=3,695) (n=3,982) (n=4,999) (N=3,640) (n=4,515) (n=4,547) (n=22271) (n=16,530)

Note 1: “Mobile phone/PHS" has included personal digital assistants (PDAs) since the end of 2009 and smartphones as an included number since the end of 2010. The possession rate
excluding smartphones was 89.4%.
Note 2: “Smartphone” was re-posted in “Mobile phone/PHS.”




2. Trends in the Use of ICT by Individuals

(1) Purposes of Internet Usage

In terms of purposes for using the Internet at home, “Sending/receiving email” was the most
common, at 70.1%, followed by “Viewing a website or a blog (weblog)” (63.6%) and “Purchase
or trade of merchandise or services” (60.1%).

Using the Internet outside home showed that those who mainly use smartphones were
generally more active in using various functions or services of the Internet than those who
mainly use mobile phones, especially indicating a great difference in purchase or trade of
merchandise or services.

By generation, it showed that people aged 49 and below were more active in using various

functions or services of the Internet than those aged 50 and up.

Functions or Services of Internet Usage At Home or Outside Home (Individuals)
(Multiple choices allowed) (End of 2011)
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Note: Indicating the ratio of users by function or service to the Internet users at home or outside home.
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Note: Indicating the rate of those who have used such functions or services to Internet users of such ages.



(2) Merchandise and Services Purchased or Traded via the Internet
With regard to usage at home, it showed that those who mainly use smartphones were
more active in purchasing merchandise or services via the Internet compared with those
who mainly use mobile phones. It also showed that those who mainly use smartphones
were generally more active in purchasing digital content, but this difference was not as large.
By age group, regarding the purchasing of merchandise or services, people aged 49 and

below and those aged 50 and up showed different tendencies.

Merchandise and Services Purchased via the Internet by Main Terminal
(Individuals) (Multiple choices allowed) (End of 2011)
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Chargeable mail magazines
Electronic books

Image for standby screen
Web mapping service

Cosmetics, clothes, accessories
alcoholic))
are downloaded)

stationery items, etc.)
Music (* those that are downloaded)

Traveling (applying fora package tour,
purchasing items for traveling, etc.)
automobile components, etc.)

Computers or computer-related (computers,
peripheral devices, software such as OS
[limited to tangible items such as DVD-ROM])
Books, CD/DVD, Blu-ray Disc (except
electronic books, etc. that are downloaded)

Food stuff (foods, drinks (alcoholic, non-
Hobby items, sundry goods (toys, game
software, music instruments, sports items,
Tickets, coupons (air/train/bus tickets,
concert/theater tickets, gift coupons, etc.)
Financial trading (banking, buying/selling
securities and insurances, etc. via the Internet)
Other (furniture, home electric appliances,
Software (computer programs) (* those that
Images/video (* those that are downloaded) | &

Note: “Computer at home” was targeted at those who have mainly used a computer to connect to the Internet at home. “Mobile phone
(outside home)” and “Smartphone (outside home)” were targeted at those who have mainly used such equipment to connect to the
Internet outside home. This indicated the ratio of the number of users by function or service to the total number of each target.

Merchandise and Services Purchased via the Internet by Age Group (Adults)
(Multiple choices allowed) (End of 2011)
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Other (furniture, home electric appliances,
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Images/video (* those that are downloaded)

Note: Indicating the ratio of the number of those who have purchased such items to the total number of Internet users of such ages.
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(3) Payment methods for purchase via the Internet
In terms of payment methods for purchases via the Internet, “Credit card payment” was
highest at 57.7%, followed by “Cash on delivery of merchandise” (47.6%), “Payment at a
convenience store” (33.9%) and “Payment through a bank or post office ATM/teller” (31.2%).

Payment Methods for Purchase via the Internet (Multiple choices allowed)
(End of 2011)
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(4) Ceiling Amount for Purchase of Merchandise via the Internet

With regard to the average ceiling amount per purchase of merchandise among people
aged 15 and up who have purchased merchandise or services via the Internet, the amount for
total purchase at home was 22,361 yen. In terms of purchase at home by terminal mainly
used, the amount for a computer at home was largest, at 23,858 yen, followed by a
smartphone, at 19,410 yen, and a mobile phone, at 13,054 yen.

The amount for total purchase outside home posted 20,127 yen, and by terminal mainly
used, the amount for a computer outside home was largest, at 25,084 yen, followed by a
smartphone, at 15,533 yen, and a mobile phone, at 13,054 yen.

Average Ceiling Amount for Purchase via the Internet At Home or Outside Home
(End of 2011)
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(This was targeted at people aged 15 and up who have
purchased merchandise via the Internet at home)

(This was targeted at people aged 15 and up who have
purchased merchandise via the Internet outside home)



Average Ceiling Amount for Purchase via the Internet At Home (End of 2011)
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(5) Using Images/Video and Voice Recording Content

With regard to using images/video and voice recording content, “Posting-type video sharing
service (on-demand)” was highest, at 73.7%, followed by “Broadcast program distribution
service (on-demand)” (28.4%).

Looking at terminals used, computers were used the most, at home and outside home,
followed by smartphones.

Looking at purposes of use, “To watch videos, etc. of favorite artists, etc.” was highest, at
59.8%, followed by “to watch topical videos/programs” (44.3%).
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Recording Content Content (Multiple choices allowed for total)
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(6) Individual Use of Social Media
With regard to the usage rate of social media by terminal used to access the Internet,
those who have used tablet terminals had a high rate of using social media. Especially, the
rate of “Using video posting/sharing site” exceeded 50% at 58.0%.
Looking at purposes of use of social media, “To seek information about things | want to
know” was highest, at 64.4%, followed by “To communicate with acquaintances I've known
for a long time” (50.1%) and “To seek people who have the same hobbies/tastes” (25.1%).

Usage Rate of Social Media by Terminal Used (End of 2011)
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(7) Data Communication Rate Plans

With regard to data communication rate plans among subscribers of mobile phones,
smartphones, and tablet terminals, about 80% have a contract for a flat-rate fee plan, such as
“Flat-rate fee plan (two-staged)” at 45.6% (excluding those who did not answer, the same
applies hereinafter) and “Flat-rate fee plan (one-staged (flat))” at 36.4%.

In terms of the situation of reaching the ceiling amount of monthly payment among those
who contract a flat-rate fee plan (two-staged), about 60% reached the ceiling amount of
monthly payment, such as “Almost every month,” at 34.8%, and “Every month,” at 23.3%.

In terms of the movement to review the current rate system, many people tended to prefer
the rate system centered on flat-rate fee plans, showing “Prefer the current rate system
centered on flat-rate fee plans with the ceiling though there is a possibility of slowing
communication speed” at 70.1%, “Prefer also a metered-rate plan to maintain communication
speed” at 8.6% and “No particular preference” at 21.3%.

By data communication rate plan, slightly over 75% of subscribers with a contract for a
flat-rate fee plan, and by situation of reaching the ceiling amount of monthly payment, slightly
over 80% of those who responded with “Reach the ceiling every month,” prefer the rate
system centered on flat-rate fee plans, respectively.

Situation of Data Communication Rate Plan (End of 2011)
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Total
(n=28,623)

Mobilephone subscribers
(n=24,800)

Smartphone subscribers
(n=4,686)

aFlat-rate fee plan (two-staged)  BFlat-rate fee plan (one-staged (flat)) ~ ©Other rate plan (metered-rate, etc.)

(Note) Target: Subscribers of mobile phones, smartphones, and tabletterminals

Situation of Reaching the Ceiling Amount (End of 2011)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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(n=12,699)

Mobile phone subscribers [
(n=11,051) s

Smartphone subscribers [
(n=1,821)

®mReach the ceiling amount every month BReach the ceilingamount almost every month
oReach the ceilingamount very rarely

(Note) Target: Subscribers of mobile phones, smartphones, and tabletterminals
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Intention to Review the Rate System (End of 2011)
0% 20% 40% 60% 80% 100%

Total
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(Note) Target: Subscribers of mobile phones, smartphones, and tablet terminals

Mobile Phone Subscribers
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Smartphone Subscribers
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3. Trends in the Use of ICT in Businesses

(1) Building a Company Communication Network
With regard to the situation of building a company communication network (intranet and
inter-company network) targeted to all businesses, 87.5% of companies have built a company
communication network.
In terms of communication service mainly used at a company communication network,
“Internet VPN” was highest, at 54.0%, followed by “IP-VPN" (41.9%) and “Wide-area Ethernet”
(34.2%).

Building a Company Communication Network (End of 2011)

0% 20% 40% 60% 80% 100%

Have built a company
communication network
(subtotal)

r Have built both an intranet
and inter-company network

H 56.0

L > Have built only an intranet

Have built only an
— inter-company network

1.2

(n=1,896)

Have not built any company

communication network 12.5

Communication Service Mainly Used for Company Communication Network
(Multiple choices allowed) (End of 2011)
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Wide-area Ethernet
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Internet VPN B 54.0
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Telephone line (dialup) S

other R s
Don't know “ 5.2

B 23.0

(n=1,630)

17




(2) Utilization of Social Media Services in Businesses

The percentage of businesses using at least a part of a social media service was 12.4%. BY
business category, “Services & other” was highest, at 18.2%, followed by “Wholesale/Retail”
(11.7%) and “Finance/Insurance” (10.0%).

In terms of purposes or uses among businesses responding that they use social media
services, “Announcement, advertisement, or display of products and events” was highest, at
53.4%, followed by “Periodic dissemination of information” (40.8%) and “Corporate profiling;
recruiting” (39.1%).

Presence or Absence of Utilization of Social Media Services in Businesses
(End of 2011)
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(3) Use of E-commerce
The percentage of businesses using e-commerce (procurement/sales via the Internet) was
44.5%. For the usage rate by business category, “Finance/Insurance” was highest at 59.1%,
followed by “Wholesale/Retail” (52.3%) and “Manufacturing” (46.1%).
Looking at internet selling models among businesses selling certain items via the Internet,
“Online shop (company’s own site)” was highest, at 69.9%, followed by “Online shop (opening
at an online mall)” (34.2%).

Use of E-commerce by Business Category (Multiple choices allowed)
(End of 2011)

60% By Business Category 50.1
52.3

50% H
40% H
30% H
20% A

10% [

o M 3 : 3
Total Construction Manufacturing Transportation Wholesale/Retai  Finance/Insurance Services & other
(n=1,880) (n=297) (n=310) (n=357) (n=311) (n=153) (n=452)

| ® Performing any type of e-commerce O Procurement from companies & Sales to companies O Sales to consumers |

70% By Scale of Capital Stock

66.0
60% B
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40%
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20%
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1:1:1
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B Performing any type of e-commerce OProcurement from companies
@ Sales to companies @ Sales to consumers

Internet Selling Models (Multiple choices allowed) (End of 2011)
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(4) Advertising on the Internet (Businesses)

The percentage of businesses using the Internet to advertise was 25.6%. For the usage rate
by business category, “Finance/Insurance” was highest, at 50.8%, followed by “Services &
other” (33.2%) and “Wholesale/Retail” (28.5%).

Regarding types of advertising, “Banner ads” were highest, at 42.4%, followed by “Mail
magazines” (39.9%) and “Text ads” (32.1%).

Usage Rate of Advertising on the Internet (End of 2011)

60% T By Business Category 40% [

By Scale of Capital Stock

50% [

30%

40%

30% 20%

20%
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Types of Advertising on the Internet (Multiple choices allowed) (End of 2011)

0% 10% 20% 30% 40% 50%

Bannerad
Mailmagazine 8
Textad

Linked to a search engine

Directmailing (DM) (e.g.targeted
mailing)

Mail type ad

Rich media ad

Sponsorship ads (e.g. tie-up with
editing)

Linked to content

Bannerad (mobile) N 3.5

Contents matching ad _ 3.4 BYE 2011 (n=511)

Other Internet ad “ 8.7

Notes: 1. Text ad: Ad using text only.
2. Banner ad: Graphical web advertising that links to another website when clicked.
3. Rich media ad: Ad using voice and images, e.g., with a display moved around by the movement of the mouse, or
with a streaming-based motion picture.
4. Contents matching ad: Ad that analyzes Web content or key words and displays materials related to the contents.
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(5) Status of Implementing ICT-related Tools™® Based on Wireless

Communication Technology

The implementing rate of services, systems and tools using ICT-related tools based on
wireless communication technology was 44.4%. In terms of the usage rate of each tool,
“Contactless smart cards” was highest, at 25.7%, followed by “Devices equipped with network
connection (e.g., network-connected cameras and network-connected sensors)” (25.3%).

In terms of the implementing rate of each ICT-related tool by business category, “Electronic
tags” was highest in “Manufacturing,” at 12.0%, and “Contactless smart cards” and “Devices
equipped with network connection (e.g., network-connected cameras and network-connected
sensors)” were highest in “Finance/lnsurance,” at 56.4% and 36.8%, respectively. “Locating
devices (mobile phones, etc.) based on GPS” was highest in “Transportation,” at 43.7%.

(Note) In this survey, the term “ICT-related tools” generally means business tools equipped with next-generation
communication features, such as electronic tags (RFID tags), contactless smart cards, devices equipped
with network connection (e.g., network-connected cameras and network-connected sensors), and
locating devices (mobile phones, etc.) based on GPS.

Status of Implementing Services and Systems Using ICT-related Tools
(End of 2011)

(n=1,815)

BWe have introduced them. EWe haven't, but we plan to introduce them in the future. OWe haven't, and we have no plans to do so.
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(6) Use of Cloud Computing Services

The percentage of businesses using at least a part of a cloud computing service (hereinafter
referred to as a “cloud service”) was 21.6%, which is 7.5 percentage points more than the
14.1% rate at the end of 2010. By scale in terms of capital stocks, the usage rate was nearly
proportional to the scale of capital stock, and the usage rate in businesses capitalized at 5
billion yen or more scored 44.4%.

As for the reasons for not using cloud services, “There is no need” was highest, at 42.3%,
followed by “Concern about security” (33.7%) and “It is costly to modify the existing system to

introduce a cloud service” (23.4%).

Use of Cloud Services
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(7) Teleworking

The percentage of businesses that have introduced teleworking was 9.7%. By scale in
terms of capital stocks, the introduction rate of teleworking was nearly proportional to the
scale of capital stock, and the introduction rate in businesses capitalized at 5 billion yen or
more scored 24.7%.

Regarding the percentage of employees using teleworking in businesses, “Less than 5%~
was highest, at 65.4%, followed by “10% to less than 30%” (13.3%) and “5% to less than 10%”"
(9.1%).

For main purposes of introducing teleworking, “Improvement of efficiency (productivity) of
routine work” was highest, at 50.0%, followed by “Reduction of commuting time” (41.6%) and
“Preparation for business continuity in emergency situations (earthquakes, new strains of
influenza, etc.)” (28.4%).

Regarding the effectiveness of introducing teleworking in businesses, the answers of “Great
effects” and “Some effects” totaled 80.0%, indicating that the businesses saw a positive effect.

Introduction Rate of Teleworking (End of 2011)
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Percentage of Employees Using Teleworking (End of 2011)
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4. State of Coping with Safety and Security

(1) Implementation of Security Measures (Households)

The ratio of households taking security measures to households using the Internet was
87.0%. As for the details of the measures among households taking security measures,
“Installed an anti-virus program” was highest, at 59.0%, followed by “Do not open mails,
attachments, or HTML files from people | don’t know” (37.5%), and “Subscribed to an
anti-virus service offered by the provider, etc.” (27.9%).

Implementation of Security Measures (Multiple choices allowed)

— 888 (%)
-187.7
H 570

1
=
Taking some measures =

Installed an anti-virus program ﬂl =
Do not open mails, attachments, or [
HTML files from people Idon't know

I
1

Subscribed to an anti-virus service -
offered by the provider, etc.

Installed a firewall

Updated the OS or the browser

Installed an anti-spyware program
L <

Made backups for files, etc.

Updated the mail software; i 69
switched to differentmail software 88
. ) HYE 2009
Used afirewall service offered % 66.19 (n=3,929)
by the provider, etc. 55
Used different passwords for g 2‘8 OYE 2010
differentaccounts RS 51 (n=15,105)
i =] 4.4
Changed passwords atcertainintervals [=d 4.1
N 4.1 BYE 2011
n=12,
12,631

\ Other .

Did nothing 2=

0.0 10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 90.0 100.0
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(2) Concerns about Internet Usage (Households)
Of households using the Internet, those “a little concerned” and those “concerned” totaled
48.1%, indicating that approximately half of all households are concerned.
As for details of their concerns among households concerned about using the Internet,
“Virus infection” was highest at 72.8%, followed by “Protection of personal information”
(72.6%) and “Not sure how far | should go as to security measures” (61.6%), suggesting that

they are concerned about information security.

Concerned or Not Concerned about Internet Usage (Households)

YE 2009
(n=4,230)

YE 2010
(n=20,283)

YE 2011
(n=13,603)
0% 20% 40% 60% 80% 100%
@ Concerned BA little concerned B Almost no concerns BNot particularly concerned

Concerns about Internet Usage (Households) (Multiple choices allowed)

Virus infection

Protection of personal information

Not sure how far | should go as to security measures

Reliability of means of electronic settlement

Security threats are too complicated for me to understand

Deluge of illegal or harmful information

Reliability of authentication technology BYE 2009 (n=1,792)
BYE 2010 (n=6,976)
Protection of intellectual property =YE 2011 (n=5,842)

Not sure whether the mails | sent actually reached their addresses

Not sure whether the mails | sent actually
reached their addresses
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(3) Security-threats to Company Communication Network and Security Measures
(Businesses)

With regard to security-threatening incidents experienced in using telecommunication
networks during the past 12 months for all businesses, businesses responding with “have
experienced some security-threatening incidents” accounted for 40.5%. By business category,
businesses responding with “have experienced some security-threatening incidents”
accounted for 52.8% in construction and 28.9% in transportation. By scale in terms of capital
stocks, businesses responding with “have experienced some security-threatening incidents”
increased in proportion to the capital amount.

In terms of major security-threatening incidents experienced, “Have been infected with a
virus or have encountered a virus” was highest at 38.8%.

The percentage of businesses taking some security measures among those using in-house
LANSs, etc. was 97.0%. For the implementation rate of security measures by business
category, the rate was high in every category, and particularly high in “Finance/lnsurance” at
100.0%.

In terms of major security measures taken, “Installing an antivirus program on terminals
such as computers (OS, software, etc.)” was highest, at 84.1%, followed by “Installing an
antivirus program on the servers” (63.8%) and “Controlling access by ID and password”
(55.0%).

-

Have encountered a computer virus, :

Have encountered a computer virus,
and have been infected atleast once

Have beeninfected with avirus or

Security-threatening Incidents
Experienced in Using
Telecommunication Networks during
Past 12 months (Businesses)

Implementation of Security Measures
(Businesses)
(Multiple choices allowed)

0% 20% 40% 60% 80%

| ——————————— Taking some security measures

Have experienced some
security-threatening incidents

Installing an antivirus program on terminals
such as computers (OS, software, etc.)

Installing an antivirus program onthe servers

Controlling access by ID and password
have encountered a virus

Installing a firewall

buthave not been infected Applying security patchesto the OS

Usedasa relay or a springboard

forspam mail > < Usi
BIYE 2009 sing aproxy server
(n=1,787) Building a viruswall when making =721 29.5
nauthorized an external connection PN
Unau edaccess BYE 2010 OYE 2009
(n=2,050) Conducting security audits === (n=1,807)
gl BYE 2011 Using a cipher (cryptographic) system
DoS (DDos)attack (n=1,860) for dataor the network EIEZZOOJE.S%)
Introducing an authentication technology '
for checking the user'sidentification —
Deliberate orinadvertentleakage of -YIE 2011
. " i . . (n=1,855)
information Creatingamanual for combating viruses =10
Outsourcing security management ——K
Unauthorized alteration of a website
Monitoring the network Sal
Installing and introducing a web
\ Other problems ; application firewall
" - . C—-"1 137
Installing an intrusion detectionsystem (IDS) &5 7.0
-7.0
None Other securitymeasures & ég
\§ 5
No particularmeasures %
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Security-threatening Incidents
Experienced in Using
Telecommunication Networks during
Past 12 Months
(By business category / End of 2011)

Construction H
(n=299)

Manufacturing

(n=315) %33
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(n=303) 599
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Services & other B
(n=442)
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v
%
i

63.1
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B Have experienced some security-threatening incidents
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Implementation of Measures
to Data Security
(By business category / End of 2011)

Construction HEEH
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Security-threatening Incidents
Experienced in Using
Telecommunication Networks during
Past 12 Months
(By scale of capital stock / End of 2011)

Less than 10M yen
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5B yen and over
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(4) Problems in Using the Internet and In-house LANs (Businesses)
Regarding problems in using the Internet and in-house LANs, “Concerns about virus
infection” was most common, at 41.4%, followed by “Lack of staff for operation, management,
and maintenance” (40.3%) and “Difficulty in establishing security measures” (39.5%).

Problems in Using the Internet and In-house LANs (Businesses)
(Multiple choices allowed) (End of 2011)

0% 10% 20% 30% 40% 50%

Concerns about virus infection

Lack of staff for operation, management, and maintenance 40.3

Difficulty in establishing security measures 39.5

Low level of security awareness among employees 35.6

Increased costs of operation, management, and maintenance 35.2

Difficulty in restoring operation in the event of failure
Difficulty in quantitatively evaluating benefits EEEDEDNONNE 1.1
High cost of telecommunication - IR
Difficulty in reaping benefits BEREREEE 0.7
Low speed of telecommunication SBEBEN s
Concerns about reliability of electronic settlement _ 4.3
Concerns about protection of intellectual property rights _ 4.1

Concerns about reliability of authentication technology - 3.6

BYE 2011

other Bl 2.1 (n=1.905)

No particular problems NN .

(5) Implementation of Measures to Protect Personal Information (Businesses)
The percentage of businesses taking some measures to protect personal information
scored 79.1%. Main measures taken were “Provide in-house training,” at 47.2%, followed by
“Appoint an officer for personal information protection" (36.0%) and “Establish a privacy
policy” (28.0%).

Implementation of Measures to Protect Personal Information (Businesses)
(Multiple choices allowed) (End of 2011)
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Taking some measures

No particular measures m 20.9
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information protection

Establish a privacy policy

Narrow down personal information
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Reconstruct the system or
restructure the organization
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Narrow the supplier selection criteria - 76
(acquisition of privacy mark certification, etc.) '

k Other measures - 9.0

WYE 2011 (n=1,905)
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