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1. Summary

(1) Initiatives so far

Since the establishment of the Information and Com-
munication Technology Strategy Headquarters in 2000
and the enactment of the Basic Act on the Formation of
an Advanced Information and Telecommunications Net-
work Society (Act No. 144 of 2000)*, Japan has been pro-
moting the utilization of ICT through various national
strategies such as the e-Japan Strategy and the Compre-
hensive Strategy for the Vision for a Digital Garden City
Nation. Based on these policies, the MIC has been pro-

(2) Future challenges and directions

Japan faces a challenging economic environment, in-
cluding a declining workforce due to an aging popula-
tion and a projected shrinkage of the domestic market.
Additionally, there are mounting challenges such as cop-
ing with severe and frequent disasters, and addressing
the aging public infrastructure that has been in place for
over 50 years.

Furthermore, as digitalization progresses in society,
including the widespread adoption of smartphones and
the advancement of network sophistication, the role of
information and communication in the lives of citizens
and economic activities is increasing. Digitalization has
the potential to significantly enhance the productivity
and convenience of local communities, improve the
quality of industries and livelihoods, and enhance the at-
tractiveness of regions. Moreover, services provided by
platforms such as social media and searching engines
contribute to the improvement of daily convenience.

On the other hand, issues such as defamation, slan-
der, and dis-/mis-information have become apparent in
the information circulated on the Internet. Additionally,
the emergence of new information and communication
technologies such as generative Al and the metaverse is

moting the utilization of ICT in various fields, including
the digitalization of local communities, new information
and communication technologies, and the revitalization
of society through data circulation, in order to address
social and economic issues such as the declining work-
force due to an aging population, the increase in medical
and nursing care costs, and the exacerbation of natural
disasters.

significantly transforming the digital space.

The government has raised the banner of the “Com-
prehensive Strategy for the Vision for a Digital Garden
City Nation,” and is actively promoting DX in local areas
through the rapid development of digital infrastructure
by both the public and private sectors.

Considering these challenges and the potential of
digitalization, it is important to promote the implementa-
tion of digital solutions as a key to solving social issues
in local communities, contributing to the revitalization of
regional societies and economies. Furthermore, it is
crucial to comprehensively address new challenges as-
sociated with the advancement of the digital space, such
as the circulation of dis-/mis-information, the prolifera-
tion of generative Al, and the metaverse.

Moreover, in order to achieve a society where every-
one can enjoy the benefits of various digital services that
utilize data, and to ensure that users can utilize informa-
tion in a safe and secure environment, it is important to
promote the realization of a society where everyone can
enjoy the benefits of various digital services that utilize
data, and to ensure that users can utilize information in
a safe and secure environment.

2. Promotion of DX to contribute to stimulate local areas and economy

(1) Examination for the realization of vibrant local communities

The MIC has been implementing initiatives that con-
tribute to the “Vision for a Digital Garden City Nation”
and “Digital Administrative and Fiscal Reforms.” How-
ever, there have been criticisms that these various initia-
tives have not necessarily led to the resolution of local
issues.

Against this backdrop, the MIC has been holding the
“Study Group on the Ideal State of Information and Com-
munication Infrastructure and Utilization for the Realiza-
tion of Vibrant Local Communities” since December
2023. The purpose of this conference is to examine the
policy direction necessary to improve the quality of life
for local residents and realize vibrant and diverse local

communities through the necessary information and
communication infrastructure and its utilization. The
study group discusses issues such as the direction of
improving the usage environment based on the actual
usage of communication and broadcasting services, in-
cluding end-to-end services in local areas, creating an
environment where digital talents nurtured in the re-
gion can thrive, promoting industries using the digital
infrastructure established in the region, addressing so-
cial issues such as labor shortages using digital technol-
ogy, and building and strengthening the collaboration
system among stakeholders for promoting regional DX.

1 This act was abolished by the Basic Act on the Formulation of a Digital Society (Act No.35 of 2021).
? Conference on the Ideal State of Information and Communication Infrastructure and Utilization for the Realization of Vibrant Local Communities

https://www.soumu.go.jp/main_sosiki/kenkyu/chiikikon/index.html
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A Solving issues using local digital infrastructure
(A) Promotion of local 5G

Local 5G, institutionalized in 2019, is a 5G system that
can be flexibly constructed on a spot basis within build-
ings or premises by various entities such as local compa-
nies and municipalities, according to the specific needs
of the region or industry, unlike the nationwide 5G ser-
vice provided by mobile phone operators.

To promote the spread of Local 5G, the MIC has been
conducting technical studies on radio wave propagation
in various usage environments assuming various real-
world scenarios from FY2020 to FY2022. Additionally,
the MIC has been implementing the “Development and
Demonstration for the Realization of Problem-Solving
Local 5G,” which aims to create solutions using Local

(B) Implementation of advanced digital technologies using local digital infrastructure

To realize the “Vision for a Digital Garden City Na-
tion,” it is important to promote the establishment of lo-
cal digital infrastructure and the practical application of
advanced solutions using this digital infrastructure in an
integrated manner, so that residents can experience the
convenience of digital technologies according to local
needs. Therefore, the MIC has started the “Regional
Digital Infrastructure Ultilization Promotion Project”
from FY2023 to comprehensively support local govern-
ments’ efforts to solve regional issues using digital tech-
nologies. This project supports (1) the formulation of
digital technology introduction plans, (2) the practical

(C) Promotion of smart cities

Since FY2017, the MIC has been promoting smart cit-
ies that solve regional issues and create new value lead-
ing to regional revitalization through the use of digital
technologies and data. The MIC, in collaboration with
relevant ministries and agencies such as the Cabinet Of-
fice, has been implementing the “Smart City Promotion
Project for Solving Regional Issues,” which supports lo-
cal governments etc.” efforts to introduce City OS and
develop service assets. In FY2023, the MIC supported
the projects of eight organizations.

(D) Social implementation of information banks

From the perspective of promoting the appropriate
utilization of personal data, including personal informa-
tion, the MIC and the METI established a study group
on the certification scheme for information trust func-
tions. In June 2018, they compiled the “Guidelines for
Certification of Information Trust Functions verl.0,”
which outlines a voluntary certification system for infor-
mation banks by private organizations. These guidelines
focus on data utilization starting from individual users
and consist of certification criteria, items to be included
in the model contract, and the certification scheme.
Based on these guidelines, the General Incorporated As-
sociation Information Technology Federation of Japan, a

5G.

Furthermore, to promote the introduction of safe and
reliable 5G and solve various social issues faced by re-
gions using 5G, as well as to strengthen the international
competitiveness of Japan’s economy, a tax system to pro-
mote the introduction of 5G was established in FY2020.
In the FY2022 tax reform, revisions were made to pro-
mote the establishment of base stations in rural areas to
realize the “Vision for a Digital Garden City Nation.” The
tax incentives, including corporate tax and income tax
credits or special depreciation and special measures for
fixed asset tax, have been extended until the end of
FY2024.

application of advanced solutions (demonstration proj-
ects), and (3) the establishment of local digital infra-
structure (subsidy projects), in order to comprehensive-
ly support local governments’ efforts to solve regional
issues using digital technologies. Furthermore, from
FY2024, the MIC will also work on building DX promo-
tion systems through the collaboration of municipalities
and verifying the reliability of communications neces-
sary for safe autonomous driving to contribute to solving
social issues aimed at by digital administrative and fiscal
reforms.

In FY2023, the MIC, together with relevant ministries
and agencies, revised and published the second editions
of the “Smart City Reference Architecture (White Pa-
per) and Smart City Guidebook.” Additionally, aiming
for further development and implementation of smart
cities, the MIC formulated the “Smart City Policy Road-
map” looking beyond 2030. In FY2024, the MIC revised
the “Smart City Security Guidelines” based on these
trends.

certification body, decided on the first “Information
Bank” certification in June 2018, and as of March 2024,
two companies have been certified as “Information
Banks.”

The MIC and the METI have been continuously re-
viewing the guidelines and considering the utilization of
information banks. In July 2023, they published the
“Guidelines for Certification of Information Trust Func-
tions Ver3.0,” which stipulates the requirements for in-
formation banks to handle sensitive personal informa-
tion in the health and medical fields. In FY2024, they are
verifying the issues of the certification guidelines by
demonstrating use cases where information banks con-

3 Publication of the revised version of Smart City Reference Architecture (White Paper) and Smart City Guidebook

https://www8.cao.go.jp/cstp/stmain/20230810smartcity.html

Videos of case study / interview articles https:/www.mlit.go.jp/scpf/efforts/index.html
Case studies of smart city service https://www.soumu.go.jp/main_content/000808085.pdf
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tribute to solving regional issues by safely and securely
distributing sensitive personal information in the health

and medical fields through data linkage in smart cities.

B Securing and developing human resources to support the DX of local communities

(A) Support project of external human resource recruitment

In September 2022, the MIC formulated the “Stan-
dards of External Human Resource Skill for Promoting
Municipal DX” to serve as a reference for municipalities
when securing external human resources. These stan-
dards categorize the desirable skills and experiences
that external personnel should possess. Based on these
standards, the MIC publicly recruited individuals from

(B) Dispatch system of regional informatization advisor

Since FY2007, the MIC has been dispatching experts
with knowledge and know-how in ICT (referred to as
“Regional Informatization Advisors”) to municipalities
and other entities upon request. These advisors provide
advice, recommendations, and information to promote
the use of ICT in solving regional issues, thereby con-
tributing to the creation of vibrant and attractive com-
munities and fostering human resources who can play a

(2) Discovery and development of ICT startups

In Japan, 2022 was designated as the inaugural year
for startup creation, with the goal of increasing invest-
ment in startups tenfold over five years. This goal was
set forth in the “Startup Development Five-year Plan”
(decided at the New Capitalism Realization Conference
in November 2022), aiming to create an ecosystem that
fosters and nurtures startups.

(3) Promotion of telework
A Overview of telework

Telework is a flexible working style that utilizes ICT to
make effective use of time and location. It enables di-
verse working styles that fit the life stages and lifestyles
of individuals, including those raising children, seniors,
and people with disabilities. Additionally, it is effective in
ensuring business continuity during disasters or infec-
tious disease outbreaks. Telework also allows individu-
als to maintain their income while working in their pre-
ferred regions, potentially creating a flow of people from
urban to rural areas, thereby offering various benefits to
society as a whole. Since 2020, with the spread of COV-
ID-19, telework has been widely adopted, especially in
urban areas, as a means to reduce commuting. However,
the image of telework as a measure to prevent infection
has become prevalent. In May 2023, COVID-19 was re-
classified as a Category 5 infectious disease, and a sur-
vey conducted by Persol Research Institute in July 2023
showed that the telework implementation rate among
employees was at its lowest since April 2020%, indicating
a trend towards returning to the office.

In response to this situation, the MIC established the
“Task Force on the Future of Telework in the Post-COV-
ID Era” in April 2021 to further expand and firmly estab-

the private sector with certain skills and experiences,
evaluated them through experts, and provided training
on municipal operations and information systems. Infor-
mation on those who completed the training was com-
piled and provided to municipalities as an “List of Exter-
nal Human Resource” starting in June 2023.

central role in the region.

In FY2023, 196 private sector experts with knowledge
and know-how in regional informatization through re-
search activities at universities, business activities in the
region, NPO activities, etc., were appointed as “Regional
Informatization Advisors,” and 363 dispatches were con-
ducted.

The MIC and the NICT host the “Entrepreneur Ko-
shien” and “Entrepreneur Expo” to award and support
excellent business plans from students aiming to start
businesses and from startup companies, with the objec-
tive of solving regional issues and revitalizing the econo-
my through the creation of ICT startups originating
from local areas.

lish telework. The task force, which gathered expert
opinions on telework style that Japan should aim for in
the future, issued a recommendation in August 2021
stating that “Japanese-style Telework,” which enhances
communication through the use of ICT tools while main-
taining the strengths of Japan’s employment practices
and work styles, should be the future direction for Japan.

To foster momentum for telework, the Telework
Month Executive Committee (comprising the Cabinet
Bureau of Personnel Affairs in the Cabinet Secretariat,
the Office for Promotion of Regional Revitalization in the
Cabinet Office, the Digital Agency, the MIC, the Minis-
try of Health, Labour and Welfare, the MET], the Minis-
try of Land, Infrastructure, Transport and Tourism, the
Japan Tourism Agency, the General Incorporated Asso-
ciation Japan Telework Association, and the Japan Tele-
work Society) designates November each year as “Tele-
work Month,” a period for concentrated telework
initiatives. During this month, they conduct surveys on
the effects of telework (such as contributions to work
style reform and operational efficiency) and hold events
and seminars organized by related ministries and agen-
cies. Additionally, since 2015, the MIC has been recog-

4 “8th Telework Survey/Mask Survey at Work” (Persol Research Institute)
https://rc.persol-group.co.jp/thinktank/assets/telework-survey8.pdf
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nizing companies with significant telework achieve-
ments to incentivize telework adoption and provide
reference examples for other companies considering
telework.

In 2023, considering the widespread adoption of tele-
work, the MIC selected and announced companies and
organizations that not only implemented telework sys-
tems and achieved significant utilization but also demon-

B Support for the spread of telework

To support the adoption of telework among SMEs and
in regional areas, where implementation rates remain
low, the MIC has established regional consultation
desks in collaboration with local chambers of commerce
and local governments nationwide. These desks provide
consultation services and other support. Additionally,
the MIC offers free individual consulting by experts
(telework managers) to companies considering the in-
troduction or improvement of telework, aiming to pro-
mote the effective use of telework. Since FY2022, these

strated management effectiveness through telework,
addressed communication challenges during telework,
and contributed to solving regional issues such as revi-
talizing local industries and promoting regional informa-
tization. These entities were recognized as “Telework
Top Runners 2023,” with the most outstanding initiatives
receiving the “Minister of Internal Affairs and Commu-
nications Award.”

support services have been integrated with the Ministry
of Health, Labour and Welfare’s labor-related telework
consultation services and jointly implemented as the
“Telework One-Stop Support Project.”

Furthermore, to address the common concern of in-
formation security in telework, the MIC has developed
the “Telework Security Guidelines” and the “Telework
Security Handbook for SMEs (Checklist)” to serve as
references for companies implementing telework.

3. Responses to address the new issues along with the advancement of

digital space

(1) Promoting the spread of Al and addressing risks

In recent times, the development and proliferation of
Al technology have been advancing at a rapid pace, to
the extent that there is hardly a day without news about
Al The “Al Networking,” where Al systems connect and
collaborate with other Al systems via the internet, is ex-
pected to bring significant benefits to individuals, com-
munities, nations, and the international society by ad-
dressing various challenges. Since the launch of
OpenAlI's ChatGPT in November 2022, global attention
towards the potential and risks of Al has significantly
increased.

In this context, during the G7 Digital and Technology
Ministers’ Meeting held in Takasaki, Gunma, Japan, in
April 2023, six themes, including “Promoting Responsi-
ble Al and Al Governance,” were discussed under Ja-
pan’s leadership as the chair country. The meeting re-
sulted in the adoption of the G7 Digital and Technology
Ministers” Declaration. Furthermore, following the out-
comes of the G7 Hiroshima Summit in May of the same
year, the “Hiroshima Al Process” was initiated to discuss
generative Al. In December, the “Comprehensive Policy
Framework for the Hiroshima Al Process” was compiled
and approved by the G7 leaders. The Hiroshima Al Pro-

cess will continue to advance with the cooperation of G7
countries, the OECD, the GPAI, and the United Nations,
among other multilateral platforms, under the “Work
Plan to Advance the Hiroshima Al Process.”

Domestically, in response to the rapid changes in Al
technology and international discussions, the govern-
ment established the Al Strategic Council as a command
center to conduct intensive discussions with experts
possessing a wide range of knowledge on various issues.
Based on the “Tentative Summary of Al Issues” (May
2023) compiled by the Al Strategic Council, the MIC and
the METI have been working on integrating and updat-
ing existing guidelines®”® to address concerns and risks
related to Al They have held the “Al Network Society
Promotion Council” and the “Al Business Operator
Guidelines Review Committee” to develop unified and
comprehensible guidelines for Al business operators.
The “Al Guidelines for Business” Version 1.0 was formu-
lated and published in April 2024. These guidelines will
be updated as a Living Document, reflecting ongoing
trends, issues, and international discussions surround-
ing Al

(2) Organizing issues related to the utilization of the metaverse and other technologies

Recognizing the need to ensure a safe and secure cy-
berspace, the MIC has been working to identify and or-
ganize new issues related to cyberspace, anticipating the

future widespread adoption of the metaverse. From Au-
gust 2022 to July 2023, the “Study Group on the Utiliza-
tion of Metaverse toward the Web3 Era®” was held.

5 Regarding the discussion in G7, also refer to Section 8 “Promotion of international strategy” in Chapter 2, Part2.

6 AT R&D Guidelines for International Discussions https://www.soumu.go.jp/main_content/000499625.pdf

7 Al Utilization Guidelines https://www.soumu.go.jp/main_content/000809595.pdf

8 Governance Guidelines for Implementation of Al Principles ver. 1.1 https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/

pdf/20220128_1.pdf

9 Holding “Study Group on the Utilization of Metaverse toward the Web3 Era” (Press release) https://www.soumu.go.jp/menu_news/s-

news/01iicp01_02000109.html
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The study group focused on improving user conve-
nience, ensuring the appropriate and smooth provision
of services, and fostering innovation in the utilization of
virtual spaces like the metaverse. It addressed issues
related to information and communication administra-
tion from the perspectives of user understanding and
digital infrastructure, considering various use cases. In
July 2023, the study group compiled a report™®.

The report outlined six key points and issues related
to the development of the metaverse, including chal-
lenges associated with avatars, and proposed directions
for resolving these issues, such as forming an interna-

tional common understanding of the metaverse’s princi-
ples. Based on the report, a new “Study Group on Real-
izing Safe and Secure Metaverse” was launched in
October 2023 to examine principles based on the demo-
cratic values of the metaverse, follow up on technologi-
cal trends, and contribute to international discussions
on the metaverse toward the realization of safe and se-
cure metaverse for users. The group presented the first
draft of the metaverse principles in March 2024 and
plans to publish a report around the summer of the same
year.

(3) Comprehensive measures to address dis-/mis-information on the Internet

A Response to the 2024 Noto Peninsula Earthquake

Following the Noto Peninsula Earthquake in January
2024, concerns were raised about the circulation of dis-/
mis-information that could hinder swift life-saving, res-
cue, and smooth recovery and reconstruction efforts.

The MIC issued warnings about dis-/mis-information
on the Internet through social media on the day after the
disaster, January 2, and requested major social media
platform operators to take appropriate measures in ac-
cordance with their terms of use. Subsequently, various
layered public relations efforts have been implemented,
primarily targeting the affected areas, to raise aware-

B Examination of the healthiness of information circulation in digital spaces

As various services utilizing digital spaces become
widespread in society and new technologies such as
generative Al continue to advance, new challenges such
as the circulation and dissemination of dis-/mis-informa-
tion have become apparent, with their impact on society
growing. Taking into account international trends, a new
“Study Group on the Healthiness of Information Circula-
tion in Digital Spaces'®” was launched in November 2023
to examine comprehensive measures, including institu-
tional aspects, to address the circulation and dissemina-
tion of dis-/mis-information. The study group has been
discussing the basic principles for ensuring the healthi-
ness of information circulation in digital spaces, the
roles and responsibilities expected of various stakehold-
ers, and specific measures. In May 2024, a “Multi-Stake-

C  Promotion of international cooperation

In the ministerial declaration of the G7 Digital and
Technology Ministers’ Meeting held in Gunma Takasaki
in April 2023, it was announced that the “Existing Prac-
tices against Disinformation (EPaD)” by stakeholders,
including private companies and civil society, would be
collected and edited, and then announced at the IGF
Kyoto 2023. In response to this declaration, the Japanese
government, as the G7 chair, compiled EPaD at the MIC

ness about dis-/mis-information.

The “Package for Supporting the Lives and Liveli-
hoods of Disaster Victims!?” published on January 25,
2024 also incorporates measures to address dis-/mis-in-
formation circulating on the Internet. It includes ongo-
ing follow-ups on the response status of platform opera-
tors in relation to the requests and the development and
verification of technologies to identify deepfake videos
circulating on the Internet, utilizing the supplementary
budget for FY2023.

holder Effort Collection for Addressing Dis-/mis-infor-
mation on the Internet” was compiled and published to
make it more accessible for a wide range of stakeholders
from the private sector, academia, government, and civil
society to refer to, with the aim of promoting collabora-
tion and cooperation domestically and internationally.
Concrete measures, including ensuring the transparen-
cy and accountability of platform operators’ efforts, pro-
moting fact-checking, raising awareness, improving lit-
eracy, nurturing talent, conducting research and
development of technology, addressing challenges re-
lated to digital advertising, and strengthening interna-
tional cooperation, are expected to be compiled and pub-
lished around the summer of 2024.

and publicly announced it at the session “Sharing Exist-
ing Practices against Disinformation (EPaD)” held on
Day 0 of IGF Kyoto 2023 (hosted by the MIC). The ses-
sion discussed the importance of regional and cross-
border collaboration and cooperation among a wide
range of stakeholders, including platform operators, pri-
vate companies, media, journalists, fact-checking orga-
nizations, legal professionals, academia, individuals, civil

10 https://www.soumu.go.jp/main_content/000892205.pdf

1 Holding “Study Group on Realizing Safe and Secure Metaverse” (Press release)

https://www.soumu.go.jp/menu_news/s-news/01iicp01_02000121.html

12 “Package for Supporting the Lives and Livelihoods of Disaster Victims” (The 2024 Noto Peninsula Earthquake Emergency Disaster Counter-
measures Headquarters decision) https://www.bousai.go.jp/pdf/240125_shien.pdf
3 Holding “Study Group on the Healthiness of Information Circulation in Digital Spaces” (Press release) https://www.soumu.go.jp/menu_

news/s-news/01ryutsu02_02000374.html

Publication of “Multi-Stakeholder Effort Collection for Addressing Dis-/mis-information on the Internet” (Press release) https:/www.

soumu.go.jp/menu_news/s-news/01ryutsu02_02000405.html
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society, and governments.

Furthermore, in bilateral dialogues such as the “14th
Japan-the U.S. Dialogue on the Digital Economy” and
the “29th Japan-EU ICT Policy Dialogue” held in Febru-

ary 2024, discussions were held on strengthening coop-
eration on measures against dis-/mis-information in the
European and American regions, as well as in the Asia-
Pacific region, including ASEAN.

4. Realization of data distribution society toward the stimulation of Japan

(1) Development of disaster information systems

Japan is one of the world’s most disaster-prone coun-
tries, and each time a large-scale natural disaster occurs,
it suffers significant social and economic damage. Given
the ongoing predictions of large-scale natural disasters,

such as the Nankai Trough Earthquake, it is crucial to
efficiently utilize ICT to mitigate human and material
damage caused by disasters.

A Development of a disaster-resilient fire and disaster prevention communication network

To collect and transmit information related to damage
situations, a communication network that can reliably
function even during disasters is essential. Therefore,
the current infrastructure includes several key commu-
nication networks that connect the national government,
the Fire and Disaster Management Agency, local gov-
ernments, and residents. These networks are: (1) the
Central Disaster Prevention Radio Network for collect-
ing and transmitting information within the government;
(2) the Fire and Disaster Prevention Radio Network con-
necting the Fire and Disaster Management Agency with

B Deployment of mobile communication equipment for disaster response

The MIC lends mobile communication equipment for
disaster response to local governments to ensure com-
munication in affected areas even if mobile phone net-
works are disrupted (As of April 2024, 1,065 simple ra-
dios, 179 MCA radios, and 106 satellite phones are
deployed across the Regional Bureau of Telecommuni-
cations etc. nationwide). Following the 2024 Noto Penin-

C  Securing emergency communication means during disasters

To prepare for situations where public telecommuni-
cation services become difficult to use during disasters,
the MIC has been deploying ICT units (attaché case
type) to regional communication bureaus nationwide
since FY2016. These units are lent to disaster-related or-

D Stable operation of the Nationwide Instantaneous Warning System (J-Alert)

The Fire and Disaster Management Agency has es-
tablished the “Nationwide Instantaneous Warning Sys-
tem (J-Alert)” to instantly transmit information on ur-
gent situations, such as ballistic missile alerts,
emergency earthquake warnings, and major tsunami
warnings, from the national government to residents via
emergency alert emails to mobile phones and municipal

E  Promotion of the use of L-Alert

The MIC promotes the use of the common platform
(L-Alert) that allows local governments to simultane-
ously send disaster-related information, such as evacua-
tion orders, to various media, including numerous
broadcasters and internet service providers. L-Alert has
achieved nationwide operation across all 47 prefectures
and has become an essential part of the disaster infor-
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prefectures; (3) the Prefectural Disaster Prevention Ad-
ministrative Radio Network connecting prefectures with
municipalities; (4) the Municipal Disaster Prevention
Administrative Radio Network connecting municipali-
ties with residents; and (5) the Satellite Communication
Network connecting the national government with local
governments or between local governments. Addition-
ally, efforts are being made to introduce high-perfor-
mance and cost-effective next-generation systems for
the satellite communication network.

sula Earthquake, the number of satellite phones was in-
creased, and satellite internet equipment and public
safety mobile systems were established. These devices
are used to build communication environments in evacu-
ation centers and to support the collection and transmis-
sion of disaster information and the smooth execution of
emergency recovery activities.

ganizations upon request to ensure necessary communi-
cation means (As of April 2024, 25 units are deployed
across the Regional Bureau of Telecommunications
etc.).

disaster prevention administrative radios. To ensure the
rapid and reliable transmission of emergency informa-
tion via J-Alert, municipalities are urged to thoroughly
check the proper functioning of J-Alert-related equip-
ment, and efforts are being made to promote the redun-
dancy of J-Alert information transmission methods.

mation infrastructure.

To further promote the use and utilization of L-Alert,
the MIC has conducted demonstrations related to map-
ping disaster-related information provided through L-
Alert and has held training sessions for local govern-
ment officials and other users. Additionally, considering
the high public value of quickly and accurately convey-
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ing disaster information to the public, the MIC is also
examining the expansion of L-Alert functions to contrib-

(2) Promotion of ICT utilization in the medical field

Japan has entered a super-aging society, facing chal-
lenges such as increasing medical and nursing care
costs and the uneven distribution of medical resources.
To address these issues, the MIC is working to build and
enhance a foundation for utilizing medical, nursing, and
health data to improve and streamline medical and
health services. The main focus is on promoting “Tele-
medicine” and “Utilization of PHR" data.”

Specifically, as a research project by the Japan Agency
for Medical Research and Development (AMED), the
development and demonstration of an 8K endoscope
system have been conducted since FY2022 to promote
telemedicine, which is expected to be a significant solu-
tion to the uneven distribution of doctors. Additionally,
efforts are being made to organize the necessary com-
munication environments and network conditions for
the realization of remote surgery. From FY2023, re-

(3) Promotion of ICT utilization in the education field

To promote the utilization of ICT in the education
field, the MIC, in collaboration with the MEXT, conduct-
ed the “Smart School Platform Demonstration Project”
from FY2017 to FY2019. This project aimed to verify
safe, effective, and efficient data linkage methods be-
tween the “School Administration System” used by
teachers and the “Classroom and Learning System”
used by students. In FY2020, the “Smart School Plat-
form Technical Specifications,” which are the results of
the demonstration, were published on the website to
promote and disseminate the initiative. Additionally,
from FY2021 to FY2022, the necessary technical specifi-

(4) Promotion of cashless payments

In the “Follow-up of the Growth Strategy” decided by
the Cabinet in June 2019, it was aimed to double the
cashless payment ratio to about 40% by June 2025, pro-
moting the shift to cashless payments.

Among cashless payment methods, code payments
face the issue of operational complexity for stores due to
the coexistence of multiple services. To address this, the
“Payments Japan Association” (observers: the MIC, the
METI, etc.) was established as a promotion body by re-
lated organizations and businesses. In March 2019, the
“Unified Technical Specification Guidelines for Code

(5) Promotion of safe and reliable cloud services

With the widespread adoption of cloud services such
as ASP, SaaS, PaaS, and IaaS, the range of available ser-
vice options has expanded. Consequently, it has become
necessary to establish an environment where users can
obtain sufficient information to compare, evaluate, and
select cloud services. In this context, the MIC has for-
mulated and published a total of eight guidelines known

ute to the government’s overall disaster DX efforts.

search and development are being conducted to build a
data distribution infrastructure necessary for obtaining
PHR data required by doctors from various PHR servic-
es to enhance medical care and refine diagnostic con-
tent.

Furthermore, considering the increasing complexity
and diversification of information systems and services
handling medical information and the emergence of new
threats such as ransomware attacks, the “Guidelines for
Safety Management in Information Systems and Service
Providers Handling Medical Information” (the MIC and
the METI) were revised in FY2023. Additionally, to pro-
mote the safe and secure utilization of private PHR ser-
vices, discussions and improvements are being made to
the “Basic Guidelines for Handling Health Checkup In-
formation by Private PHR Service Providers” (the MIC,
Ministry of Health, Labour and Welfare, and the METI).

cations (reference model) were examined to realize the
“Digital Education Platform,” which enables data link-
age between digital learning systems held by businesses
outside of school.

From FY2023 onwards, to realize personalized educa-
tion through the safe and secure utilization of education-
al data, investigations and studies are being conducted
on the utilization of PDS (Personal Data Store) in the
education field. Future efforts will include demonstra-
tions to address the technical and institutional challeng-
es specific to the education field.

Payments” were formulated, and the unified code based
on these guidelines was named “JPQR.” Subsequently,
efforts have been made to promote JPQR in industries
with high compatibility, such as dining, retail, beauty,
and taxis, as well as at local government offices where
various document issuance fees are handled. By the end
of FY2023, approximately 15,000 stores have adopted
JPQR. Additionally, from FY2023, local tax payments us-
ing the unified QR code for local taxes have started, and
the unified JPQR standard is also utilized in this QR
code.

as the “Guidelines for Information Disclosure Concern-
ing the Safety and Reliability of Cloud Services” since
2011 (partially revised in 2022). In 2022, an additional
guideline titled “Guidelines for Information Disclosure
Concerning the Safety and Reliability of Al-based Cloud
Services (ASP/SaaS Edition)” was added to address the
diversification of cloud services. Based on these guide-

14 The abbreviation for “Personal Health Record” is PHR. It generally refers to an individual’s lifelong health and medical information, including
health check-up, vaccination history, medication information, test results, and other medical-related information, as well as personal vital signs
measured daily. It is expected to be accurately understood by the individual as an electronic record and utilized for their own health promotion.
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lines, the Japan Cloud Industry Association (ASPIC) has
established and operates a certification system where
third parties certify whether cloud service providers
comply with the aforementioned guidelines. To date,
over 310 services have been certified.

Furthermore, to promote the further adoption of
cloud services, efforts are being made to disseminate
and publicize exemplary cases of cloud services in col-
laboration with industry associations and other relevant
organizations.

5. Creation of the safe and secure environment of ICT usage

(1) Improvement of support for digital utilization by the elderly and others

As the digitalization of society progresses, the MIC
has been working on the “Project on Digital Utilization
Support for Users” since FY2021 to provide support in
the form of advice and consultations for the elderly and
others who are anxious about using smartphones for on-
line administrative procedures, with the aim of eliminat-

(2) Promotion of ICT literacy for a wide range of generations

To address the expanding opportunities for ICT use
across a wide range of generations and the issue of the
circulation of dis-/mis-information on the Internet, the
MIC has been holding a “Study Group on Improving ICT
Literacy for ICT Utilization'®” since November 2022 and
established a “Working Group on Improving ICT Litera-
cy for Youth” in December 2022. Based on the results of

(3) Establishment of a safe internet environment for the youth

The MIC has been conducting “e-Net Caravan” free
outreach sessions at schools and other educational insti-
tutions for children, students, parents, and educators to
ensure a safe and secure internet environment. Addi-
tionally, they have created and published an “Internet
Trouble Case Collection” that summarizes methods for
preventing internet-related issues. Furthermore, they
have conducted research to promote responses using
parental controls', including filtering.

In 2021, the MIC launched the website “Let’s Use the
Internet Wisely! - A Guide to Safe and Secure Internet
Use -1”” to promote awareness of safe and secure inter-
net use, featuring content tailored to preschoolers, their
parents, youth, parents and educators, and seniors. The

ing the digital divide and creating an environment where
everyone can benefit from digitalization. In FY2023,
these efforts were expanded to include conducting train-
ing sessions at over 6,000 locations nationwide, with a
focus on mobile phone shops.

these discussions, a “Roadmap for Improving ICT Liter-
acy for ICT Utilization” was compiled and published in
June 2023, outlining the direction for short- or medium
and long-term initiatives. In FY2023, efforts were made
to develop learning content to address the capabilities
necessary for improving ICT literacy and common chal-
lenges across a wide range of generations.

site also includes special features on “Current Topics”
such as “Cyberbullying including social media,” “Mea-
sures against Piracy on the Internet,” and “Dis-/mis-in-
formation,” contributing to efforts to improve literacy*®.
Additionally, in FY2011, the MIC developed the “Inter-
net Literacy Assessment Indicator for Students (ILAS)”%
to visualize the internet literacy of youth, focusing on
their ability to respond to dangers and threats on the In-
ternet. This assessment measures seven risks, including
illegal information risk, inappropriate use risk, and pri-
vacy risk, and has been conducted annually since FY2012
for first-year high school students nationwide. In FY2023,
it was conducted at 75 schools with 13,108 participants,
achieving an overall correct answer rate of 71.4%.

(4) Support for research and development towards information barrier-free

The MIC provides partial subsidies to companies con-
ducting research and development of technologies re-
lated to communication and broadcasting services for
people with disabilities and the elderly, as part of the
“Research and Development for Eliminating the Digital
Divide” program. In FY2023, subsidies were provided to
five entities.

Additionally, under Act on Advancement of Facilita-

tion Program for Disabled Persons’ Use of Telecommu-
nications and Broadcasting Services, with a View to En-
hance Convenience of Disabled Persons (Act No. 54 of
1993), the NICT provides subsidies to companies and
organizations developing and providing communication
and broadcasting services for people with disabilities. In
FY2023, subsidies were provided to six entities.

15 Study Group on Improving ICT Literacy for ICT Utilization

https://www.soumu.go.jp/main_sosiki/kenkyu/ict_literacy/index.html

16 Tt means that parents oversee their children’s internet use appropriately, considering their developmental stage and life cycle. This includes
preventing troubles that may arise from children’s information dissemination. Management methods are divided into technical means (such
as filtering, billing restriction functions, and time management functions) and non-technical means (such as creating rules between parents and
children). (General Principles for Child-Related Measures (Cabinet Decision on December 22, 2023), P50)

7 Let’s Use the Internet Wisely! - A Guide to Safe and Secure Internet Use —

https://www.soumu.go.jp/use_the_internet_wisely/
18 Refer to the section 2 in Chapter 2, Part 2.
9 https://www.soumu.go.jp/use_the_internet_wisely/special/ilas/
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(5) Improvement of information accessibility

To make it easier for everyone, including the elderly
and people with disabilities, to use public institution
websites, the MIC conducted a partial revision of the
“Guidelines for Operating Everyone’s Public Websites”
in the FY2023. In the same fiscal year, a survey on JIS
compliance of public institution websites and workshops
for public institutions were held at five locations nation-
wide. Efforts are also being made to promote the dis-
semination of self-assessment forms for information ac-
cessibility among companies and organizations. The
“Information Accessibility Self-Assessment Form” is a
tool for companies and organizations to publicly disclose
the results of their self-assessment of whether their ICT

(6) Provision of telephone relay services as public infrastructure

The “Telephone Relay Service” is a service where
sign language interpreters and other operators act as
intermediaries, interpreting sign language and text from
individuals with hearing impairments or other disabili-
ties affecting auditory, speech, or vocal functions, to fa-
cilitate communication via telephone between these in-
dividuals and those without such impairments.

To ensure the proper and reliable provision of the
“Telephone Relay Service,” the Act on Facilitating the
Use of Telephones by Persons with Hearing Impair-

equipment and services meet information accessibility
standards, serving as a reference for companies, public
institutions, and people with disabilities when selecting
ICT equipment and services. This self-assessment form
was created by the MIC, drawing on the Voluntary Prod-
uct Accessibility Template (VPAT) used in the U.S. In
the U.S,, the law mandates that the government must
procure accessible electronic information equipment.
The MIC has been promoting the use of these forms
through the establishment of support centers, seminars,
and the collection of good practices, as well as the updat-
ing of guidebooks.

ments, etc. (Act No. 53 of 2020) was enacted in Decem-
ber 2020. From July 2021, the Japan Foundation Tele-
phone Relay Service, designated as the service provider,
began offering the Telephone Relay Service as public
infrastructure. To further promote the use of the Tele-
phone Relay Service, the MIC, in collaboration with rel-
evant ministries and agencies, has been conducting
awareness and publicity activities. As of the end of
FY2023, the number of registered users reached 15,267.
(Figure 2-2-6-1)

Figure 2-2-6-1 lllustration of promotion of telephone relay service
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