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Green stimulus regional ranking (USDbn)

UK
Aus
Canada _ PN —
France BIZOSLWHEGHREA D
Japan BE - Blg~DRBEBHLTIRE
Germany
EU
Green stimulus theme allocation
S. Korea E IRJILX—FA
us ”erg‘-" DL
China Buildings
Watar 15%
19% “‘“7 -/ Lo c: vech
Source: HSBC estimates 2009F 28 LKR—F Other Low Rai
Carbon _! 2;;
5% )
hE. KEAEH U3948 CHA A % M o o
Renew able 21%
9%

Sourcs HSBC estimates 2 0 0 9 2 A L7R—

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 3



“IJ0— KRRV B BEEEF
2y FI—=OICKBFHEY—ER - 7TV r—2a v ERER
FED “TO— KAV RBEADRYMHEHTHSDE . BRNABEREORREER 00,

REREZEE LEERLANILTOEBRBEE (Z2—T4—LTJOJ3L%) ICRYBERLFT,
TOEZMUMNTEZEZBUVTLD AN, FHTHS (Bl KE. BN

BERELT, KEMSEHINATWLNDA A—2y MEFOEREMDRICMA, JA—FKNAVFDA >
TJ5BEICKYTAREE D VT UV ERERBIEA 2S5 a FEBLE: 95D FaVEa—
T4 VTRETOA 23—y FFERICKYHEEPER DEFTOQUalityDE WL L LWtEH—
EXDBF - #EREBO, “XIv—FrJ Uy R, “BAHBE AR IOV LGBELEEL-ERE
ﬂﬁ%@%ﬁtﬁﬂti%ﬁ&%UE@5:&ﬁ%ﬁéhfmétmfﬁUI%mWhﬁﬁEl&&
FoIT7OTLHEHEEEZEHO THEBHGRY BHALMRSLTND (F,

ﬁr%ﬁAﬁﬁwﬂﬁﬁi HERIRIEDRBIEHNR AT RAD

AYX—FrJY YK
x0T Ml C JZILEALEZS—
D (@) 5. #Planetary Skin7 04 3 L

President-Obama views
Broadband as an
important part of the
economic recovery
program

The European
Commission is setting
aside a large funding
program for this purpose
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*Source: Population Division of the Department of Economic and Social Affairs of the United Nations Secretariat, World Population Prospects: The 2006 Revision and World
Urbanization Prospects: The 2007 Revision, , Sunday, November 08, 2009; 6:32:06 AM.
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Clinton Global Initiative~®Cisco®DaAZI vk A MELT20064FE(ZFKE

CUD demonstrates how to reduce CO, emissions by introducing fundamental improvements in the efficiency
of the urban infrastructure through information and communications technology (ICT).
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CLINTON GLOBAL INITIATIVE

CUD Poriifolio:- Comnmnectitfed & Sustainmnable Energy
WViadrid:- UrbanBEnergy Lisbomn:-: Smart
MVMianagemnment UrbanEnergy for Schools
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Telecommuting’
teleconference

3&0 M toms

AXY—k e _ .
i~ - 1] <7 -
ELF 4 b Oyptimised fraight XBDAT)OT U ME
Energy efficient ogistics & transport %:ﬁo)*ﬂzﬂs
buildings Z.3Bm tons. DLV X
1.7 Bn tons /
\H. Reduced
paper
1308 N tons Traffic management

. HETOERDHEL
Smart rid for Process efficiency

Enercry im manufachare

2.4 Bn tons 970 Mn tons

By 2020, GeS5l forecasts 15% glebal reduction H

in emissions
by applying ICTs, some 7.8 Bn tons

Smart Grids

Sowrce: The Climrare Crmop, ZONRS
Green ITICK5E
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Energy Independence and
Security Act of 2007 | 5 A NS 7 1

Authorizes smart grid programs

American Recovery and
Reinvestment Act of 2009

End 2009
NIST Smart

June 2009 July 2009

September

. FOAs for Grid Policy
Funds smart grid programs Investment | Framework& || Statement and 288.?(52#5
Grants & Roadmap Ratemaking Process
Demo Projects Rule
SGIP & PAP 1

Requires use of “Internet-based standards
where available and appropriate”

EISA and ARRA
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NIST Special Publication 1108

NIST Framework and Roadmap for XAT—KrHYw RED Y

NIST CREEEEEHRER) ATEEE-T, AX—FT Uy K T e | oL 77 LY RETIL

FHE-PE L I EHEEOEREEES, e | EEIERR IR D DN B REEZE LD Y R b
‘P AP (BEATREE)

200 9FICA->TRBMLEMAMEE N, 3 ORETOMY HH TAN—EFaUT A —RE

O—RKvyF&ERL. BEIx—X2 (PAP/SGIP) RUT z—X 3 (lE — | EBROTI 3

BGRER. BETL—L7—9) ORGRECHZ (FEEY) . =Y @D, 2010F1BI=H—IREAY =215,

A=, Y)Yy RYI7LURETIL (BESERR)
The The

Smart NIST Smart Grid Timeline Smart Smart Grid Reference Model

<«— Dec 2007 — Energy Independence and Security Act

«<— Aug 2008 — NIST forms Domain Expert Working Groups w/GWAC
<— Nov 2008 — NIST Workshop at Atlanta Grid-Interop 2008
January \M = . Operations ™ Service
February <— Feb 17 — American Reinvestment and Recovery Act ¥ pe:s N Provider
March «— Mar 19 — FERC Smart Grid Policy Statement and Action Plan
<«— George Arnold: National Coordinator for SG Interoperability \
April ¥
May ] N
J | NIST Smart Grid Interoperability Roadmap S - A :
Qi Workshops and Development Enera“on L M , S ks
July ! {ransmissiory Distribution \C“swmm/ — :
August "} Priority Action Plans & SGIP Charter Development (to Nov 12) \*ﬁQQMMmmwm~
September <€— NIST Smart Grid Interoperability Framework 1.0 Draft TN
O CtO be r Flactrical Flows
Domain
November = <€ SGIP Inaugural Meeting November 16-19 L
December « Charter Ratification NIST e N
» Governing Board Elections N
2010 |
Jan <€— NIST Smart Grid Interoperability Framework 1.0 :

AX—brJ V)Y FORTLEBHT DR A VEER
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Enterprise Control Center
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#5l, Current State of the Industry — according to Zigbhee/Homeplug

LR YN AX—hLrT )y RIZBITH=—X

Fragmented Standards Efforts HAN standard definitions
and clear path to certification

\ J

Common Comprehensive
Many Moving Pieces Solution

RRK., @RS RATL (RDROBRABR) |A¥—FJ Uy FELTHREBESHENDE

» Fragmented standards » Timing is good
» No common end-to-end system definition » Standards bodies are open to utility engagement
» No comprehensive certification process » Pick the best minimum solution
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20091 1RAIZ. NISTOHESRAI— Iy FORTLL2EOEMGERKE X
9 HEMT. ERXGHGIE LTHRISHD
EEZAER, BREER. 7T X VJVN—TTHHEESIh-EERN LG -TEY,
AR—rT Yy FEEEHZENYT 58D BAZRY BRSSP AP (BETHEIED ~
DEMYBFENTLS (RR—DB) ,
- EBSDOMBDAUN— YT UERTHIHEL. RELERSRON TS
- RELEERE. ESDONELAFRLEMESTFLoATNS
- RERFZBRET 50O TRE K ERREHFAZRA2—T L LTEH

wEEES T—Xx 55 N—7
FAAL DI HRIN—F

SGIP Standing Committees SGIP Working Groups * Transmissiqn and distribution (TnD)
«P—%F4H F 45— (SGAC) * Cyber security coordination task group ~* Home-to-grid (h2g)
* ME RSB, B8 (SGTCO) (CyberSecurityCTG) * Building-to-grid (b2g)

* Industry-to-grid (i2g)

* Vehicle-to-grid (pevtg)
I I * Business and policy(BnP)

Source of Standards in NIST Roadmap

us
Government

0
.1.0% T~ W\/N\/M‘ ns C £I|?|E§Se Open Gespattl C g{
2=\ £

B — -ISO/EC/TU J I E T F'g OASIS q
| S @IEEE """lntematlona/ GR’EV‘/”S'-' eev;?
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T —
Priority Action Plans (f25c{TEhETIH)
= ‘NISTIX. HEEHRTETEHIAT—FI VY FEZELDITRELGHKZHAFE L THET
5-OIZADEBEIRLZHE L. ”
= PAPXZ K DIFELELEFFRELARTRESNTLNS,

Priority Action Plan - Priority Action Plan

0 F—S SR bR AR—krJ )y FIZEFHIPTO FaLEE
2 AY— kT Yy RIZH T B EBBEIE 3 {4 - HRO = DL BREDER

4 IRNF—BREDHBER 72— - AHZXL 5 A—B— - T—=5 - TOT7AILIRHE
6

ANSI C12.19h 51EC61850 & CIMD EE Y > 7 BEDRMEENA 512
TAVIETIADEH
8 REMEEEICH T -®HEFRET I 9 ZETIVRLARURES
10 ZIRLF—HEFBROZFE 11 7374 VEKBBHEYR— DO DHEEEKIT
12 DNP3MIEC618504 T2y bADTyELY 13 FFZIRHAIZ DLV TIEEEC37.118 L IEC61850MDEE &
He
14 EREBHWRATLETILOIVEVS 15 ERNBEHIFRDT-HDPLCIZED FH

16 BHhEBABEE

http://www.nist.gov/public_affairs/releases/smartgrid_interoperability final.pdf Chapter 5
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PAP & F7SDO (1/2)

T T S - N

PAPO
PAP1

PAP2

PAP3

PAP4

PAP5
PAP6
PAP7

PAPS8

metering

communic
ations

communic
ations

enhanced
customer
interactions

enhanced
customer
interactions

metering

metering

new SG
technologies

distribution &
transmission

Presentation_ID

© 2010 Cisco and/or its affiliates. All rights reserved.

Meter Upgradeability Standard

Guidelines for the Use of IP Protocol Suite in the

Smart Grid

Guidelines for the Use of Wireless
Communications

Develop Common Specification for Price and
Product Definition

Develop Common Scheduling Communication
for Energy Transactions

Standard Meter Data Profiles
Common Semantic Model of CIM & IEC61850
Energy Storage Interconnection Guidelines

Develop Common Information Model (CIM) for
Distribution Grid Management

Cisco Confidential

IETF, IEEE,
Open SG

ISA, IEEE, IETF

OASIS, IEC

OASIS, OSCRE

IEC, IEEE, ANSI
IEC, IEEE, ANSI

IEEE SCC21
IEC TC57 WG17

IEC TC57 WG14,
WG17
IEEE

15
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PAP & F72SDO (2/2)
PAP |Category | |leds0

PAP9

PAP10

PAP11

PAP12

PAP13

PAP14

PAP15

PAP16

enhanced
customer
interactions

enhanced
customer
interactions

new SG
technologies

distribution &
transmission

distribution &
transmission

distribution &
transmission

HAN

Presentation_ID
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Standard Demand Response Signals

Standards for Energy Usage Information

Interoperability Standards to Support Plug-in
Electric Vehicles

DNP3 Mapping to IEC 61850 Objects

Harmonization of IEEE C37.118 with IEC 61850
and Precision Time Synchronization

Transmission and Distribution Power Systems
Model Mapping

Harmonize Power Line Carrier Standards for
Appliance Communications in the Home

Wind Plant Communications

Cisco Confidential

ASHRAE, IEC,
OASIS

OpenSG, IEC,
IEEE P2030

SAE International
ANSI, IEC, IEEE

DNP Tech
Committee

IEC TC57 WG10
UCAIlug Tech
Committee

IEC TC 57 WG 10
6185090
IEEE PSRC

IEC TC57 WG10
IEEE PSRC

IEEE P1901, P2030
ITU-U SG15,
Home Plug

UWIG, IEC, AWEA

16



SGIP Organization

Governing Board SGIP Officers

SGIP Administrator

est & Certification Architecture [ \

Committee Committee
(SGTCCQC) (SGACQC)

Cyber Security
Working Group

(CSWG) \_
Standing Committees &

k Working Groups / 4 )

H2G TnD B2G

Priority Action Plan Teams /

Program

12G PEV2G BnP

Management Office
(PMO)

Coordination Functions y

Domain Expert Working Groups
S \ P g P /

SGIP Membership

Presem = 17




“RI— kT 1) v FeITRHDBNI D
2YNT—=DF—FTIF¥—
Network Architecture in the Smart Grid
Architectural Requirements in the NIST Framework and how to meet them

ZREKRLGT IV r—2ay - Y—ERERLELT
AT—IZHFE 2=y b —VMBEERIEZEERNER
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SGIP Organization

Governing Board SGIP Officers

SGIP Administrator

est & Certification L Architecture\ / \

Committee Committee
(SGTCC) (SGAC)

Cyber Security
Working Group

(CSWG) \_
Standing Committees &

k Working Groups / 4 )

H2G ~ TnD  B2G
4 )

Program

Priority Action Plan Teams /

12G PEV2G BnP

Management Office
(PMO)

Coordination Functions y

Domain Expert Working Groups
S \ P g P /

SGIP Membership
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A H—Fy b F—EFOFA— 127" F—FF O F 4 —

7F7U45— 3>  Application Protocol, Application Protocol,

. . : encoding, AAA, identity,
& encodmg,AAA, identity, encrypti?)n End to endy
encryption reliability, end to end

k52 RR—FE Endto end reliability routing

End to end routing, VPN,
Network AAA, identity,
encryption

Link encoding on physical -
layer ‘ Link encoding on the
physical layer

Y1 2 Physical Interconnect :
Physical Interconnect

5. IPVv6, IPv4 5, Zigbee 1.0 ;T : WEXRIAREFHF
Many specs in the Grid

Designed to work in
Enterprise and general networks

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 20
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RE|HGERY FT—VRERNE

SHEEBRDIEEES T 4« 7TOFAHEAEHE IVF-IVF EXa)Fq1—
= i ' = AX— 7)Yy EOBRLGLESHRO Y U &Kifih il
Many dklfferent I'nlé I_ayehr HEDELNDBEFETIE, UUF LS Y—ICH
networks are used In the 'L;‘T:tjé—:l.' 4—F. 7TV =230/ LT
Smart Grid ZEEE RIS
Ethernet, IEEE 802.11, IEEE (T FTYo rDEFa)T4—HifT&ELTHEUT
802.15.4g, Homeplug, ... (&7 0N)
; Link layer network standards are not designed for
= Therefore, either a p,i_cg}ionh e f_il o
Each link laver must be directl Identity/authentication/authorization/confidentiality
translatableyto any other via ay management
gateway, and addressable end to IEEE has defined many of these within local area
end, or networks, but not end-to-end
Network addressina and routin They are also used at the network layer via IETF
must be independe%t of the Iinl? specifications
layers in the Smart Grid
: = IVRIVRTODEYyaPA Iy kIS
= Link layers are not RS AN LA AES- VAL EEOY
designed to be translatable By | | o
and appl|Cat|On' Applications have different views of their clients and peers.
independent ga‘[ewa In general, authenticate and verify authorization of peers.
teChnOIOgy IS nOt de |ned Largely about securing a channel for information exchange

No “1-2-7” architectures
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Implication of functional requirements:
E 2 ETCOEEHREDOHER

= Multi-link-layer and Multi-network interoperabiity is proven in
the Internet Architecture

42—y ML, 2REEHRDIEEAK (T4 V—, T4V LX)
ZHAEHLERIV VY 2y N -V HOEEEREZEL

= There is no other architecture in current use that has
demonstrated world-wide, general purpose interoperability

43—y MEiTIE, BRICHBKRETORr—)L, A% ZFEE
REFMFIBHATEIRES 540,

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia
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Current IETF developments with Cisco involved

Draft advice to future users of the Internet Architecture,
including the Smart Grid

http://tools.ietf.org/html/draft-baker-ietf-core

IPv6 for Low Power and Lossy Networks (6lowpan)
Compression to improve ALOHA behavior

Routing on Low Power and Lossy Links (roll)
Routing for overlaid 6lowpan networks

Constrained RESTful Environments (core) a.k.a 6lowapp

Application protocol design



http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core
http://tools.ietf.org/html/draft-baker-ietf-core

PAPOIA— KT w7
Role of IP in the Smart Grid

AT—RrF Yy RlzBH3IP7O FaLEE A 5=
20094 20104 FERT

12H 1A 2H 3H 4H 5H 6A 7H

AI | | [ AT A

Task2 Taskl Task3
Task4

[ Develop a set of requirements for different Smart Grid applications
(B4 7ESmartgrid7 77— 3 DEHDKTE)

Task 2 Identify a core Protocol Suite for IP-based Smart Grid
(IPR—ZXSmantGridCHASNSEELZTO La/Lty FO#HE)

Task 3 Develop application specific protocol requirements
(7T 75— a VRAEDERTEHRDEE)

Task 4 Perform gap analysis
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For the Internet layer, please use IPv6

Why? Two arguments

IPVAIIS running out ofiaddresses IRVGS anlimpreVement

|_atest estimates at current \Viereraddresses
allecation rates disregarding final

allocation strategy
|IANA supply depleted early 2011
RIR supply depleted mid-201.2

Impreved address management
Otherfunctionality improvements

Specific support for low pewer

ARIN is discussing reserving IPv4 Mo

addresses for Internet use while
they remain

RIRs to Smart Grid: New services should use IPv6!
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= NIST published 2"d DRAFT Smart Grid Cyber Security Strategy
and Requirements in Feb.2010 that shows high level requirement.

DRAFT NISTIR 7628
Smart Grid Cyber Security “Some of the security requirements for the information
Strategy and Requirements infrastructure of the Smart Grid are similar to corporate
: | _ information security requirements. ... There are some

e ki oy differences, specifically, power system operations of the Smart

Grid are more closely aligned with Industrial Control Systems
February 2010 .... With the implementation of the Smart Grid, IT and electric
sector systems will be more closely associated. ”
lermm\ Institute of Standards and Technology » LS. Department of Commerce

http://csrc.nist.gov/publications/drafts/nistir-7628/draft-nistir-7628_2nd-public-draft.pdf
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HS5YHR A a1a—F1 T DERRE

Q: Rate the challenges/issues of the 'cloud/on-demand model

(1=not significant, 5=very significant)
qs'ecuriw S

Performance [ 88.1%

] 84.8%

Hard to integrate W it | N 4.5%
| in-house IT

ot enough ability o .
customize s3.9%

Worried cloud wil e 1. 15%

cost more

Bringing back in-house
. ?nayhediﬂicult_ 80-3%

Not enough major
S orec) ot I 7+ 6%

65% T0% 75% B0% B5% 90%
% responding 3,4 or 5

Availability

Source: IDC April 2009
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Cloud &L
ThHOEL+

Private

TERNTIEE
9% Cloud

A,
TERAED DC

(SaaS. PaaS.
HaaS/laaS)

TtERNIL—Y

— BT T —

A—tFXal)T4

Public

SP/IDC

SaaS. PaaS.
HaaS/laaS

Tt/ —Fa1—Y

ID 1R - 5L - E S
&, L Internet
X)) T4/

Virtual

Privloud Clou
PN |

ooooo
ooooo
aoooo
ooooo
aoooo

TEXMRITD
H—EX%
INAE9 5 Cloud

ooooo
ooooo
aoooo
ooooo
aoooo

SP/IDC

SaaS. PaaS.
HaaS/laaS

tFEI—Y

BHEEICNT Y
e - RIEME A
XU TAPIES

XA

Private Cloud
& Public Cloud
DEHE
TERAN. tXRE
® DCRU'SP/IDC

TERTIT)E
XaaS E77)
EDEE

tFEI—Y

NER~ T ERB DR
HE*xa)74.API
LEEICEADH AT
Fal)7A

Cloud fE1®D
pt-E;

FEHDOSP/IDC

54&B Cloud &%
f- XaaS 77U
DEHE

¥/ —KR1—4

E# Cloud Dt
Fal)T4LRIILDE
B ER-APIEEE
t¥xal)Ta
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Evolution of the Internet
17 Billion Devices 2012

WW Installed, 2012
S o 11,000M
400M
1,300M
2,600M
1,080M

50 billion devices by 2015

One trillion communicating devices by E
2020? »»»» 2 (:__—!LI:UMETA'
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-F7IVr—3ay
* environmental sensors
 water, power leak detection
» pollution, weather monitoring

LYy FrFT—OTS2a=T1—
* lighting, water management
* monitoring & security
gffic control

Smart Objects ...
RV— fX—5—

* voltage and power sensors

* meters and breakers

« fault detection

R—L-ELTa2T

« thermostats, HVAC, lighting

* presence sensors, lockers, actuato
* meters, smart-plugs, HEC

75>h-iﬁwu EEXTA

* lightning, security, actuators * people monitoring
* production control * bio sensors, probes
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[/

Alliance

IPSO &

«20085F8HIZ2 5 A VIN—E EBITERIL
FR21F10 A RTE: #9508 D A /N—[ZHEK

B

« Smart Objects(E /) ~DIPE A % H#t

 IETF. |IEEE&EHE. RELFE Z 5

B RO MEIL % & (based on IPv6 Forum)

“EFRAEFH DN, RNERLEFTEE

The IP for Smart Objects Alliance http://www.ipso-alliance.org/

TIME's Best Inventions of 2008

The Other 49 Best Inventions

30. The Internet Of
Things

In September, a group of
high-tech companies that
includes Cisco and Sun
formed the IP for Smart

coleR B,
o i a g 3 - o

Objects Alliance. Simply
put, the organization
intends to create a new kind
of network that will allow sensor-ena bled
physical objects — appliances in your home,
products in a factory, cars in a city — to talk to

one another, the same way people communicate

over the Internet.
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The “Internet of Things”is happening
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Industry becoming more conscious about
IP potential (OpenHAN, NIST)
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