goo

22
22
€y
22 1,885 910
18 19 20 21 22
() 9461 1,818| 2,289 2,795 1,885
____________________________ Ed I I )
___________________________ 855| 1,684| 1,993| 2,673[ 1,755
54 55 82 82 73
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1,405 457
18 19 20 21 22
() 602 1,372 1,589 2,321 1,405
325 437 685 466 457
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946 1,818 2,289 2,795 1,885
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66
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946 1,818 2,289 2,795 1,885
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W 98
24
15
2
1
21
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1
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140
107
35
35
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1
1
Q)
22 2010

- 12 -



SSH 1D

ID

Windows Update Office Update 0S

LAN WEP WPA2

http://www.ipa.go. jp/security/fyl8/reports/contents/

http://www.ipa.go. jp/security/vuln/20050623 websecurity.html
4

http://www.ipa.go. jp/security/vuln/websecurity.html
JUN (Japan Vulnerability Notes)
http://jvn.jp/

SQL
http://www. ipa.go. jp/security/vuln/documents/2008/200805 SOLinjec

tion.html
DNS

http://www.ipa.go. jp/security/vuln/documents/2009/200912 dns.html

1 SSH(Secure Shell) :
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http://www.ipa.go.jp/security/fy18/reports/contents/
http://www.ipa.go.jp/security/vuln/20050623_websecurity.html
http://www.ipa.go.jp/security/vuln/websecurity.html
http://jvn.jp/
http://www.ipa.go.jp/security/vuln/documents/2008/200805_SQLinjec
http://www.ipa.go.jp/security/vuln/documents/2009/200912_dns.html

http://www.ipa.go. jp/security/vuln/documents/2009/200903 update.h
tml

http://www.ipa.go. jp/security/topics/20091224 . html

IPA
http://www.ipa.go. jp/security/personal/

At Home
http://www.microsoft.com/japan/protect/default.mspx
My JVN
http://jvndb. jvn. jp/apis/myjvn/

http://www.ipa.go. jp/security/topics/20091224 . html

IPA
http://www.ipa.go. jp/security/

1PA
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http://www.ipa.go.jp/security/vuln/documents/2009/200903_update.h
http://www.ipa.go.jp/security/topics/20091224.html
http://www.ipa.go.jp/security/personal/
http://www.microsoft.com/japan/protect/default.mspx
http://jvndb.jvn.jp/apis/myjvn/
http://www.ipa.go.jp/security/topics/20091224.html
http://www.ipa.go.jp/security/

JPCERT JPCERT/CC

22 1 1 12 31 JPCERT/CC

)

( ) 11,769

2,291
[1/1-3/31: 322 4/1-6/30:349 7/1-9/30:492 10/1-12/31: 1128 ]

1,922
[1/1-3/31: 809 4/1-6/30: 561 7/1-9/30:353 10/1-12/31: 199 1]

PC
4,425
[1/1-3/31: 1,410 4/1-6/30: 1,478 7/1-9/30:965 10/1-12/31: 572 ]

11

[1/1-3/31:0 4/1-6/30:2 7/1-9/30:5 10/1-12/31:4 1]
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Web (phishing)
Web
Web 1,786

[1/1-3/31: 373 4/1-6/30: 388 7/1-9/30: 487 10/1-12/31:538 ]

SPAM 1,334

[1/1-3/31:271 4/1 -6/30:407 7/1-9/30:459 10/1-12/31:197 ]

2
JPCERT/CC

( http://www.jpcert.or.jp/
[ 1

2010 1 Web Gumblar

Microsoft ( 1)

Adobe Reader Acrobat

Microsoft Internet Explorer
2010 2 FTP

Microsoft ( 5 )
2010 3 Microsoft Internet Explorer (MS10-018)
2010 4 Microsoft ( 5 )

Adobe Reader Acrobat

Oracle Sun JDK JRE

Gumblar DDoS

2010 5 Microsoft ( 2 )
2010 6 PC R

Microsoft ( 3 )

Adobe Flash Player Adobe Acrobat/Reader

- 16 -


http://www.jpcert.or.jp/

®3)

Windows
Adobe Reader Acrobat
2010 7 Microsoft ( 3
2010 8 Windows (MS10-046)
Microsoft ( 8 )
Adobe Flash Player
Adobe Reader Acrobat
2010 9 Microsoft ( 4 )
Adobe Flash Player
2010 10 Web
Adobe Reader Acrobat
Microsoft ( 4
Web
2010 11 Adobe Flash Player
Microsoft ( 1
Adobe Reader Acrobat
2010 12 Asterisk
Microsoft ( 2
2011-01-12 [ 2010 10 1 2010 12 31 ]
2010-10-07 [ 2010 7 1 2010 9 30 ]
2010-07-07 [ 2010 1 2010 6 30 ]
2010-04-08 [ 2010 1 1 2010 3 31 ]
JPCERT/CC
[ 1 49
[ 1 287
(I1SDAS)

- 17 -




JPCERT/CC

http://www. jpcert.or.jp/isdas/

JPCERT/CC
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http://www.jpcert.or.jp/isdas/

( )
JVUN (Japan Vulnerability Notes) 181

( http://jvn_jp/ )
[1/1-3/31:26 4/1-6/30:41 7/1-9/30:41 10/1-12/31:73 ]

16 7

JUN 66
[1/1-3/31:06 4/1-6/30:20 7/1-9/30:09 10/1-12/31:31 ]
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http://jvn.jp/



