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Mobile App Reputation

Basic Information

Shal 8704D484836 TDEG3ICB4364E64B62B102C3C97C48
Package Name com bzyg bideyuank

App Label Peter Principle

Size 1329374 Bytes

WVersion 1.0

SDE 3

Scan Information

Scan Time 2012-08-21 21:13:00

Scan Result Malicious

Virus Name AndroidOS TROJTouchnet HRY

Reason

API Security Dangerous APT Called

Data Leak IMEI send out by HTTP GET (URLEncoder)

Data Leak IMEI send out by HTTP_GET (Uri)

Data Leak SIM_SN send out by HTTP_GET (URLEncoder)
Data Leak IMSI send out by HTTP_ GET (URLEncoder)

Data Leak LOCATION send out by HTTP_GET (URLEncoder)
Data Leak LOCATION send out by HTTP_GET (HttpGet)

1 m }
=
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Resource Usage

Battery

Average
Consumption
Internet Data Low
Memory Average

android permission ACCESS_COARSE_LOCATION

android permission READ LOGS

android permission ACCESS_FINE_LOCATION

android permission. ACCESS WIFL STATE

android permission WRITE _EXTERNAT STORAGE

android permission INTERNET

android permission READ PHONE STATE

android permission ACCESS_NETWORK_STATE

Owner

Common Name bzve

Organization Unit bzyg

Organization bsoft

Location xian

State shanxi

Country cn

Serial Number 4d293940

Valid Date I}S‘rr:»m: Sun Jan 09 12:27:44 CST 2011 until: Mon Dec 16 12:27:44 CST 2109
Signer

Common Name bzyg

Organization Unit bsoft

Organization bsoft

Location xian

State shanxi

Country cn

Date/Time Signed Jun 25 2011
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