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WATOBRZIET 70— a U OZE A LE LR WIEERSAT I LER D 5,

FTTICEIN T 74w 7 ORNATHWDLXRENIIH L, ROFREE v v a U8 E BED
L EIFHEEICE LY, BERAICIE. LT X SI2m 5,
<>

R v v a U8 = 3% X Active =2 —H % (%) X 1(Active) =—H¥ 4 7= 1) D

ity a v
<EF>

g —H - MEZ ISP IZEK L TR Y, IB{EMIZ CON X[ Z @i 7 2 rraEtE D &

RE SE

Active =— : BRHHAMICEHEBRIC N T 7 ¢ v 7 B L T D — 5L

Sy g U 1Active 22— 470 D NAT 7—7 Vv ED L a— K& £,

BERFARtEy>ay : 8T 74y 7 ORZERRHEK 9 FF~1 R TOME RS D,

A ElORRGEETIL, I

- I K Active —H (%) = 25%

12—¥Y7=0 Dt v a =400
ELT, 1 Ha—FORAIFRK100 Tty rard LTREL -7 CBRIRIZHR),

ISP DAY N2 X - T Active =—H (TR0 5 b b2, ERROREIZHEW
T, SEIOKRIETIE, 10 F2—FHETHIIL 1 5D COGN #a CINAENFIEETH 5
ZEDIRE T,

(C) v a »HEHR(CPS :Connections Per Sec)
FFRIZ, T TICERNT 7 4 v 7 DOWNTOALXEICK L, CPS OfEx RfEHHZ &
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TEFITHEE LV, TURABKRIZ X 2 31l 0)’&%%% [ZHR T 7 4y 7DD K57
r—AC%1) Tl CPSPERBHIR & 72 57, FEEFEROEEL F/IMbT 272912 CPS
D WEREZ RO 2 RIS & TH D,

CRXDAFIDORFETIZ, AZ U (MR L bty v a v AMEToz ETHY B2 %
Toley, EERIZITE v ¥ a VEEIDTARWEEEZ O L5 RN ET S,

LERFHREIHE >
ARG T REEBIZILLTO 9 8 Th 5,

(1) =17 FL AKEF
(2) Shared Address &%t
(3) A— NEIY YT FyLE
a. BA0EIY 24 C (Dynamic Allocation)
b. PBA (Port Block Allocation)
c. FIYEID 4T (Static Allocation)
(4) time out fHF%F
(5) EIM/EIF(Full Cone)i% &t
(6) hairpining %5t
(1) ALG 3
8) v riks
9) v 7Y — B — NIRRT

FREOBFHER THEEZMZ SR WEAIE, MEEENPLPVE LT DILENH HT2
%50

1)7—nN7 KL A%R
F3BBOT AT RLAEZHBELRTNIET RLAT—A03MhE L, = —VF 0
WENAESNATLE D,
CGN #4231, NAT 7 — 7 ADBHE T RWEARIZZEDO Ny v haE Fe vy 7 L, #E5T
{2 ICMP = 7 —(Host Unreachable) ik 9, ([1] REQ-11)
MBI T — LT R L AHUZ 2T iuT@ot INZERFT 2 @IVE D 4 TDOHA),
BlZIE. AEIOLLTOREIHE - 7255
- Active = —H (%) = 25%
-1 a2—¥Y7- 0 O' v v a s Hi(session/ N) = 400
1 Ha—YaGRE LA, K100 ity a v trbnT, £7—VIPT KL
R &71= V) 32000 N — FRFIHTE 2 & LG 0K2),
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1,000,000 (session) / 32000 (port) = 31.25 (fi)
L%,

1 Fa—HFIx L TF =7 KL A& LT 32 =287 FLAZAETHIZEL VW &

W72 %, ZOEFOT L AERKZhRIT
10000 (A) / 32 (fi#)) = 312.5 %
L5,

(3%2) [rfca7871I28 T, NAT O #E){EE L T Well Known Port(0~1023)LA#+ D AR — b
(1024~65535) RFI TE H L ERENTWNDEN, ZZTIETZ 72 ATFAR—KELT
Linux TlZ 32768~61000, IANA #£5 TI% 49152~65535 £ 72> T 5 Z & 5, 32768
PBg DR — MIRMER<FIHTE S D EE 24 32000 ~— k& LT,

T—=T RLRAFIZONWTIEL, A% OIEEEAE X, T LbERELET RLAFT
< THIBMTE D XS e By, (of. [1] REQ-3)

£7-. ERRREQ-3ICHOWTIEF =T RLZEICHOWT ERBEVT ) NEWVWEH D
D, FERRIZIIEIRC KX > UL ERBRH D720, +07 7 — T KL A ELRFFCE 55
WMEIBET RETH D,

(2)Shared Address %

2—PFICEBEIZE VY THT NLRAERGFT 5,

FRIZRIRED 22 1T UE[RFCE598]I2 96V Y, 100.64.0.0/10 ZEfZFIHT & THAH, =
FILBERE D [RFC19181ICHE 5 77 A <— k7 K L A Z2[#](10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16) & O EHEZBET H7-DTh 5,

CGN HE 285k L C Shared Address R A A U DNEEIZHIN 2 8A121%. Shared
Address # 2RI K L CEAIZEIV RS >, BEEZHFT IOV TIL, FFHEEOXRE
RV IZERLILD, 100.64.0.0/10 ZERITH) 419 HED IP 7 R L A& Eiei=, %<
DHEFEFICL > TF2=—7 RFIVIRY CHETEWE Ebh s,

@) — NEID YT FykkE

=P EDL IR — P EFID Y THNCONTE, RELFTFTLUTD 38 2OF
ERH 5D,

- BhyE 24T (Dynamic Allocation)

- PBA (Port Block Allocation)

- §HEI D 24T (Static Allocation)

INHOREIIT, AT FLARGH, 7 RKEtB L OEX 2 U7 ¢ x5 & 3 < B
TLHEHATH D,

—MIZ, T RUARIH O L v ZEHOBED 2 8506 Rl ZnE o FEOH]
Ao REWFUUTO®Y) Th 5,
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#® 2.2-3 7 FURFIAOZ RN L v SEEOMED b RICENENOFEOFR - KR
HEVBIET  PBA (Port  APEMEIV

(Dvnamic Block T (Fixed
Allocation} Allocation)  Allocation)
wHhEE @ s b
o ® o] =

UTFIZENEND FIEIZOWTOFMEZTRH T 20T, FFHOBEOSZIZI iz,
a. #A0EI Y 24T (Dynamic Allocation)

NAT SEHHRIZONT
BE D Y TCERALEEDOT =T KL AHORGFB L OENDFRIC OV T,

(DTRAR L@ Th D,

- a7l onT

BRI E D M CTERITH 720, NAT 7T—7 L OEY « @I HOW TR T 2 LER H
B ZDH, B 7 OBIFIERITRIZ D,

o 7 OREOBEIZ SOV TIZ@IC TR T 5,

- =W T L DOR— b EREIZONT

EREID YT L > TEIC2—PITIP 7 RLADERY 21T Z N TE D0, Hr
EL—PFICLHR—FOEFICL Y —FOBEZAEFETETLE D &0 ) [FER
Hb, TDH, 2—HFTLEDOR— b ERHERE T DN EE L,

B R LY, K7 7V r—2a IO T 100 FBEDOE v a VAT HZ &
Mo, HEEIRARDFE— CPE B FIZH 2K AHBE LT, 1000 A— MREEZ HL L L
THY v 7 THZENRNERDRD,

IP address/Port selection

NAT Z#ith DY — AR — MIONT, EOR— FEBEIRT 500 & 0 5 REITEEEIC
EENTWS, NAT 77— /WZEHIP 7 RLAEZRELIZSEE, EOTF—LT FL 2%
BT D0 EVIHIRELFEETH D,

BREFZ L o TR ICHEN FRE7e AR — N EFIRT 2 2 & Ol [RFC6056]1235
WTHR SN TW A2, FRICHEN 2 TUE, IP 7 RLAB LR — FEFIZOW
T HLNIERT DL HEONRRNEBb s,

b. PBA (Port Block Allocation)
PBA X, PORDLNEEOR— 70y 7 2B —FIZE Y Y THHET
H5, BEID YT EFEERIC NAT 01 Em <, B >u ZOEDPHIJK TE 5,
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-NAT FEK5h=R 2D T

R—hr7 0y 7OV A XOFRFFITHONTIL, BURTEIEM &V D b DI,
BIZIE, RAEL Y 1 77V r—rarbiootyva VBN 100 BETH-7- 2
EPD, ARICAR— 7y 7O A X% 100 &35,

DLFD 2 5O —F R854

a—HF A0y g

2—H#Bi120 v a

a—H AT 7ay 7 BRHATLZ L1205, ZORIZ, 60 R— MIAZFIH S
DM, FED 40 A— MEI—F ANERICHEEZR T T LETHRIND Z LT D,
2= Bl 27y ERATL LD, TORE, 120 A— MIAEDFIHI NS
23, [FAERIZEE D 80 R — NI B AIZ TR &2 O Tl —WIZITFI A Sh e,
ZOXITHHENRNR— FRELDDOT, BIRYEID YT Ll 5 L ERLR
IFEL 25> TLE D,

Flo, ERANANDOT SV r—va DL, ¥—=TT T4 T wH KT, WOE
TheyvalEr L HrRBERAHL DL TEY, Z0bEaEYy v a O
DIZ—D2DTay IRT A ST TLE LI RBEL R SND,

=0/l ANE

EROFNHED &, NAT 0 7 ORIZHOW T, BE D 24 CCiE 180 D E 412>
WCTETRHETIVNENH LN, PBATIHAICLI 7y Bill27u0y /0371
v 7 DEIE ORI T THTH DD, BIFICHIET 2 Z L NARETH B,

- a—HPF L DOR— b EEHEICHOWT
FRE D 4T LERERIC, 1000 A — MEEZHZE LTy v 752 RN ER
bbb,

- IP address/Port selection

R—r7my 73R ETOND D, HBEEICLES>T, AL R—-FL oY
DEFETETLE D,

7y 7RAOEDR—=FEMMAT L0, BT ey 7RHTLLEICEDOT R Y
ERATZMCONTIE, 7V A ASBRT2 L08RV EBbi s,

c.FryE Y 24T (Static Allocation)
BRE D Y T — PR SN B OR— R Z2E VY THI-H, BINED YT
PBA |ZH#9 % & NAT SRR NENDS, v V2 BUGT 20BN 072D &) A
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Yy BB,

L, DSORGBV TRIEE T D BERD Y | #—ARL— L CRIET
ERVEAE, BET 7 A A ORBEKIC A>T LE D &5 BBARAET 55675
5.

-NAT HEHKIZDFIZDONT

7= BFIEID YT LFRERIC 1 T2 —PF TOEETEZ D,

1 2—PYHDICHY ETHE Yy v a VERICOW TR, BKREEE D 24T TR
L EENTERLI > TLEIZD, 1 2—P %720 1000 KA — FEID K TLT 5,

10000 (==—#) X 1000 (session) = 10,000,000 (session)
DIR— NMERPLE LD,

%7 —VIP T KL AH7-0 ) 32000 A— S HBFIHTE 2 & LA,

10,000,000 (session) / 32000 (port) = 312.5 ({#)
L%,

1 Fa2—PZ L TCF—A7T RL AL LT312M(1.20)7 FLAZHETIUI L WS
LIl D,

ZDOEDOT R L AERRIL,

10000 (A\) /312 (ffl) = 32 1%
L%,

ZDOEHIT, NAT IZ K HHEANRITEFI VD B TOEE XD b IHNIEELI R D,

-a 72 oW
BB YT, POa—FNEOT FLAKROR— MFICEID Y TEHENTD
WTC, BRERT AR,

- 2—P L DOR— b EREKICOWT

12— L ORYRR— b EREIC D, 20720, +50 & B 2 8OE D2
B L7207 R NOERYHE R Y — R LULICEEET B . R FEID Y TR E
ZOTT, Y—EALNVERT BB — A2 R TE 5L H 5.,

- IP address/Port selection

HEOEID Y Toln, WREICE>T, FIHENDT FLAL U ORRETETL
£, TRy IAOEDKR—FEFHTLENICONTIE, FUXATTLORRENE
Bbohd,

(4)time out fEHF%E
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HEARRIE TRHCBWCRHE L@y, TCP Ok vy a v 2 EbALEHL TS HD
(2o TIE, TCP @ RST 7213 FIN 238U &7z & NAT 7 — 7 /L & il LT XS,
RST %7213 FIN 28l ST/ TCP £ » & 3 %, UDP, ICMP Dz 12>\ T
1. — T NAT 7 — 7 NV 2R &2 TH oD,

F7- . Full Cone NAT D354 . S5 OIE % — E R 5213 5 7= . Full Cone
NAT OF =7 MZHOWNT S —ERFFEIREFTE TH D,

ZNHO time out EIZOWTIET R h a2/ LD L ICATHRETH L Z LN EE LU, #
(2, AEHRGE L 7o >\ ik, ICMP 3 X O'DNS 77 ¢ » 7 @ time out 2D
WTIHELS R EINTEBY . B— FOFFAREN -T2, 7O SBERER I LV
hHZ2 T\,

time out ENVEHE ARETH D Z LIC& > T, 7'm b /L OFEICEE T CON BEfR D
WAL FRETH D,

(5)EIM/EIF(Full Cone)i% 3t

EIM(Endpoint Independent Mapping) & 1%, EFEN RS> TWTH, F—D%ET
IP 7 RLA KON — MZxE L TERI D7 —v IP 7 RLAKROR— b &2EI D 24T H%
HTHD,

EIF(Endpoint Independent Filtering) & 1%, EIM (2 & » TEk &7z NAT 7—7 b
BT 7=V IP 7 RUA KON — RMAT O@EI, SMBOEDKRA R DEETH
ST ANDEHTH D,

EIM 7> EIF T&h % & %, Full Cone NAT & FEEIN D,

Full Cone NAT |3 NAT 7 — 7 )V BMERR S TWAUTSMNT O 2T OS50 6 DdfE 2%
FAND =D, P2PEENHREE 12D,

CON H#C & o> Tl b ZEMEN E < EE LWEEI L 52 5,

MRREH L LT P2P @5 2 2 E 22054121k, EIM/EIF A 3%#UHIC disable (2T 2
R E LU, AERRGE L 72H2 Tk, 0-1023 @ well known port (22 Tlid EIM/EIF
23 disable (2 &AL TV 7223, well known port TILEIZH— -7 T4 7 > MIOBEDT=
O, MEeVWEE2xbND,

¥, %UHEERTIE. Full Cone 7—7 /METCP vy v a U TOH IR S D7
D, EEHONAT 7 —7 )V ERNRAFSINLD (XA LT U MRRZISICE BT 5729),
—HDA 2 F—=F v b bTT 4 v 7 OFSLLEE TCP/S0 Fidfs (f—27 747 b
B) o, CGN o ) Y — A Z W Lianizwic b, EiosE (EEO
EIM/EIF @ disable (2B 58 7E) BRWEB X BN D,

(6)hairpining #% 7t
hairpining IZ. CGN #&E F D2 Z4 7> FET, 7o — L7 RLRAEZ LIZHT D
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LBENAIRE CH DL Z & Th D,
halrpmlng M R—FInTWine, 2—FHOIF VIR LBENTERIL->TL
FOD, MVRLBEEZEEL-Ry NV =72 T 5561213, 20 L 5 72 CGN #
RTEE T NE T,

(MALG %3
ALG(Application Level Gateway) DFE¥EA3% < . £ 72 ON/OFF %8R TX Hifas %
ETRETHD, CGN MEFOBFRIE L V9 BT, "RERIR Y & To ALG %ﬁfjﬂlﬁ
THIENEELY, LML, ALG OFMEIZ & > THEREE TOA /37 FRHH T L
Mo, EEIZAEMET 200250 TE, ARPRIUIIG TR LB TH 5,
F7o. BEERE R LY ALG OB ZIWED MR S L7203,
- TN =g OXIGT Lo TR TEEZR H O (FTP passive mode, IPsec NAT
traversal, TURN 73 &)
- kX VT o BfEstEoR R sz e b a4 (PPTP)
ZOWTIELT L AMEOBE TR EBbh b,

(8) v /iks

FEF I, abuse JIGEDTZORHEIZE SN T —YE/HETHr—ARNDH D, TD
OB R DX, ek, BETLIPT RLAEL XA LAX T THoT,

IP 7 FLADINWHEL 21T 9 H— NRadius ° DHCP) D 1 712 X - T, i 4KEHICE
J5IP 7 RLALEIHEREEAET D LI Lo T2—VFORENCKIP 7 KL A L
VLN BIRIZB WO RRE Th o 72,

MXRDO L —HYIN Tor D Y 7 ML » TR DOELILEZIT> TV AHEEAT.

B e 2 — PR IR L 72 5,

LML, CGNIZL-TIP 7 RLREIAET L/ —ATlE, BELEOKFA R HOH
& NAT B v 7 %28 5F 5 NERIHTL 2,

REEAER LY, BIEI0 M CTE2 LTV AEEITIEINAT 7 —7 /L OERY - ED X A
YT, TRour 72T 5 2 LR ENnD,

- EEITLIP T RV AL OVR— |k

- NAT Z#it% X5 IP 7 RV AR OR— &=

- EELEIP 7 FLAROR— MBS

- Timestamp

ASCII FEX DA, ZouZid1 La— KTH 120 byte £ 725,

EELEIP 7 FL AR OR— FESIZOWTIE, BOAR1-2BETH a ZHEEN D
TN ThDHI L L, portoverlapping Ffii DL EIZIINEA L 725D T, G35 Z & &HE
LUz,
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7O E LT, BLFO 3 50ANSL S,

- ASCII 3K

- Compact E=

- NAFUTEKX

Compact TE & 13, it EO TRA6 EHFIIC L > Tr 7 OEEZ MO TFIETH D,
EOFEBHERE LTUIR L DO TH LM, ED XS REXTRIFET 20 0ENTH D,

Bl 21X, Compact JE=UE ASCIT JZA L i L 7 D &2 80%IZ TE % Z & MRAET
RSN, B 7 RFOREIZONVTIE, CGN HERE LU F¥#EE O NMS(hetwork
management system)|ZKTFT 5720, Z 2 TIHFRITHEE L2V,

-RFC6302 %It 22T

[RFC6302]ic\ T, 7 R L AIHHIFICEAD A MEE LT [IP 7 FL AT Tk
I—PRFFETE R 2D L] BEMINLTWD, JRRT 57 71 —FO—2h,
WEXEOV =R FWIZBWTT 7 A LTERRETOR— MERGS L ONEMR#
A LAZ L TVERMBDIFIETH D, ISP Tld/e a7 IR0 INHETH 5=
VT LHTRXRTORHENIP T RLA+R— | TITOND X 22721 TiEiu,

CGN ZiEHA L TW5 ISPk LT, IP 7 KL AD#H T abuse O H&EAKIZHA,
HHF 0 Y TOLAE, BEAELEDr ZICED TEPRITE, =2 —FORIENTE 2
W, Fo, FREID Y TOLAICE WY, BEmEOn V2 TR L T eT
L7 B 720,

BB M ToRE, < OFEFTIn 7 ZBE LAV EEDbRDE R, Z0HAX
RFC6302 [ZHEHLD Y — 30255 D abuse HAE7ZIFICHINT D2 EMNTE D,

Q) a7 — NEHK— TR

FREEFRESR LV . 1.6 T—F BB ISP IZB W T, —Fhk LW EFICHE VT 100GB/day
DOu TIRERESND Z EBbhoT,

abuse Xz HHJE LTWATD . 2 boa ZOE ) KL 28T 5 X 53 LT
e b7, 207, CGN L L LTiX, 27— "ZIEl LEROSEE~ED
:kﬁf%é%®%@ﬁ?5_&#%ibwoit\mﬁﬁ—ﬂk®:ﬁ?v§yﬁﬁ
WA IZIE—RFIZ CON AENMRIFTE D2EEREE LW, B 77— BT D=
~#%ﬁ%ﬂ RO HHED LI RV AT ATHDL ZENEE LU,

PLbED 9 ROMFHIE Y CGN AREE LOEBL Y AT L) OHFHIIZITE T Th D,
CGN 1T NAT Z#a &\ 5 B E 2 HANICB N TITY 2 b, SPOF(Slngle Point of
Failure) & 72 2 ATREME S & 5, T D=8, 2.2.3 xHii FIER L O 2.2.4 #8812 T CGN
HEHIZHBWTATREZ: HARERRZ G L. BREMEPT & %5 2,
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2.2.3 K FNE

2.2.2 HTHET TV OHEESIEOXEFIEEZ . F5I1C IPvd OHDORy MU —T %
IPv4/IPv6 7 2 T VA2 7 ~EERS 5 Z & 2 ERICB W TEAENICE Lo,

IPv4 7 RLAZEE 2 —F T =735 FIETEBENICN S Db OEEZ 5 i 27,
BRI, 77V r—va r~0RE FEFZOEHOEM, X2V T 1 ~DF
Bl Thd, ZHOOMER RS 5k HIET IPv6 L TH D, L, EHH
(21X IPv4 D5 EHi & OFFEIZL > T, CGN 72 E D IPv4 32/ FIENRSLE L b, IPv6
R L o T, IPv4 A FIEIC L AT S L5, Bz X, CGN OERERIIZX LT
Bty a L CPSNERELH 2 51, IPv6 W RIZXK - TIPvd Ot v a UEITED
T %, IPv6@E28ME 2 512 Y, CGN &5 IPv4 @fEXED L, 2—HF A4z ok
yyaBbET 5, £, 2=V TRAETLE e — LT RUAKRLEDT D, #E
BLLTIPVAT RLADE vy gy ERICEAT 7Y r—3 g  ~ORBIIR S .,
BHaA MORBECE X2 ) 7 4 ORBELB SN G255, ZORIE, IPv4 S
it & IPv6 Z[AIRFICHR T2 Z L THELD D TH D, ZD7d, BEFD IPvd DA DX
v RU—271ZxF LT, CGN &[RRI IPv6 Ziefihd 5 Hika bt & LT, xfiiFIAE
ZELHT D,

BB, EBEORy NT—IBRIZOWTIE, LFOfIE Y bEHETH Y, FEEEER
DEELHDH, HETHE LTOHWETHHN, EARNREZH L LTUIAS AN
ZEMTEDLFERERD I DITERELZLWIER LT,

KCGN D F 77 4 v 7 57HEC OV TS

BEAFDF v b U — 27 TE IPv4 i@1E & IPv6 lE 3 TICT 2 7V AL v 7 TIRIEL T
WBEAENRDH D, ZOHA, CGN 28 AT 512H7-> T, CGN 7% INAT HEE & 135112,
=L IPva BEIOIPYE 2 V—T 4 VT ARETHDHZ L] ITE»T, F*v hU—
I DT —XT I F R IRT HEENMA LI, KERARHF D ATREE 72D,

NAT xt5: & L7 IPv4 i@E (B 212, EE IP 7 R LAV LEZIT TV % 2 —)
DBEVNIRIEL TWAHEE, CGN IZ X - GERIAVIZ NAT x4t & NAT %544 % X5 L,
NAT HBHND KT 7 4 v ZIZOWTHEEAR[RETH D Z ENEFE LU, £72, NAT 3%
AA K& NAT 840 R 2 MOV I LiEfF122V T4 hairpining LA AIRETH 5
ZENRMIAERD,
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Router Router

(8) (b)
— I NATE B EhAL — : ) NATER R
=) P (@) D
MATHEMZND | MNATE@ZND | :
= ol CGN Fo o CGN
IPve IPvE
b5 7w bS5
Edge Edge |
Router Router=— (Lemamanmiz
VRFZ FIZPERAI
BT,

X 228 CGNDNTF 7 4 v 7558k

7272 L., CGN L HERHR7Z2 T 7 4 v 73 CGN 2t T LE D Z &2k v, CGN D%

RERRFUCE L | BEEY —EZA~DOEENREINL T —AbESND, £DT72H, CGN
DEMEBIT 572D IPv6 N7 7 4 v 7B LUNAT #5454 877 ¢ v 27 % CGN 2 b
NANRASELRABANTH D,

NAT xf4: & NAT 554440 IPv4 i8{5 % CGN LIS Ok Es DV —TF 4 > T2 K - THiF
%A1, NAT Bl F oL — % 2 T VRF(Virtual Routing and Forwarding) X°
PBR(policy based routing) 23 4B & 70 5 CEEK[41B7),

FFEDO VRF X°PBR #Efi L TWAL—F LD S LI FEICITVELOL—T 1>
TIRAIREZR L —Z D3 D555 1T1F NAT 5f 52— NAT 44k —#1Z CGN Z i@ 5
TIZHEBZEE LT LE I 72D JREDOEEII NAT st 2 —HF 047 v i LidfE 1349 CGN
FCHEET LK LT IR 6 WRICEERMLETH S, L, =—FH
DA VIR LIdME 2 FFA LR WEET DG EITIZZ DOIR Y T/,

KCGN OIv—T ¢ > THEBEIZ DWW T

Shared IPv4 7 KL 2 (100.64.0.0/10)% %]V 2T Hi 7z —H %, 43 CGN %i&EE
LR BRI IEWT 202 CGN 1% SPOF(Single Point of Failure) £ 720 9 5, #d
7=, HA(High Availability)iik % B3 7=9I21%, B —TF ¢ VY WARETH D Z &
WEARRMEETH D, Lol BIED COGN RO — T+ —T 1 v VT HREA £ o
TS EIFEVER, CGN OERMERER M L L TWAH7ed, ISPO LY a7y b
—J ~DEANTE DX >TETWD, LL., #lziX BGP(Border Gateway
ProtocoDiZ X 2 /V—TF ¢ » ZNFEINTW W& wmAEINHIR SIS &3z, BE
FDOFXRy N =7 ~ORERELNPNLEL 2D,

7o, B —T 4 VI LK BITNEANANDY IR 2 NRAE LT & 12, NAT OfREe
ZUIV A D COGN Ty RA—=A"—=LRITER 6720, 2072, CGN HarILE)
BN —T 1 v 7HRE L HABREZ A B DR T3 L > TND Z EBREE LUy,
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<DNS OFHEIZDWT >
DNS OEEIZOWT, BFEOFER LV, LLTFD 2 00/ — L 24 5,

Case 1 Cass 2
., DME Server A ., DMS Server A

Full resalves Full resolver

.ﬁ.p.plicat'nn Server .ﬁ.p.pl'u::at'nn Server

OMS ServerB

Forwarder

| | | 2] |
m” Gm  tm Dm 5m GEm

X 2.2-9 DNS ¥ — OHAREE

CGN T, DNS 77 1 v 27 ® NAT time out fEz/NE< 325 Z & THRE~D
R IREMICT 2 2 LR ENT, LA L, CGN ~ORELEm Mz En)
FERIZL->TIE, DNS 7 U2 CGN 2l b WG E T2 NEE LVEED
HHEBEXD,

LEEY, CGN OEANIZONT, £ 224 1R LT 2 DDORY U & Ffo o FHES
ZRRET D,

# 22-4 HEHEE

IPv4Global 3 XN IPv6 T 7 1 v 7 CGN 7% @i CGN LIgk s CorBfE
N —T 4 T CGN THHE CGN LIgk s < it
DNS 7=V bypass L72\» bypass 9%

AA=VE LT FEFADOMHNTH CON DIZOI N LV ZHRETH D L BET D,

KBEFR Y R T =220 T
BEfF Ry MU — 27 2o T HHER L LU TEICH/NEEE ISP~KEUL ISP #487E 7

He HROFR Y U= DEEL LTT 72 AP FESBES LTS 2D, ISP X T 7
t 2 H8 & O A A (POI: Point of Interface) X W & A7 CGN 23R ET 5, & RICH
BEINZPOLGaT Ry NT—I~DKT7 4 v 7 OEROMIFE LT,

(1) = R m AR

(2) = 7 &R
D2 NRDH D, M 2.2-10 IR LIAERAMEDOEFR Y NV —7 L35,
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CGN i) X i 1GigabitEthernet X[ &35, jtbH v Z UK TH 5 2
Eb, CGN 28 HA #ipkz B o 234720, CGN TEL—TF 4 V7R A[RETH D
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N7 7 4w 7 O4BEZIE, [W—0 POT [EHRIC NAT x84l & NAT MEMEE MRS
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P NPHIRIZ R EIND Z LIk o TEHa X N LRI D,

CGN % #56t L7-%1%. Shared IPv4 7 KL 2 ZfidAn L7z 2 —W |22\ TDFH CGN [A]
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RE(RFIC BGP BB 3 0 B D NAT XIS D T 7 4 v 7 DNV—T ¢ TN A[HET
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2.2-13 a7 R Y hTU—27 ~0D CGN OEA-1 HH|(FEE O

27



727U, CON R NTF 7 4 v 7 OFIICHOWTIREENLETH D, T, 77 ER
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MEILL > THEIESN DR TH D, ZDHG CGN OEL L bl ARt H 5728
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% Active/Standby TiEH T 5 Z E W ARETH S, E L, BIIV—T 4 L TIZLD NT
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(4) TR >~ N T — 27 ~D CGN DA HH|(FHEE D)
FEED OLEE T, BEFEDO NWAERIC R DR WBLE 2 0L 5 2% 2 5,
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X MU — 27 3B EOERR & TN 5, CGN B REIRIL—T 1 v VR Z R
BRWMRETH D Z b, BfL—T 1 723Uy, CGN Ot LTiX 10
Ha—HElx HINENEESND Z 06 CGN O HARER NS L7105, Z DT,
Z Z TiX VRRP(Virtual Router Redundancy Protocol )W TCILEILL TWH HD LT
Do, TDIz, L2SW b2l EIT /e D,

Shared IPv4 7 R L A % fiifii L7z 2 —HIZ 2O THOHACGN AT Oiffs &35 2 Lic &
ST, 2=V ZJARNAEE L TN T ENARETH 5,

o, a7 =2 O IF Bi&fli e, =y P—2 & a7 i — 2 HORE#D S
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W72 Z OfERE, StarBED TOMGEERBEIC THEEICHESE L, BEOMZRIS L CGN
10 A K D HA BiEDORERE STV D,
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FREE L7 fE 32 oelo, x4 & 72 % ISP X° ASP 72 & OHEIC & bW - Bl 7 i s pl
F L, BARERM) R E, EA T EE GO E R LT,

(1) /B (B%& 15 N)
BRI B F 2 T /I3 & LTl A5 L7 ISP 2 /UET 5,

(7) Bl 72 B e pl. (HELTRERR . BdiE %)

B/ NES W, BEINEN—Z[aTV—F] TPy ML= b by
VIR TH D EBZOND, V2PV 8T 74 v IV PREFLTNDHDT,
WA v— 2 % CGN (T E iz DM 2 HERRE L & 3 5, INICITERIC T — B X & 42
LTV D — "B — L — N« DNS =7 )3 H Y, #@N% 4T Shared
Address | WE#% CITBEAMTIZ RNV, CGNIZ R TPy MITIEZAR L, 7]

REZRIR Y = DICEWE ZAICERET D L5, 72120, BHRIREENT D&
HbHRIRFICFF OS2, WA IF 2 +0F2bD0&EET L5 Z ENEE LUy,

Transit Transit
Router Router

Core Core
Router Router

N

CGN

7N

X 2.2-17 Fol2pEaeiEak (NS

HETERE B8 AX2500~ (A10 ®*» R —2 ), ASR1001~ (Cisco), SRX650~
(Juniper) 72 &,

(1) Basa%E
FixftHE BICOWT, BURIZAEDLE TLLT O X 9 2% EH]C config 2=,
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1) F—IL
TRL R
it

(2) Shared
Address &%

it

(3) R—Fk
EYLTF
iRERET

(4) time out

Ba%Et

)
EIM/EIF(Fu
Il Cone)&%
Bt

©®)

hairpining

#* 2.2-5 Config 5l (/)

- Active L— Z&(%) = 25%

-1 A—YHYD v a$i(session/1—H) =
400 £9 %<&, 10000 1—H It L TERARIEF 100 B
Tyl alBEEFEEINSG,

1 pool address #7zY 32000 ;R—rDFIAZEEES
BE. R TRLABERBINIEENEITHES,

100.64.0.0/10 ZRZFIAL. 21— B/ T 5.

TRUZADEBMEGHHLL =8, TRL REHER
EOBVBMEYLTERAT S, 12— 2
FTEHLVDO T NATOY L TRFTEDH—/N
ERETHENTREET B,
A—HTEICHATREAR—F ERFEUTDOLS
[CERET B,

TCP = 1000port

UDP = 1000port

ICMP = 100identifier

LUTDREET 5,

TCP time out= 300(sec)
UDP time out = 300(sec)
ICMP time out = 2(sec)

TCP SYN time out = 60(sec)
DNS time out = 3(sec)

Full Cone time out = 2(min)

2 THHR—FT Full Cone EIfETHZET B,

hairpin JBIEMNAIBETHHET S,
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ip nat pool [poolname] 133.4.0.0 133.4.0.31

netmask /27 Isn

class—list [classname]

100.64.0.0 /10 Isn-lid 1

Isn-lid 1
source—nat—pool [poolname]
user—quota udp 1000
user—quota tcp 1000

user—quota icmp 100

(LLF (X default DE&E)

ip nat translation tcp—timeout 300

ip nat translation udp—timeout 300

ip nat translation icmp—timeout 300

ip nat translation syn—timeout 300

ip nat translation service—timeout udp 53
fast

ip nat translation service—timeout tcp 53
fast

ip nat Isn stun—timeout 2

ip nat Isn full-cone enable

(default)



R AT
ip nat Isn alg esp enable
ip nat Isn alg ftp enable
(7) ALG % ip nat Isn alg pptp enable
_ AJREAPRYE T ALG % ON 295,
£t ip nat Isn alg rstp enable
ip nat Isn alg sip enable
ip nat Isn alg tftp enable
LI I8 B ZE159 %(abuse Xt D1=8H@IE L IE
HEWMBTHELLET B,)
- REEX P PRLARUKR—F
N _ . i ip nat template logging [templatename]
(8) OJ &% - NAT Zi#fk %S5t IP PRLRARUKR—F
- _ . . include—destination
&t - #EE% P TRLARUKR—F
format default
— Timestamp
log format [XB[ZRIEDT=6(Z. ascii format THS
95,
slb server [name01] [IPaddress]
. port 514 udp
9) B4

slb server [name02] [IPaddress]

—/INEH#/ syslog server ICTT NAT A ZEE T 5.2 5D H—
H—N\TR NTHELTOYZRIET S,
1L E%ET

port 514 udp
slb service—group [groupname] udp
member [name01]:514

member [name02]:514

() R Ik

NAT G2 —PF~R &IV EZ 2179,

Tyl a VBN RAICHE A T 728, time out i - By 3 ER - AT R
U2, 22— PRUUCAE DT TERENARETH D,

NAT o ZRGENRLIZHEZ T e, v 7 —_"on &0 Tl LR Ll
HERFETH D,

B2 T NAT By g VEIICHOWTEARRIER & L, Z&EM % B9, abuse
HENDHS>TZHAICE, BALORGEY— "0 7 L NAT v 7 #2446 1L, = Ra—W
ZRET Do

(2) B (% . 10 5N)
BE R 55 2 T, EEmEZFFOP RO ISP 2ET 5,
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(7) B 7o b i R

HETVTLENEIND VT 7 4 v 7 Mty o CGN THEHTE DL HITT
%, Flo, HAMKRZ LA ET D, HIOKE 2K E 725720, HREDOE W CGN 23
PR &N D, DNS 122V T, CGN Z##l LRV MERR &35, B 7 OEFSFIZOWT, #H
RN R E DO TERE D Y TFHAEN TRV, R— hE2EEMICE Y B TEH T
EErRWLZ T 5,

Core Network
Core Core
Router Router

//

Edge Edge
Router Router

CGN

HA

Access Network Access Network Access Network

2.2-18 FERMEAER (TR
HESERE 2R AX5200~ (A10 % v h7—2 %), CRS1~(Cisco), SRX3000~(Juniper)
mE,

#* 2.2-6 Config #] (HHIE)

BEFEEYLTD=H. 1 1—FH-YEERIZR—
fixed—nat inside 100.64.0.0

rEEIYLH TS,
100.65.255.255 netmask /15 nat
(1) T—=IL7EF 2 DFE#HELDELSICEEIEL, 131072(2°17)2—H (<
- ) . 133.4.32.0 133.4.47.255 netmask /20
L RE&ET *L. 1024210 R—r£EIY LTS, 1 T—ILTRL

usable—nat—ports 32768 65535
R#T=Y 32768(2"15) R—rFIFAET HE T—ILTR

LARELT. 2727/2°15=2"12(4096) FRL REAET h

ports—per—user 1024 ha—group—id 1
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(2) Shared
Address &t

@) K—haY
8 CFERA

(4) time out {&
B ED

(5)
EIM/EIF(Full
Cone)&% &t
(6) hairpining
Bl

(7) ALG

%l?ll
Ei!

(8) mJ &kt

FEN AN

100.64.0.0/10 ZEFEAI®D. 10.64.0.0/15 FRL R
(131072 2—H53)EF AT 5.
LROKSICEERVETET B,
A—HTEICH ARTREG AR —~ LR #1024 R—
betid,

LTOEEET 5,

TCP time out = 300(sec)
UDP time out = 300(sec)
ICMP time out = 2(sec)

TCP SYN time out = 60(sec)
DNS time out = 3(sec)

Full Cone time out = 2(min)

R—FDFAZEET B1=6(Z. 1024 LIFEDHR—F
D& T Full Cone EIETHZET D,

hairpin JBIEMAIEETHZET D,

AIRELRYETD ALG % ON (295,

Fixed—nat @ port range E|Y ZTOY DAHIRET 5,
Ty arllnny(F0T 2RO -HIZEFL
U(’\O

35

(E3ED)

(E3FD)

(LATF I default DE%5E)

ip nat translation tcp—timeout 300

ip nat translation udp—timeout 300

ip nat translation icmp—timeout 300

ip nat translation syn—timeout 300

ip nat translation service—timeout udp
53 fast

ip nat translation service—timeout tcp 53
fast

ip nat Isn stun—timeout 2

ip nat Isn full-cone default

(default)

ip nat Isn alg esp enable

ip nat Isn alg ftp enable

ip nat Isn alg pptp enable

ip nat Isn alg rstp enable

ip nat Isn alg sip enable

ip nat Isn alg tftp enable

ip nat template logging [templatename]
log fixed—nat—all

log fixed—nat—user—ports



slb server [name01] [IPaddress]
port 514 udp

(9) a5 H—n slb server [name02] [IPaddress]

syslog server [CT NAT A ZRET 5.2 5D H—
B8/ —N\TT port 514 udp
NTHELTRYTZIRIGT 5,

FIbERET slb service—group [groupname] udp
member [name01]:514
member [name02]:514

IAX-1

ha id 1

ha group 1 priority 100

ha interface ethernet *

ha conn—mirror ip 10.200.1.2

ha preemption—enable

floating—ip 133.4.16.4 ha—group 1

floating—ip 100.100.0.4 ha—group 1
HA S5 VIP Z L - HA BRET 5,

IAX-2

ha id 2

ha group 1 priority 101

ha interface ethernet *

ha conn—mirror ip 10.200.1.1

ha preemption—enable

floating—ip 133.4.16.4 ha—group 1

floating—ip 100.100.0.4 ha—group 1

() EH 7L

Ty —HTCGN BT A FANAT MG N T 7 4 v 7 08T 5, Zhick-
T, WAV EZNARETH H, abuse HEIZH L TIL, IP 7 RLALEAR— MaH
O CEER R DIZK LT, R—FL o 2ED S Ton /27152 TCa—Fn
FIENFHECTH D, HA ik Tix, NAT 7—7 VORI ZFIZITv, v—T 4 78]
DEAFEOBICY, Wil kR TE DM E 2D KO I2T 5,

(3) KHHL (K : 100 T N)
ARG E 2T, &FEEEZFFOKBEED ISP 248E 74 5,
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(7)) St 7 R 2 A
CGN #gs DBLROMERER 282 T, Al O — P REDO = Y TIZnE L T,
T Y7 LI COGN a2 BEAT L ENEETH 5,

(1) HegeE
TSP - RSP OB EOMA AP L R DT, ANT 5.

(7) #EHFkE

YT ZTEDCGN HAIZR L0, b —EAORE BRI Z1 7 b0z b
LIBEEND, CGN LV DNS = "\DBEEGHT D720, A7 @R FIEOMHE
FEPEETHD, W A M LT, EHa A - RFa A FOFIEGD EH T2,
abuse Xt CT —H X—ADEAETHHGAEITIT IR LI SIERTEIDH VAT ARGET
HLIENEETHD,

BZIT, KEMZE U il 7o iastiink, oM Eflz2n2nX 2.2-19, B
FOFE 2.2-7T B 2.2-13 [T,

DMS-E (forwarder] DME = (resober)

Shared Segment: 100.84.0.0/10

BE4

85
100.100.0.84/30

132.4.18.64/20

133.4.18.78¢,
Pool Address: Global BB:1332.4.16.0/23

133.4.32.0020
.66 .78

Server
Segment
1334480526
thd

Client
Segment
1 00R400/20
*d

100.100.0.0/29 133.4.15?[7\
Qﬂ\\\ . Syzlog
g™ 100.100.0.82
: 100.100.0.82
L3SW(NEXUS) g

2.2-19 FERHEEEER (KRR
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#£ 2.2-7

AS3000-1(Active) config %1

haid 1

hostname sp-ax3000-1

!

clock timezone Asia/Tokyo
!

!

system resource-usage 14-session-count 67108864

system resource-usage nat-pool-addr-count 4000

!

!

!

vlan 2801
tagged ethernet 19 to 20
router-interface ve 2801
name "SHARED"

!

vlan 2806
tagged ethernet 19 to 20
router-interface ve 2806
name "GLOBAL"

'
vlan 2840
tagged ethernet 2 to 3

router-interface ve 2840
name "STORAGE"

!

vlan 2850
untagged ethernet 4
router-interface ve 2850
name "HA LINK"

!

class-list starclass
100.64.0.0 /10 1sn-lid 1

!

interface management
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ip address 10.10.0.103 255.255.0.0
ip control-apps-use-mgmt-port
!
interface ethernet 2
lacp trunk 3 mode active
!
interface ethernet 3
lacp trunk 3 mode active
!
interface ethernet 19
lacp trunk 1 mode active
!
interface ethernet 20
lacp trunk 1 mode active
!
interface ve 2801
ip address 100.100.0.1 255.255.255.248
ip nat inside
!
interface ve 2806
ip address 133.4.16.1 255.255.255.248
ip nat outside
!
interface ve 2840
ip address 100.100.0.81 255.255.255.248
!
interface ve 2850
ip address 10.200.1.1 255.255.255.252
!
ip route 100.64.0.0 /10 100.100.0.2
ip route 133.4.0.0 /16 133.4.16.2
ip route 0.0.0.0 /0 133.4.16.2
'
!
ha group 1 priority 100

ha interface ethernet 4
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ha conn-mirror ip 10.200.1.2
!
ha preemption-enable
!
floating-ip 133.4.16.4 ha-group 1
floating-ip 100.100.0.4 ha-group 1
!
!
!
!
1p nat pool starpool01 133.4.32.0 133.4.33.255 netmask /23 ha-group-id 1 lsn
1p nat pool starpool02 133.4.34.0 133.4.35.255 netmask /23 ha-group-id 1 1sn
1p nat pool starpool03 133.4.36.0 133.4.37.255 netmask /23 ha-group-id 1 1lsn
ip nat pool starpool04 133.4.38.0 133.4.39.255 netmask /23 ha-group-id 1 Isn
ip nat pool starpool05 133.4.40.0 133.4.41.255 netmask /23 ha-group-id 1 Isn
ip nat pool starpool06 133.4.42.0 133.4.43.255 netmask /23 ha-group-id 1 Isn
ip nat pool starpool07 133.4.44.0 133.4.45.255 netmask /23 ha-group-id 1 Isn
1p nat pool starpool08 133.4.46.0 133.4.47.159 netmask /23 ha-group-id 1 1sn
!
1p nat pool-group starpools ha-group-id 1

member starpool01

member starpool02

member starpool03

member starpool04

member starpool05

member starpool06

member starpool07

member starpool08

1p nat inside source class-list starclass
'

!
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ip nat template logging starlog01

ip nat template logging startemplate01
!

!

Isn-lid 1

source-nat-pool starpools

slb server starsyslog03 100.100.0.83
no health-check
port 514 udp
no health-check
!
slb server starsyslog02 100.100.0.82
no health-check
port 514 udp
no health-check
!
slb service-group starsyslogs udp
member starsyslog02:514
member starsyslog03:514

ip nat template logging startemplate01
include-destination
service-group starsyslogs
!
!
ip nat lsn logging default-template startemplateO1
snmp-server enable

snmp-server community read public remote default
!
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!
!

enable-core
!

terminal idle-timeout O
!

end

# 2.2-8 AX3000-2(Standby) config %

haid 2
hostname sp-ax3000-2
!
clock timezone Asia/Tokyo
!
!
system resource-usage 14-session-count 67108864
system resource-usage nat-pool-addr-count 4000
!
!
!
vlan 2801
tagged ethernet 19 to 20
router-interface ve 2801
name "SHARED"

!
vlan 2806
tagged ethernet 19 to 20

router-interface ve 2806
name "GLOBAL"

!

vlan 2840
tagged ethernet 2 to 3

router-interface ve 2840
name "STORAGE"
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!
vlan 2850
untagged ethernet 4
router-interface ve 2850
name "HA_LINK"
!
class-list starclass
100.64.0.0 /10 Isn-lid 1
!
interface management
ip address 10.10.0.104 255.255.0.0
ip control-apps-use-mgmt-port
!
interface ethernet 2
lacp trunk 3 mode active
!
interface ethernet 3
lacp trunk 3 mode active
!
interface ethernet 19
lacp trunk 1 mode active
!
interface ethernet 20
lacp trunk 1 mode active
!
interface ve 2801
ip address 100.100.0.3 255.255.255.248
ip nat inside
!
interface ve 2806
ip address 133.4.16.3 255.255.255.248
ip nat outside
!
interface ve 2840

ip address 100.100.0.84 255.255.255.248
|
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interface ve 2850

ip address 10.200.1.2 255.255.255.252
!
ip route 100.64.0.0 /10 100.100.0.2
ip route 133.4.0.0 /16 133.4.16.2
ip route 0.0.0.0 /0 133.4.16.2
!
!
ha group 1 priority 99
ha interface ethernet 4
ha conn-mirror ip 10.200.1.1
!
ha preemption-enable
!
floating-ip 133.4.16.4 ha-group 1
floating-ip 100.100.0.4 ha-group 1
!
!
!
!
ip nat pool starpool01 133.4.32.0 133.4.33.255 netmask /23
1p nat pool starpool02 133.4.34.0 133.4.35.255 netmask /23
1p nat pool starpool03 133.4.36.0 133.4.37.255 netmask /23
ip nat pool starpool04 133.4.38.0 133.4.39.255 netmask /23
ip nat pool starpool05 133.4.40.0 133.4.41.255 netmask /23
ip nat pool starpool06 133.4.42.0 133.4.43.255 netmask /23
ip nat pool starpool07 133.4.44.0 133.4.45.255 netmask /23
ip nat pool starpool08 133.4.46.0 133.4.47.159 netmask /23
!
ip nat pool-group starpools ha-group-id 1

member starpool01

member starpool02

member starpool03

member starpool04

member starpool05

member starpool06

ha-group-id 1 Isn
ha-group-id 1 Isn
ha-group-id 1 1sn
ha-group-id 1 1sn
ha-group-id 1 1sn
ha-group-id 1 1sn
ha-group-id 1 1sn
ha-group-id 1 1sn
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member starpool07

member starpool08

1p nat inside source class-list starclass
!

!

1p nat template logging starlog01

1p nat template logging startemplateO1
!

!

Isn-lid 1

source-nat-pool starpools

slb server starsyslog03 100.100.0.83
no health-check
port 514 udp
no health-check
!
slb server starsyslog02 100.100.0.82
no health-check
port 514 udp
no health-check
!
slb service-group starsyslogs udp
member starsyslog02:514
member starsyslog03:514

45




!
ip nat template logging startemplate01
facility locall
include-destination
service-group starsyslogs
!
!
ip nat lsn logging default-template startemplate01
snmp-server enable
snmp-server community read public remote default
!
!
!
enable-core
!
terminal idle-timeout O
!

end

# 2.2-9 L3SW(NEXUS) config

version 6.0(2)

vrf context management

vrf context vrfl-1
ip route 0.0.0.0/0 100.100.0.4
ip route 100.64.0.0/10 Null0
ip route 100.64.0.0/20 100.100.1.1
ip route 100.64.16.0/20 100.100.1.2
ip route 100.64.32.0/20 100.100.1.3
ip route 100.64.48.0/20 100.100.1.4
ip route 100.64.64.0/20 100.100.1.5
ip route 100.64.80.0/20 100.100.1.6
ip route 100.64.96.0/20 100.100.1.7
ip route 100.64.112.0/20 100.100.1.8
ip route 100.64.128.0/20 100.100.1.9
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ip route 100.64.144.0/20 100.100.1.10
ip route 100.64.160.0/20 100.100.1.11
ip route 100.64.176.0/20 100.100.1.12
ip route 100.64.192.0/20 100.100.1.13
ip route 100.64.208.0/20 100.100.1.14
ip route 100.64.224.0/20 100.100.1.15
ip route 100.64.240.0/20 100.100.1.16
ip route 100.65.0.0/20 100.100.1.17
ip route 100.65.16.0/20 100.100.1.18
ip route 100.65.32.0/20 100.100.1.19
ip route 100.65.48.0/20 100.100.1.20
ip route 100.65.64.0/20 100.100.1.21
ip route 100.65.80.0/20 100.100.1.22
ip route 100.65.96.0/20 100.100.1.23
ip route 100.65.112.0/20 100.100.1.24
ip route 100.65.128.0/20 100.100.1.25
ip route 100.65.144.0/20 100.100.1.26
ip route 100.65.160.0/20 100.100.1.27
ip route 100.65.176.0/20 100.100.1.28
ip route 100.65.192.0/20 100.100.1.29
ip route 100.65.208.0/20 100.100.1.30
ip route 100.65.224.0/20 100.100.1.31
ip route 100.65.240.0/20 100.100.1.32
ip route 100.66.0.0/20 100.100.1.33
ip route 100.66.16.0/20 100.100.1.34
ip route 100.66.32.0/20 100.100.1.35
ip route 100.66.48.0/20 100.100.1.36
ip route 100.66.64.0/20 100.100.1.37
ip route 100.66.80.0/20 100.100.1.38
ip route 100.66.96.0/20 100.100.1.39
ip route 100.66.112.0/20 100.100.1.40
ip route 100.66.128.0/20 100.100.1.41
ip route 100.66.144.0/20 100.100.1.42
ip route 100.66.160.0/20 100.100.1.43
ip route 100.66.176.0/20 100.100.1.44
ip route 100.66.192.0/20 100.100.1.45
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ip route 100.66.208.0/20 100.100.1.46
ip route 100.66.224.0/20 100.100.1.47
ip route 100.66.240.0/20 100.100.1.48
ip route 100.67.0.0/20 100.100.1.49
ip route 100.67.16.0/20 100.100.1.50
ip route 100.67.32.0/20 100.100.1.51
ip route 100.67.48.0/20 100.100.1.52
ip route 100.67.64.0/20 100.100.1.53
ip route 100.67.80.0/20 100.100.1.54
ip route 100.67.96.0/20 100.100.1.55
ip route 100.67.112.0/20 100.100.1.56
ip route 100.67.128.0/20 100.100.1.57
ip route 100.67.144.0/20 100.100.1.58
ip route 100.67.160.0/20 100.100.1.59
ip route 100.67.176.0/20 100.100.1.60
ip route 100.67.192.0/20 100.100.1.61
ip route 100.67.208.0/20 100.100.1.62
ip route 100.67.224.0/20 100.100.1.63
ip route 100.67.240.0/20 100.100.1.64

vlan 1

vlan 2801
name SP-StarBED-2801

vlan 2806
name SP-StarBED-2806

vlan 2821
name SP-StarBED-2821

vlan 2843
name SP-P2P-DNS-planB-shared

vlan 2844
name SP-P2P-DNS-planB-global

vlan 2845
name SP-P2P-DNS-planA

vlan 3781
name SP-P2P-TYOG1-KMQA2

interface Vlan2801
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description To:CGN-1

no shutdown

vrf member vrfl-1

no ip redirects

ip address 100.100.0.2/29

ip unreachables

interface V1an2806

description To:CGN-1

no shutdown

no ip redirects

ip address 133.4.16.2/29

ip unreachables

1p ospf passive-interface

ip router ospf 55384 area 0.0.0.0

interface Vlan2821

no shutdown

no ip redirects

ip address 133.4.17.126/25
ip unreachables

ip ospf passive-interface

ip router ospf 55384 area 0.0.0.0

interface Vlan2843

description To:DNS-planB-shared
no shutdown

vrf member vrfl-1

no ip redirects

ip address 100.100.0.66/30

ip unreachables

interface Vlan2844
description To:DNS-planB-global
no shutdown

no ip redirects
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ip address 133.4.16.66/30

ip unreachables

interface Vlan2845
description To:DNS-planA
no shutdown
no ip redirects
ip address 133.4.16.78/30

ip unreachables

interface Vlan3781
description To:TYO-RT-GO1
no shutdown
mtu 9000
ip access-group INCOMING-ACL in
no ip redirects
ip address 133.4.0.46/30
ip unreachables
1pv6 address use-link-local-only
no ipv6 redirects
ipv6 unreachables
ip ospf cost 100
ip router ospf 55384 area 0.0.0.0
ospfv3 cost 100
ipv6 router ospfv3 55384 area 0.0.0.0

interface port-channell
switchport
switchport mode trunk
switchport trunk allowed vlan 2801-2810,2821-2825
switchport trunk allowed vlan add 2843-2845,3781
logging event port link-status

logging event port trunk-status

interface Ethernet4/25
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switchport

switchport mode trunk

switchport trunk allowed vlan 2801-2810,2821-2825
switchport trunk allowed vlan add 2843-2845,3781
logging event port link-status

logging event port trunk-status

channel-group 1 mode active

no shutdown

interface Ethernet4/27
switchport
switchport mode trunk
switchport trunk allowed vlan 2801-2810,2821-2825
switchport trunk allowed vlan add 2843-2845,3781
logging event port link-status
logging event port trunk-status
channel-group 1 mode active

no shutdown

interface Ethernet4/29
switchport
switchport mode trunk
switchport trunk allowed vlan 2801-2810,2821-2825
switchport trunk allowed vlan add 2843-2845,3781
logging event port link-status
logging event port trunk-status
channel-group 1 mode active

no shutdown

interface Ethernet4/31
switchport
switchport mode trunk
switchport trunk allowed vlan 2801-2810,2821-2825
switchport trunk allowed vlan add 2843-2845,3781
logging event port link-status

logging event port trunk-status
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channel-group 1 mode active

no shutdown

interface loopback0
ip address 133.4.0.4/32
ip unreachables
1pv6 address 2001:df0:2ee::4/128
1pv6 unreachables
ip ospf advertise-subnet
ip router ospf 55384 area 0.0.0.0

ipv6 router ospfv3 55384 area 0.0.0.0

router ospf 55384
router-id 133.4.0.4

redistribute static route-map redist-static-to-ospf

router ospfv3 55384
router-id 133.4.0.4

graceful-restart

ip route 133.4.32.0/20 133.4.16.4

ip route 133.4.48.0/26 133.4.17.1

ip route 133.4.48.64/26 133.4.17.2
ip route 133.4.48.128/26 133.4.17.3
ip route 133.4.48.192/26 133.4.17.4
ip route 133.4.49.0/26 133.4.17.5

ip route 133.4.49.64/26 133.4.17.6
ip route 133.4.49.128/26 133.4.17.7
ip route 133.4.49.192/26 133.4.17.8
ip route 133.4.50.0/26 133.4.17.9

ip route 133.4.50.64/26 133.4.17.10
ip route 133.4.50.128/26 133.4.17.11
ip route 133.4.50.192/26 133.4.17.12
ip route 133.4.51.0/26 133.4.17.13
ip route 133.4.51.64/26 133.4.17.14
ip route 133.4.51.128/26 133.4.17.15
ip route 133.4.51.192/26 133.4.17.16
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ip route 133.4.52.0/26 133.4.17.17
ip route 133.4.52.64/26 133.4.17.18
ip route 133.4.52.128/26 133.4.17.19
ip route 133.4.52.192/26 133.4.17.20
ip route 133.4.53.0/26 133.4.17.21
ip route 133.4.53.64/26 133.4.17.22
ip route 133.4.53.128/26 133.4.17.23
ip route 133.4.53.192/26 133.4.17.24
ip route 133.4.54.0/26 133.4.17.25
ip route 133.4.54.64/26 133.4.17.26
ip route 133.4.54.128/26 133.4.17.27
ip route 133.4.54.192/26 133.4.17.28
ip route 133.4.55.0/26 133.4.17.29
ip route 133.4.55.64/26 133.4.17.30
ip route 133.4.55.128/26 133.4.17.31
ip route 133.4.55.192/26 133.4.17.32
ip route 133.4.56.0/26 133.4.17.33
ip route 133.4.56.64/26 133.4.17.34
ip route 133.4.56.128/26 133.4.17.35
ip route 133.4.56.192/26 133.4.17.36
ip route 133.4.57.0/26 133.4.17.37
ip route 133.4.57.64/26 133.4.17.38
ip route 133.4.57.128/26 133.4.17.39
ip route 133.4.57.192/26 133.4.17.40
ip route 133.4.58.0/26 133.4.17.41
ip route 133.4.58.64/26 133.4.17.42
ip route 133.4.58.128/26 133.4.17.43
ip route 133.4.58.192/26 133.4.17.44
ip route 133.4.59.0/26 133.4.17.45
ip route 133.4.59.64/26 133.4.17.46
ip route 133.4.59.128/26 133.4.17.47
ip route 133.4.59.192/26 133.4.17.48
ip route 133.4.60.0/26 133.4.17.49
ip route 133.4.60.64/26 133.4.17.50
ip route 133.4.60.128/26 133.4.17.51
ip route 133.4.60.192/26 133.4.17.52
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ip route 133.4.61.0/26 133.4.17.53
ip route 133.4.61.64/26 133.4.17.54
ip route 133.4.61.128/26 133.4.17.55
ip route 133.4.61.192/26 133.4.17.56
ip route 133.4.62.0/26 133.4.17.57
1p route 133.4.62.64/26 133.4.17.58
ip route 133.4.62.128/26 133.4.17.59
ip route 133.4.62.192/26 133.4.17.60
1p route 133.4.63.0/26 133.4.17.61
1p route 133.4.63.64/26 133.4.17.62
ip route 133.4.63.128/26 133.4.17.63
ip route 133.4.63.192/26 133.4.17.64

#F 2.2-10 Syslog server /etc/rsyslog.d/ax.conf

# for AX3000 syslog

# AX3000's default is:

# minimum severity level = 7(debugging)
# facility = localO

local0.* /mnt/sdb/log/ax.log

locall.* /mnt/sdb/log/ax2.log

# 2.2-11 DNS server (forwarder) /etc/unbound/unbound.conf

# Unbound configuration file for Debian.

#

# See the unbound.conf(5) man page.

#

# See /usr/share/doc/unbound/examples/unbound.conf for a commented

# reference config file.

server:
# The following line will configure unbound to perform cryptographic
# DNSSEC validation using the root trust anchor.
verbosity: 1
#auto-trust-anchor-file: "/var/lib/unbound/root.key"
do-ip4: yes
do-ip6: no
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do-tcp: yes
do-udp: yes

num-threads: 1

access-control: 127.0.0.0/8 allow
access-control: 100.64.0.0/10 allow
access-control: 133.4.0.0/18 allow

hide-identity: yes
hide-version: yes
interface: 100.100.0.65
interface: 127.0.0.1

forward-zone:
-n "
name: "orz.

forward-addr: 133.4.16.77

forward-zone:
name: "4.133.1n-addr.arpa."

forward-addr: 133.4.16.77

forward-zone:

name: nn

forward-addr: 133.4.16.77

# 2.2-12 DNS server (resolver) /ete/bind/named.conf.orz

// prime the server with knowledge of the root servers
zone "orz"
type master;

file "/etc/bind/master/orz.zone";

zone "48.4.133.in-addr.arpa" 1

type master;
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file "/etc/bind/master/48.4.133.zone";

zone "49.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/49.4.133.zone";

zone "50.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/50.4.133.zone";

zone "51.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/51.4.133.zone";

zone "52.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/52.4.133.zone";

zone "53.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/53.4.133.zone";

zone "54.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/54.4.133.zone";

zone "55.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/55.4.133.zone";
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zone "56.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/56.4.133.zone";

zone "57.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/57.4.133.zone";

zone "58.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/58.4.133.zone";

zone "59.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/59.4.133.zone";

zone "60.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/60.4.133.zone";

zone "61.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/61.4.133.zone";

zone "62.4.133.in-addr.arpa" {
type master;

file "/etc/bind/master/62.4.133.zone";
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zone "63.4.133.in-addr.arpa" {
type master;
file "/etc/bind/master/63.4.133.zone";

% 2.2-13 DNS server (resolver) /etc/bind/master/orz.zone G¥ig| X file 134 W)

$TTL 86400
@ IN SOA ns.orz. ns.orz. (

20130212

3600

900

3600000

86400

)
NS ns.orz.

ns A 10.10.0.211
$GENERATE 0-255 133.4.48.% A 133.4.48.%
$GENERATE 0-255 133.4.49.% A 133.4.49.$
$GENERATE 0-255 133.4.50.% A 133.4.50.$
$GENERATE 0-255 133.4.51.% A 133.4.51.%
$GENERATE 0-255 133.4.52.% A 133.4.52.$
$GENERATE 0-255 133.4.53.% A 133.4.53.$
$GENERATE 0-255 133.4.54.% A 133.4.54.$
$GENERATE 0-255 133.4.55.% A 133.4.55.%
$GENERATE 0-255 133.4.56.$ A 133.4.56.%
$GENERATE 0-255 133.4.57.% A 133.4.57.%
$GENERATE 0-255 133.4.58.% A 133.4.58.%
$GENERATE 0-255 133.4.59.% A 133.4.59.%
$GENERATE 0-255 133.4.60.% A 133.4.60.$
$GENERATE 0-255 133.4.61.% A 133.4.61.$
$GENERATE 0-255 133.4.62.% A 133.4.62.$
$GENERATE 0-255 133.4.63.% A 133.4.63.$
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