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4. Collection Limitation
The collection of personal information must be fair, lawful
and limited to that which is necessary for the specified
purposes.

— Data Minimization — The collection of personal information should be
kept to a strict minimum. The design of programs, information
technologies, and systems should begin with non-identifiable
Interactions and transactions as the default. Wherever possible,
Identifiability, observability, and linkability of personal information
should be minimized.

. Use, Retention, and Disclosure Limitation
Organizations shall limit the use, retention, and disclosure of personal
Information to the relevant purposes identified to the individual, except
where otherwise required by law. Personal information shall be retained
only as long as necessary to fulfill the stated purposes, and then securely
destroyed.

X Privacy Principles #4 and #5 from “Creation of a Global Privacy Standard” Ann Cavoukian (2006)
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