I OE

BAEREREHREICET 2 ECERMER

CD (JNBE34 (AXE1)))

&Rl 2

O 1BOFEITFAN—RELAAT—FOEBERBICOVTOHAS K4 VICEAT S
HEXEE] RE
(Recommendation of the Council concerning Guidelines governing the protection of
Privacy and Transborder Flows of Personal Data 23 September 1980)

O LUTIZERY. WhWPBHO0ECD8RAIZELANERLETHELD,
gEcE. mBEICHT A\EAELZLDS, FEICENTIER, CO8RAMZEEAL
EHEEFNEONTHEY., WOEEELOEREELLO TS,
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@
@
®
@

ECD8RE|

IREHIBR D R Al ® ZTEFREREDRA
T—AAEDRA OREN::[0)::

B HIBAREE D[R Al @ EASmMOEA|]
FIAHIR DR A ® EIEDRE

O ZAEIZHENTIE., FTTBRHENMRET SEANFERICEEL. 8RAICEIL={RED
HEYAMDEE SN, 1988 F ITTHHEEDRE T 2EFHERLEICRLIBAFRORE
[CBEII &A1 FI%E

&

REEFAICEA L TIE. &8, A4 RS0 VITEDERE
(BERMGEAA R4 VITMAT, EFESHFRIKRE)
2003 FI=. MEAANIFHEREE) HIE (REMMMAZRRE LIZEER)

ZOMR, THHEZLRE GRED MTTHHEORAT 2ENFHROKREIZEAT
BFERE L T THIATBEAFORET 2EANBEHROREICEAT 5ERE] LHIE)

A BBRKICENTIE, FHICEDERE

O _ Z%mi%. OECDHEERIZEWNT., LUTOHEINKRR
2007 FT TS AN —RET HEDEITICE T H2BIRRNICET H5BESEE

20135 TS53AN—HA FZ4 VDHRIE
(BEDHA RS54 VKREMID 0 FAELHICRELZITO-3D)

Weht, LERSRAICEEZMZSELEDTEAL,
(2013 FDHWIEIX. EEMLEHRETDOHME E DTS, 1980 FORNBTDEARFMIFL
DD, BMIREF[ZMATLSHLD)
2013 FAA FSAVIZETHH-GRNE GEMEIE) LLT. BIZEIT5EMR
(national implementation) IZEA L., 754 /N —8ITHEIZDWLNT, UTDEHY

B ENTL S,

\

_/




19. A4 RSAVEBITTHIZHI-Y. MBEFIUTORREZEHRIRETHS,

() ToAN—8ITHM (EHR) #H/RIL L THEFL., SREBEOEREZNEMICITE
L. BN DRNET—ELEEICEDCREEZTOLOICLELGEEMER. )V —X,
BRiTREMMEE R A .

19. In implementing these Guidelines, Member countries should:
c) establish and maintain privacy enforcement authorities with the governance,

resources and technical expertise necessary to exercise their powers effectively and to

make decisions on an objective, impartial and consistent basis;

CNICEHT RN, 1B ERBAREZE (Supplementary explanatory memorandum)
[ZEEESN TS (2007 E=#&EIZHEEE),
<LBEHAPDREREGTSE1 >

TS5AN—8ITHEIZEAL T, BIZ&->TIE NEEMER. U Y—X, BiTRIERM
Ml ZE—OMEE (n a single entity) [CHiET HENTELRWNGELHY . £
NoDOEBEEARE L THTHEZHATWS3DELTROLIZENTESHELT
W5,

BE. REDRFHDBREICEWVNT, UTOXS>GEHRADH>-ESNTIVD,

AEDOHRETOBIRRIZENTIL, B (Independent) 'DHENNBETHDENDERMNEU
MBERENTUWV =, —A. KEM L, BHOKEBEZHRET S ENRHETHLH EDREN
KASINT-, TOERE LT, EREFEZF 2FEIHITE VLT, [ KRMETEENBEICTH
AEINDESBEEL. AREDITRTOEEDEGERST L] LEHONTEY . K#fiE
LERBFOITERREHET 2UBICHIEL”HIToND, KEFMEE. ERTHRHEEZE
HY HLRELERZA L. RE. AHl. KKEGRFTZREITLHIIENTE, TERHFOITAATD
ETORESLUHRTOERERLET 5., TP AIZ, KEDOIERETEREE T S
EREITDHEIE, BZLEBEOONTUOWEWEW=ZALH D, Fl-. BEWMIFEFETHT
WAITBHERE X LHE LT, TR o DAL (TAEOEMOMEIZ & 2ERINEL TIEH
WEITEBEMICERZT 52 LHARHELTEREBOMEL H S,

HE. bHAEL. BARRREELZOWTIE. BABROMREFEZAET HIEEDEHEKX
EANMITYT SELT LTINS, TDH. EMOEANK—GEHITHE L L TEANER
REZOPITICH-DHEBL I L ->TULEL, Ko T, KELRERIC, BHOBMITHERE S L
SEHEHOAEDORITEFEIZCEVTHLEET 5ELDTIEAEL,

LEDEAMNS ., RKEOERKRBICHINELRFAL. TEMOEE] LS XEFEHIBKREA
1=,

(BIEEBXRE FHRIEHBIZEEIE OECDITFANI—HA RS54 VREDFHHE] &
Yi#r, BB, FREE. BRHE [OECDTSA4NI—HA K354 30 EDElk L

1 RROSURA 52> TiX 72 A3, Independent (Zidde L AN E W) BHRGWDBWE $E X HILD,
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REJ (2014 &, JIPDEC))

O OECDHA FFAUIZHEIFTHENFRDER &EXMREBHICDUINT,
OECDAHA FZAVICEBTAERIIUTDESY £E>TLVS,
1. KAARSAVIZBWT,
(b) TRAT—41 &lE. BRISHAE=XIFEAN NS DEAN (T—2FERK) ITEHTEHITART
DFEREERT S,

1. For the purposes of these Guidelines:

b) “Personal data” means any information relating to an identified or identifiable

individual (data subject).

HRIFAHIERF, RESMARG ELZ>TW D,

I EU
1. 1995 FEUT—2REES
(MEAT—2OERWVICZRSIBEADRERVLAZT -2 OERLGBEICET SEMNES
EUHERDESR]
Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data)

O MBEIICETEIEAT—2DEEWNEICET S HENTEFEZRDD LD,
=L, RED “EUT—2RERD” I NBEEZEEBNRTLLOTIELEC . A
EX—FENHEEDNTICERNEELE LTERBEISALLELBEHLEVSIEBDELD
(BH REMBENTERERSINSCLLELGDHEUVRANEDRE ZRES (Bak))

O TI3AN—REZFOHEANL, BAT—2OERIEL (REEM. 28ERFID A H
HEELTEZALND) ITOVWTEDHDEELIZ, F=E EHHNE) ~DBEAT—2D
BHICEHL.F=ZEN+2LBLRNILOREEZERL TLSIHEEIZE 5 (only if, the third
country in question ensures an adequate level of protection.) EFEL TS, (“+

oE” DHER)

O Zo “+H1” OMEIF. EREICEHISIINETOERCLRMY LIFohTE&
CAHTHY. CNICEHTIEUT 2 REEFTOELCABTHFRIUTOLESY £GoTW
%)o
(BRE. EUD “+9%” OREZZTTLADE 11 HE - g °, BREEENATY
TLy (REER))

ERE DB EFE1EICEVT. IMBEER. (FE) BAT—20E=ZE~DHEL.

2 RN EZEESICHSOMERESINT-E - HUKIZ, A4 A, BFZ. TAEBCF o, HT—rP—B, v B, ¥
Y—U—gB, 7Jxn—E. TR ARTZN, ULTTA, =a—P—F K
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LUREZENTDELANILOREZRBLTVWIERICEONS] CEZHE (L

dBDEEY),
RIZE2EHICEWT., EZEICBETHRELAILOTAMEEF. —EDT—FDH
BRERZMYECETOREICBOLTEESNDGLDET SH] ERE.

(The adequacy of the level of protection afforded by a third country shall be
assessed in the light of all the circumstances surrounding a data transfer
operation or set of data transfer operations) <% 25 FNEXIISE2 >

O ZFf=. ThIZEALTIE., EEXZE (Working Document) ANEE = (1998 &), +
AENAIZEKRL. BRDESICEDLSITHIHEINEIRENDZEADBEINTRIN
TW3,

EEXEIE. T2 REZEBRISIERLELT.

(i) WAMRA| (Content Principles)

(i) FHL - EHE LD A H=XL (Procedural/ Enforcement Mechanisms)
FEIFTW5,

O RERAIZFIRODHERINAESEND,
1) B#IKIERDOEE]
2) T—ANELHIGHEDRA
3) EHRMEDREE
4) ¥ )T 14 DIREE
5) 71X, ifTEE. BLUVEBZFIBZ HIEF
6) ZRBEDOFIR =

O Fi- -EHLOANW=_XLIZELTIE.
R ICENT, FZEHIZEVWTEASIN G T2 RERIONEDOAE S
. HERAUOENUZHERT S-DICEHFEINDIFEICOVTERETT HIHED
HdEL. RMTOINETH (BREDILED) EMD—D & LT, HlAIEFX. BER
PEFFAEDOHRELTIF DOEEHE (BBHHZ) DEXIL (such as the establishment of

supervisory authorities with monitoring and complaint investigation functions)

EhlFdELbIz,

Filt  EELOAHDXLDOEHIZEWT, BN TIE, R L=-H#ERERE DR
TO 9 EEEE FIEN, T—2REQIVISATURVRATLORLERHBETH
52 LKEAEENTLYS (There is also broad agreement that a system of
‘external supervision’in the form of an independent authority is a necessary
feature of a data protection compliance system.) &% EEER L, T—2 RE
D+ ZETFETLEBERITL-OIZ. T—23REFHRETDRATLOERNGHE

3 broad agreement ({4 : on s’accorde largement) : K& &
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MERLN-TIBERDHDELTIND, <HFEXEE1E - REA+FHNESH
DEEDEXILBES >

[ T CETACALLTADRRICENTS. EEEDEY SIZELT
X, BRMEEQRRAREREE LTEDNTNEEDTHY . + 5D
LE>THDERNLGREZ L LTERINTWLASEHEDTIELAL,

BHE. BTESE 28 FICEVT, HREICEST2EEHEOEYAICAL TRE
SNTWS, BARMIZIE, B1HEICEVTUTOESYRESA TS,

% 28 & BB R

Article 28 Supervisory authority

LEMBEIE, 1 DRIFEHROLMEEN, KETIZHK > THREENMRRL-RAOER
EEANTOEAZEBIACLICEREZFIACLERET A IDET S,
COESGHEBIIAESN-BEZ. TEICRILTETILHILDET S,

1. Each Member State shall provide that one or more public authorities are
responsible for monitoring the application within its territory of the provisions
adopted by the Member States pursuant to this Directive.

These authorities shall act with complete independence in exercising the

functions entrusted to them.

—

O Ff=. BITHESE 26 & (RFR (Derogations)) &, +AMIERINTLVEGEVES
E~NMEAANT—2 ZBET HEOEHZREL TS,
(+27%% EAT—2RED) RAEZ5AHFEMNLGRHFRE LTRMNEESINRE
TEHRME - TT—2EBETDHEELRE, BRDEXENRMM DT —2 8%
1588, ZLEINITEH>TLNS,)

2. 012FEUT— 2 RERAIREE
(MEANT—2 OBRBEWVICELIBEAORERVUZT 2 DERLGEHICEHT 2MMNES
RUHE=OMAA] 12F
Regulation of the European Parliament and of the Council on the protection of

individuals with regard to the processing of personal data and on the free movement
of such data (Inofficial Consolidated Version 22 October 2013))

O H#iE. REREICHLLD (FEEARFIIOLTHED) .
RESANE, ChBEARSEREETEREE LTOMRZFD>LDEL D)
SROFMBRREEZEIRT HILE,

O F=ZEOT—2HBEICFELTO” +o1” ICEAL T, 405, F 4 RITHRE. &
5




BHEICRALTIX, £ 4 FE2IFICHE.
1 & +OMREDHLSBER

Article 41 Transfers with an adequacy decision

2. REKEDTHUEDFFMZEITI>EE. MNBREREUTOERZEZERICANDSLDT 5,
2. When assessing the adequacy of the level of protection, the Commission shall give

consideration to the following elements:

(a) (B&)

b) T2 ERICKDZDHERITEEZIELMTZT SOOI, IEUL A&U?]D En&
BEHRBEEHRNT DO MREGLIEZEXFERFEEECSNT, T—2REIL—ILD
ﬁ#ﬁﬁk0%+\&ﬂﬁﬁﬁﬁab#ﬁﬁiﬁvﬁ4?ﬂ%@#10uiﬁTLbW)
MRMICHEREL TS &,

(b) the existence and effective functioning of one or more independent supervisory
authorities in the third country or international organisation in question responsible
for ensuring compliance with the data protection rules, including sufficient
sanctioning powers, for assisting and advising the data subjects in exercising their
rights and for co-operation with the supervisory authorities of the Union and of
Member States;

() (B8

3~8 (E&®)

3. EUDTHMHICET SRS
(1) BEODBARDRKREICELT
BAD (EAFREREICET D) HKHEICE LTI, #ERAZE L. ApHEEDER
PEANDEFFZEDRENT T THSIEEUMNLIERSIATWS, EDORENER
EROXBMETRSIATLS (B : MREKXES [N—VFLT—2OHEME] p. 115
(2014 £, BP #) 9. =72L. ChFETLAMBAORITARFIAT+2THSHEDE
KRB RSNI=C EFEL,

4 ZORMBIZOVTIK, EXLGXEBICREINEIDE AL, BRUELTIE, 2000548238, JYavELTREShET—2&#S
BZEOBOMMEESLTEEHBERELHBE (European Commission Directorate-General-Justice,Freedom) 5 — % {8 (Unit D5-Data
Protection) RF ¥ A/NEFHE (E UEFHB Desk Officer (LBF)) O TLELT— 3 DHhD,

- BRE. BAOREFCHADDZBEAT—EARUVERECEALTHIRLRALORELRELTVWIETHD EL. EVIZESTE
f:%i%hfl,\ﬁil,\

PUREFHEERBT 20121, BROKRRBIZE > THINZAXOEBEIFMBERICEE SA G ITAELE SR,
%0)"‘5 IHEZEND, (LK. 2011 £3 ARFEXLZARE HHREMRMER) OFITRESNATWS, (BERSREIESE
4))

CNICELTIE. BZBTRLERFYONEEEORBOLALZRLRY . AEXEEO+AHRELZRELTCVWIEEL LTEUICK
STFEREZEALATWVEVEDRAZ, ERMARIZRLTEST . BICZOEBICSVLTHANHAMHREEZZIT TV (BX
ELTAREBEREILTEST, EURIE LTREXMBT 2-OICHMEIETIILEEIATVS LOBMENBRONTIVS) &
WS BEDE®RODHVERZ OIS, AH. AEFZAZRCEVTIE. BAOERNEEEZHRE LELUBEOETY VIHRELT, EU
DT—AREESICEERELBETRERSHEVEVWSEEHEFYRLNT ., BELGRFITEE LI GVEVLSERNZLFE LN,
ELTWS,
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(2) EUT—2HERIZETHBEABRDERICDONT
EUT—3ERE2FICENT
(@ MAAT—%] &iF, BAlShtz, RIFBAHSNTFLERAN (T-2OHKHE) ITHT S
ETODREHREERTD2LDET D, HASNBIERANEE, FHISHANESXIIHEHN. &
A, A, BEM, XUER, TRICHEWNT A ToT 4 T4 —IZHELG—DOXIFERD
BRESMI D LITL - T, EEMXIIMENISEINSNGSEZL S,

(a) 'personal data ' shall mean any information relating to an identified or identifiable

natural person (data subject); an identifiable person is one who can be identified ,
directly or indirectly, in particular by reference to an identification number or to one or

more factors specific to his physical, physiological , mental , economic, cultural or social
identity;

EEFESNTL S,

CDELIIT, EUTH, REMRELGDIBAANBRIILREZ OGN TS, (CHIZE
LT, MRIEKXRE [NN—VFLT—2DHBE] p. 112[2EWVT, EUTIE, 13—V F
WT =R FERNCITRTREORMRELG D, -, N—VYFLT—2DORE - FIAIC
LizoTIE, [T b1 2] AXTHRMICAADEREZRETSZILEROTIVD,.]
ERHSINTLD,)

HAEICEWT, “BARERERT—42" 2XAANDORELZFERT 5tH8A 28
AT BEE. —ATEUIZEIT S/ A=Y FILT—RICEHTIREDEZALDESHEE:
ESFZDHD. ARRAIZERS “+o” OREDEODRLELGEEZH-I DM, &
WO RICBEET DLENH LD TIHELD,




BEH2-5%F1

Supplementary explanatory memorandum to the revised recommendation of the council
concerning guidelines governing the protection of privacy and transborder flows of
personal data (2013)

TS5ANV—RELBAT—2OEBRRBIZOVNTOHA FS A4 VIZCHT 2EBELEEREDNHR
SMARE (2013)

Privacy enforcement authorities

T o4 N —8ITHES

Neither the 1980 Guidelines nor the 2007 Recommendation explicitly call for the
establishment of privacy enforcement authorities, although the latter instrument assumes their
existence and recommends their endowment with effective powers and authority. The revised
Guidelines define and make explicit the need to establish and maintain “privacy enforcement
authorities”. (E&)

1980 FHA R34 & 2007 E#EIF, EBLH T4 N —PITHEADHRE ZHATRMICITER
LTUWAEL, LAL., 2007 F&#EF. T34 N—HTHREOEFEEZBEELTEY. T34/ —
HITHEOMRNLGBITRUEBEERZERT S LITOVTEEL TS, RESKIZACAFS
ADF TTSAN—PITHREE 2FEL. TORELHFOLERZHMEICLTL S, (BE)

The definitions of “laws protecting privacy” and “privacy enforcement authorities” allow for
flexibility in application. (HB&) a “privacy enforcement authority” refers not only to those public
sector entities whose primary mission is the enforcement of national privacy laws, but may for
example also extend to regulators with a consumer protection mission, provided they have the
powers to conduct investigations or bring proceedings in the context of enforcing “laws
protecting privacy”.

(TSAN—%RETDEI & TTIA4ND—PITHE OERE. FRITERTLHZEMNT
E5LDTHSH, (HE) T4 N—8ITHE] X, TEEFBPERDOTSA N\ —EZDTE
BSRHFBFOTSA4AN—ITHREDAL ST, LA, HEEREZHMESH LT 5K
BN T34 N—REE] ORTICLEET 2RBEERL- YRR ZIRET SERZHLTL
2EBEELEL,

A new provision in Part Five (“National Implementation”) calls on Member countries to
establish and maintain privacy enforcement authorities with the governance, resources and
technical expertise necessary to exercise their powers effectively and to make decisions on an
“objective, impartial and consistent basis” [paragraph 19(c)]. This formulation has been adapted
from the 2012 OECD Recommendation on Regulatory Policy and Governance (OECD, 2012a). In
the context of the Guidelines, it refers to the need for privacy enforcement authorities to be free
from instructions, bias or conflicts of interest when enforcing laws protecting privacy. There

exist a variety of mechanisms across Member countries for ensuring the necessary impartiality

1



of privacy enforcement authorities in the exercise of their privacy protection functions.
Paragraph 19(c) focuses on the practical impact of such mechanisms, which should ensure that
these authorities can take decisions free from influences that could compromise their
professional judgment, objectivity or integrity.

%58 (TEREED ITHEICEOONEBIF. T34 N\ —HTHEZZRELHEF T L
ZMBEEITKRDHTHE Y., ZEEE. TREUNDLAET—ELEE] (CTEDREFTS OIS
DECERER. VYV -ARUERTHNEMMBZHEA. BITERZDHRMIITET S EHARDL
Nd, CCTRIATLEHRRIT, 2012 EORFBRRUVANFT VRICET 2 EBEEHE
(OECD,2012a) IZEDLK 3D THD. A1 FFA4 VOXARTIE. T34 N —BTHEN TS A
NO—ZRETDHEEITT RIS, &R, FR. RIFANEGEENSHILTVWESIENBETH
%, EMBEICIK., TIAN—PITHREAN T4 N —REO-OORITERZTTHET HBRIT
BLANFUHEHRTAI-OOSEITFLERADNEET S, £ 1918 (o) [F. T4/ —ITH
EAEHE LI, BHREXIHECEZEBLIE TN HIZEEZITTICRETEL LRI
TEHLMAIFRIEEMNLTHRICERZHTT LS,

In some countries, the term “privacy enforcement authority” can also refer to a group of
bodies that collectively enforce laws protecting privacy. For example, oversight of public sector
data controllers may involve multiple bodies from different branches of government, who may
also have the authority to issues guidelines or other data usage requirements. The “governance,
resources, and technical expertise” called for in paragraph 19(c) may not, in such a case, be
embodied in a single entity, but rather be found in the enforcement system as a whole.

—EHOETIE, AE TTSAN—HITHE (X, TS3AN—%RET HEZHRTHTIT S
BWREDTIL—T#ET LI Hb, LA DEPBHOT—2EEEOEEX. BFORLHER
FIICE T 2EROHEICEART S EAHY .. ABRBEIL. T4 K34V ORELHROT—45 A
BEHZRIIERZAET LS ENDHD, TDLOLIHA. B 19 (o) TERSIh TS IEEHER.
)Y—X, BRWHEMME ZE—OHEBICHE T A LETELRLD, ThoDEEEEELT
HITHIEZHEATLSLDELTEDIIENTESD,

The 2007 Recommendation underlined the need for privacy enforcement authorities to be
endowed with the resources and authority necessary to (a) deter and sanction violations of laws
protecting privacy; (b) permit effective investigations, including the ability to obtain access to
relevant information, relating to possible violations of laws protecting privacy; and (c) permit
corrective action to be taken against data controllers engaged in violations of laws protecting
privacy. The resources of privacy enforcement authorities should be commensurate with the
scale and complexity of data processing operations subject to their oversight. The new provision
also calls for empowering privacy enforcement authorities with sufficient technical expertise,
which has become crucial in light of the increasing complexity of data uses. This reinforces the
emerging trend within privacy enforcement authorities to retain staff with a technical

background.



2007 EENEIX. TITAN—PITHED () TIAN—2RET DEDERICH L THIEERE
HIMEEZHEL. ) TIAN—ZRET DEOERDAREMEICEL T, ThICEEY H1EHIC
TOERTDENEECHIGRABRZHTAL, (o) TIAN—Z2REIT HEOERICES LT
— S EEEICH L TREREZE LD CLZHAT D OICBELR) YV —RELEERESEZADLEN
BAHBDERLTWND, TIANV—HITHRED) V—R L, BEERRELGHT - VEBEXDRE
EHEMEICHPTRETHD, COFLVEBRK. T34\ —ITHEA 5 AT E I
EHIDELICE>THREZRIET S LELERLTWVSD, 25 LEABEE. T—20MAN—E
BHILTHIPTERICEZELGIDEL DTS, ChlE. TF 4\ —HATHEEA AT i 7 ERESD
WERAT-RE Y JEHEFT SRR ZHEIETTSIDTH 5.



EH2-35%&2

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data

EUT—4R#EES ([EAT—20BBEVELIBEADRERVEZT -2 DEHLGBEICET S
FMEBER R VEEXDES]D

Article 25 Principles
#g25% R A

1. Member States shall provide that the transfer to a third country of personal data which are
undergoing processing or are intended for processing after transfer may take place only if],
without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of
protection.

1. MBEIE, VEINTWS, RIFRICVLEINDIFEDBEAT—FIOE=ZE~DOBEIL. HZ%E
_@#+‘&bﬂw®ﬁ§€h1LTU%%AImbhé LERETDHIDNDET S, HEL. K

BIZE S TERREN-ERREICHT 2EFEELLRWNLE2EHET S,

2. The adequacy of the level of protection afforded by a third country shall be assessed in the
light of all the circumstances surrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and country
of final destination, the rules of law, both general and sectoral, in force in the third country in

question and the professional rules and security measures which are complied with in those

countries.
2.*5@F$ofﬁﬁéhéﬁ&bAwGEWEﬁ EDOT—ADOBEFEZRYECLETOER
BICBOLLTEESINDIDET D, BITT—2DME. BRESN-LEEXDO B R UEIR.

T2 DOBREXODERVERENE., YZEZETHNEEAT S5 BRHLERUSFIDEE, &
ZEZETETFINTLIBEXLORA., RUBFTLOEENEZRICALONDLDET D,

3. Member States and the Commission shall inform each other of cases where the consider that
a third country does not ensure an adequate level of protection within the meaning of
paragraph 2.

3. MBERVEZERT. F=EHLNE2HOEROLATEULGREOLARNILEHERL TLENESE
ZBHBEIC, EVCERERBRIHLDET D,

4. Where the Commission finds, under the procedure provided for in Article 31(2), that a third
country does not ensure an adequate level of protection within the meaning of paragraph 2 of

this Article Member States shall take the measures necessary to prevent the transfer of data

1



of the same type to the third country in question.
4. RERF, BI1F2ITRESNTLLSFHRIICEOSVT, EZELKREFOE 2IHOEKDEN
T, BULGLANLOREEHERL VWAV EZRELEBAICE, MBERFAZE=EICEE
DT—EDBEEYITE-OICBLEGEEZRSG LD ET S,

5. At the appropriate time, the Commission shall enter into negotiations with a view to
remedying the situation resulting from the funding made pursuant to paragraph 4.

5. RERTEYILGRIC, FA4BITK > TITONEZRENE L KREBET 5-OICKEEITS
EDET B,

6. The Commission may find, in accordance with the procedure referred to in Article 31(2), that a
third country ensures an adequate level of protection within the meaning of paragraph 2 of
this Article, by reason of its domestic law or of the international commitments it has entered
into, particularly upon conclusion of the negotiations referred to in paragraph 5, for the
protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's decision.

6. ZERIEEI1F2ICHESNTLEIFHEIHK T, BAD T4/ —1E, ERXMBEHRY
EFOREICHTIE=ZEOENE. XFZERNMFICESETHMN-REOERICEDNTE
BELEERHAAICE ST, REFF2IHORRNTEUGLANILOREZHERL TSI LEZETE
TEHIENTED,

MBEE., EESOREITHSI-HICBLELGHREZTRSINDET S,



BEH2-38%E3

Working Party on the Protection of Individuals with regard to the Processing of Personal Data
Working Document
Transfers of personal data to third countries : Applying Articles 25 and 26 of the EU data
protection directive (Adopted by the Working Party on 24 July 1998)
BAT—2 OREIZH T HEANREICET 5EEB=
EEXE
FEZE~NOBEANEBROBERICDOLNT EUT—2RERESTE 2 LU 26 £DEA
(1998 £ 7 A 24 BEEHLEFERN)

CHAPTER ONE: ASSESSING WHETHER PROTECTION IS ADEQUATE
F1E : REL+IHE S H D

(1) What constitutes ‘adequate protection’?

(1) T+5775RE] ZBATDEREE?

The purpose of data protection is to afford protection to the individual about whom data are
processed. This is typically achieved through a combination of rights for the data subject and
obligations on those who process data, or who exercise control over such processing. The
obligations and rights set down in directive 95/46/EC build upon those set down in Council of
Europe Convention N°108 (1981), which in turn are not dissimilar from those included in the
OECD guidelines (1980) or the UN guidelines (1990). It would therefore appear that there is a
degree of consensus as to the content of data protection rules which stretches well beyond the
fifteen states of the Community.

T—3RECHMIIVEINSG T —IDHRAEICRELTRBETELIIETHD, CNITEE. T—
RERICKHT HERE., T2 ENEBTIEFLETALEOEEETSBICREOSNIBRED
MAOZEERT A EITE 2 TERSND, COERBEEFITOVTIX, EU 154 95/46/EC ITEH
NTWAN, ZDIESIE 1981 FORMEFESSE 108 %&4£9 (Council of Europe Convention No.108)
DHREIZEDNTHEY . SLICRAFHHEEIL. OECD A4 F34 2 (1980) FIFEENA K54
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However, data protection rules only contribute to the protection of individuals if they are
followed in practice. It is therefore necessary to consider not only the content of rules applicable
to personal data transferred to a third country, but also the system in place to ensure the
effectiveness of such rules. In Europe, the tendency historically has been for data protection
rules to be embodied in law, which has provided the possibility for non-compliance to be
sanctioned and for individuals to be given a right to redress. Furthermore such laws have
generally included additional procedural mechanisms, such as the establishment of supervisory

authorities with monitoring and complaint investigation functions. These procedural aspects are
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reflected in directive 95/46/EC, with its provisions on liabilities, sanctions, remedies,
supervisory authorities and notification. Outside the Community it is less common to find such
procedural means for ensuring compliance with data protection rules. Parties to Convention 108
are required to embody the principles of data protection in law, but there is no requirement for
additional mechanisms such as a supervisory authority. The OECD guidelines carry only the
requirement that they be ‘taken into account’ in domestic legislationand provide for no
procedural means to ensure that the guidelines actually result in effective protection for
individuals. The later UN guidelines, on the other hand, do include provisions on supervision
and sanctions, which reflects a growing realisation worldwide of the need to see data protection
rules properly enforced.
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Against this background it is clear that any meaningful analysis of adequate protection must
comprise the two basic elements : the content of the rules applicable and the means for ensuring
their effective application.
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Using directive 95/46/EC as a starting point, and bearing in mind the provisions of other
international data protection texts, it should be possible to arrive at a ‘core’ of data protection
‘content’ principles and ‘procedural/enforcement’ requirements, compliance with which could be
seen as a minimum requirement for protection to be considered adequate. Such a minimum list
should not be set in stone. In some instances there will be a need to add to the list, while for
others it may even be possible to reduce the list of requirements. The degree of risk that the

transfer poses to the data subject will be an important factor in determining the precise
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requirements of a particular case. Despite this proviso, the compilation of a basic list of
minimum conditions is a useful starting point for any analysis.
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(1) Content Principles

(i) AEERA

The basic principles to be included are the following:
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1) the purpose limitation principle - data should be processed for a specific purpose and
subsequently used or further communicated only insofar as this is not incompatible with the
purpose of the transfer. The only exemptions to this rule would be those necessary in a
democratic society on one of the grounds listed in Article 13 of the directive.2
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2) the data quality and proportionality principle - data should be accurate and, where necessary,
kept up to date. The data should be adequate, relevant and not excessive in relation to the
purposes for which they are transferred or further processed.
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3) the transparency principle - individuals should be provided with information as to the
purpose of the processing and the identity of the data controller in the third country, and other
information insofar as this is necessary to ensure fairness. The only exemptions permitted
should be in line with Articles 11(2)3 and 13 of the directive.
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4) the security principle - technical and organisational security measures should be taken by the
data controller that are appropriate to the risks presented by the processing. Any person
acting under the authority of the data controller, including a processor, must not process data
except on instructions from the controller.
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5) the rights of access, rectification and opposition - the data subject should have a right to
obtain a copy of all data relating to him/her that are processed, and a right to rectification of
those data where they are shown to be inaccurate. In certain situations he/she should also be
able to object to the processing of the data relating to him/her. The only exemptions to these
rights should be in line with Article 13 of the directive.
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6) restrictions on onward transfers - further transfers of the personal data by the recipient of the
original data transfer should be permitted only where the second recipient (i.e. the recipient of
the onward transfer) is also subject to rules affording an adequate level of protection. The only
exceptions permitted should be in line with Article 26(1) of the directive (These exemptions
are examined in Chapter Five.)
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Examples of additional principles to be applied to specific types of processing are:
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1) sensitive data - where ‘sensitive’ categories of data are involved (those listed in article 8 of the
directive4), additional safeguards should be in place, such as a requirement that the data
subject gives his/her explicit consent for the processing.
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2) direct marketing - where data are transferred for the purposes of direct marketing, the data
subject should be able to ‘opt-out’ from having his/her data used for such purposes at any
stage.
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3) automated individual decision - where the purpose of the transfer is the taking of an
automated decision in the sense of Article 15 of the directive, the individual should have the
right to know the logic involved in this decision, and other measures should be taken to
safeguard the individual’s legitimate interest.
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(i1) Procedural/ Enforcement Mechanisms

(i) F#EL - EELEDA DXL

In Europe there is broad agreement that data protection principles should be embodied in law.
There 1s also broad agreement that a system of ‘external supervision’ in the form of an
independent authority is a necessary feature of a data protection compliance system. Elsewhere
in the world, however, these features are not always present. To provide a basis for the
assessment of the adequacy of the protection provided, it is necessary to identify the underlying
objectives of a data protection procedural system, and on this basis to judge the variety of
different judicial and non-judicial procedural mechanisms used in third countries.
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The objectives of a data protection system are essentially threefold:
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1) to deliver a good level of compliance with the rules. (No system can guarantee 100%
compliance, but some are better than others). A good system is generally characterised by a

high degree of awareness among data controllers of their obligations, and among data subjects

5



of their rights and the means of exercising them. The existence of effective and dissuasive
sanctions can play an important in ensuring respect for rules, as of course can systems of
direct verification by authorities, auditors, or independent data protection officials.
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2) to provide support and help to individual data subjects in the exercise of their rights. The
individual must be able to enforce his/her rights rapidly and effectively, and without
prohibitive cost. To do so there must be some sort of institutional mechanism allowing
independent investigation of complaints.
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3) to provide appropriate redress to the injured party where rules are not complied with. This is
a key element which must involve a system of independent adjudication or arbitration which
allows compensation to be paid and sanctions imposed where appropriate.
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In some countries, the term “privacy enforcement authority” can also refer to a group of bodies that collectively
enforce laws protecting privacy. For example, oversight of public sector data controllers may involve multiple
bodies from different branches of government, who may also have the authority to issues guidelines or other data
usage requirements. The “governance, resources, and technical expertise” called for in paragraph 19(c) may not,
in such a case, be embodied in a single entity, but rather be found in the enforcement system as a whole.
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