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(Convention for the Protection of Individuals with regard to Automatic Processing of

Personal Data)
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THE CONSULTATIVE COMMITTEE OF THE CONVENTION FOR THE PROTECTION
OF INDIVIDUALS WITH REGARD TO AUTOMATIC PROCESSING OF PERSONAL
DATA [ETS No. 108]

1250 2 BT

Article 12bis Supervisory authorities

1. ARERIENT, ARG OERAZ L) S 5 ERNEOHEOETHRKICHEEEZ A ) —IH
BOWEZR T bDET D,

1 Each Party shall provide for one or more authorities to be responsible for ensuring
compliance with the measures in its domestic law giving effect to the principles of this
Convention.

2. ZORMOID, BEEIE

2 To this end, such authorities:

a. MAEN O ADHERZFFS LD L5,

a’ MANT —F OB E 8 < DE N ORI BT U 72 Sk K OTE E O 8 2 R E 3 5B
(2, Wik E 2T D,

b. 512 RITHES EFEO SN T — F BERITBEE U 72T | FrI iRm0 2 2 RGEHT E OFE
AETIbDETD

c. REKOBEZHNSEDENIEIZOWTOREEZ AT HMHEREZFFOB DL L, FRIT
T L DERAT R ZLE T 5 2 LN TE D,

d. REKOBE 252 S8 5 ENEORE~DERIZOE, EFRLE 29, UE, Br
ET2RNELROEE LR ITHEREFFO>LDET D,

e. 7—AIREDEIE L&D, HReRETIB8ELFObD LT D,

a. shall have powers of investigation and intervention;

a’. are consulted when drawing up legislative and administrative measures relating to
the protection of individuals with regard to the processing of personal data;

b. shall perform the functions relating to transfers of data provided for under Article 12,
notably the approval of standardised safeguards;

c. shall have the power to issue decisions with respect to domestic law giving effect to
the provisions of this Convention and may in particular sanction administrative
offences;

d. shall have the power to engage in legal proceedings or to bring to the attention of the
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competent judicial authorities violations of provisions of domestic law giving effect
to the provisions of this Convention;

e. shall be responsible for raising awareness of and providing information on data
protection;

3. BEEHEIL. ATANDL S, ZOHRD S LI2H 257 —Z DEIRNIZ OV TDZDHE DK
AR OEEARR B B ORGEIZET 5N AHET 2 X O IGERSND TR H Y FR D H
NEZIT TR ENT 2T =2 FIRIURZ Db D LT 5,

3 Each supervisory authority can be requested by any person to investigate a claim
concerning the protection of his/her rights and fundamental freedoms with regard to
the data processing within its competence and shall inform the data subject of the
follow-up given to such a claim.

4. BVERERRIL, BTN L TE O 2 81T LIERZATHE T2 6D L35, B 02T &
UHERDATREIZ T2 > T, FENLOIREMS I L BZIT LT E B,

4 The supervisory authorities shall perform their duties and exercise their powers in
complete independence. They shall neither seek nor accept instructions from anyone
in the performance of their duties and exercise of their powers.

5. BAFENL, BFERBN 272 AR, HIRR R &SRR Y ¥V — A W ONIMAL L CTRR
HIZTERHS 2 34T L, HERAATEE ST 2 DI B A 7 T 235, ELHT D LT
Do

5 Each Party shall ensure that the supervisory authorities have adequate human,
technical and financial resources and infrastructure necessary to perform their
functions and exercise their powers independently and effectively.

50D 2. BEHEIT., ABOEEREFTZMER L, IHEOGEHMNHERSND KO ITWRYEDL
2HbDETD,

5bis The supervisory authorities shall draw up a public report of their activities and shall
see to it that transparency on their activities be ensured.

5® 3. BTEHEBIOME R E M OMEIT, B ZATIRIC T 7 ¥ 295 U3 T 7 & X LI B
CBL T, STREBICHRIN D LT D,

5ter. Members and staff of the supervisory authorities shall be bound by obligations of
confidentiality with regard to confidential information they have access to or have had
access to in the performance of their duties.

6. BEEMBEOWREICRHENH D & E1T, HAFTZzE@E U TLERFTDLILENTE D,

6 Decisions of the supervisory authorities, which give rise to complaints, may be appealed

against through the courts.
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7. FABEOBEICHE, BEEEEIT, BB TICLERRATAEWCHITob DL L, FF
WZUA T &2 CTIT 9,

7 In accordance with the provisions of Chapter IV, the supervisory authorities shall
co-operate with one another to the extent necessary for the performance of their
duties, in particular by:

DLW LFE RO FRCEHNIEICHK S X, 2, AT —XIREE T B &
L T\ IR T oL e BARR 22 Bl O SRR 2 SRR AR T 2 720 0 b 5 5
Ol fEEEZ A Z LIk D, ZORIOOXG L e o T lANT — X ITXRIVTH 573,
YT —ZBBHINTARAIRTH Y, T, 77— 2 EERDBBEIC, BT, BAENZR, Bl
DOEREBEE X T2 CRIE LTS & X1, ZORY TIERW,

b. FAE L I3 AOMEEE, SU3E R O S b,

c. 7 — 2 IRiEIZEA T D I M O T B O A O IF ik,

a. exchanging all useful information, in particular by taking, under their domestic law

o

and solely for the protection of personal data, all appropriate measures to provide
factual information relating to specific processing carried out on its territory, with
the exception of personal data undergoing this processing, unless such data is
essential for co-operation or that the data subject has previously agreed to in an
unambiguous, specific, free and informed manner;
b. coordinating their investigations or interventions or conducting joint actions;
¢. providing information on their law and administrative practice relating to data
protection.
8. HIEIC/R LIchh &l U, B 22173 5720, fEOBRE#EITS® x> MU —
7 Rl T D,
8 In order to organise their co-operation and to perform the duties set out in the preceding
paragraph, the supervisory authorities of the Parties shall form a conference/network.
9. BEHERIIT. FNE LOMIRICHEE S TATENT 2 FK2MT O BHRWDICB L T MR Z FFz 22 n
HDETD,
9 The supervisory authorities shall not be competent with respect to processing carried

out by entities acting in their judicial capacity.
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(International Conference of Date Protection and Privacy Commissioneres)

OFTAN—alyvaf—2FIIHONT
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DHS BN
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WE) IZHESE, ERXRA A= IATHF =L LTOSINITIT 6D,

cEHIRO LB,
a FTd+ DEZ 2 LEEMEB OEMEEIC LS &, W2 ERILO & & 3%
BEISNTARIBEETHD Z L,

b L LBHIMERD —2 L LT, AT =27 7 A N —DORFEICHT ik
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¢ FTEFEF L ED TVDIERD, T — 2 IREST 7 A N —ITHT 5 EHER 722
P T HEILL T D 2 &

d BEREZ RI-I <, WU RHEHOIERMRZ AL THWD Z &,

e WY A EMELMVMEELFLTND Z L,
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(COMPARATIVE STUDY ON DIFFERENT APPROACHES TO NEW PRIVACY
CHALLENGES, IN PARTICULAR IN THE LIGHT OF TECHNOLOGICAL
DEVELOPMENTS, COUNTRY STUDIES, B5 JAPAN)

FHNZBWT, U T X )M CURPHEZ T, BESBHOT 74 3 —{i#E (I
AEORE) ZEBEICLIEREESEZOND FRIANSEICET A HEITRY)),
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lll. Summary and conclusions
Overall

There is a divergence of opinion concerning the effectiveness of the enforcement of the PPI Act. Ponazecki et
al (2007) concede that ‘there have not been significant administrative fines or penalties or court judgments
arising from failures to comply with the Law and the related guidelines’. According to other Japanese
practitioners, there have been many instances where a Ministry warned or ordered a company to fix the
problem that led to an improper transfer to a third party (eg METI warnings to companies to take measures to
prevent their employees from improperly selling credit history information to third parties). In their view the
main risk for a private company that violates the PPI Act is usually the risk of reputational damage rather than
the risk of paying large fines or having to defend class action suits. This is consistent with the view of Ito and
Parker (2008), noted earlier.

Ito and Parker (2008) are uncertain in which direction enforcement is headed:

It is less clear for now whether the ministries are likely to take more active steps to enforce compliance
with the Act. The deterrent effect is not proven and the ongoing incidents of data leaks and other
breaches are proof that more needs to be done by businesses to ensure compliance. It is possible that, as
in the EU, the authorities will over time become more aggressive in enforcing the Act. However,
although the responsible ministries are actively engaged in ensuring enforcement through a process of
consultation within their respective industry sectors, and the Cabinet Office has issued an annual report
on the enforcement status of the Act, together the ministries and the Cabinet Office are much less
vociferous than their counterparts in the EU, who can be regularly heard speaking out in public against
the failings of businesses to take adequate steps to comply. It is also difficult to imagine a business ever
facing fines, or the directors the threat of imprisonment, under the Act, except in the case of hopelessly
reckless failure, or aggressive refusal, to comply; businesses are much more likely to co-operate with the
relevant ministries to ensure that they comply with any order to implement corrective measures.

The Japanese legislation has only been in effect for four years, so anything beyond tentative assessment of its
effectiveness is difficult. Assessment difficulties are compounded by the propensity of the Japanese legal
system to rely on relatively informal means of dispute resolution, rather than litigation._It can reasonably be

said that there is a lack of evidence that the legislation is effective, which could be remedied somewhat by

Ministries gathering and publishing more detailed data on compliance, enforcement, breaches and remedies.

Position in relation to international standards

Japan’s data protection system may well meet the standards of the OECD Guidelines, and no doubt would
meet the standards of the APEC Privacy Framework, given the weaknesses of both documents in relation to
enforcement. Comparison with the EU privacy Directive is a more difficult question, beyond the scope of this
report. Suffice to say is that it would be an arguable question in relation to privacy principles, and in relation
to enforcement one on which more information about practices is needed.
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