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WEDOIEFMEIZ, CGN 2@ 537y MBIy ba R« BB - ¥y X %

AL C

AT %, CGN B EWIGE - CGN T NAT 375354 - CGN T NAT ST IZiik s by
BAD3OETSHZ LT, CGNIZBIT DA Lty 7 « NAPT BB 5R hLx
NN L a2 T D, Fo. CONBSEH DI v v 2 (4 v X —T = — AT B+ R
EVHEHZE - CPUMEAR ZHRT 5, T, CGN OFf#é LT, NAT 7 —7 L DfE
WA BT 5 Z ENEETH D, A0 ry hT—7 24D AX > ) — X% Affil & LT, NAT
T =7 VORMARNEHRT D a~r REHAEREZIRRT 5,

BNAT 77— 7 KL AT L ORI H O R — M TSR O MR
ax-cgn#show ip nat lsn pool-statistics

(i 85

LSN Address Pool Statistics:

LSN-POOL Address Users ICMP Freed Total UDP
Freed Total Rsvd TCP Freed Total Rsvd

115.69.229.8 5 0 7 7 1
18093 18094 0 w20 J 12739 12759 0

115.69.229.9 7 0 27 27 27
11104 11131 0 84 10886 10970 0

115.69.229.10 8 0 0 0 3
9309 9312 0 35 74217 7462 0

115.69.229.11 7 0 13 13 0
11037 11037 0 37 6279 6316 0

115.69.229.12 7 0 45 45 5
10680 10685 0 82 9898 9980 0

115.69.229.13 7 0 0 0 1
7161 7162 0 51 4396 4447 0

115.69.229.14 5 0 96 96 9
6240 6249 0 37 4561 4598 0

115.69.229.15 9 0 3 3 74
10030 10104 0 156 7160 7316 0

KEATN, 7=V T LA LORAPOR—-FOREEREZRL, HTRLE
ICMP/UDP/TCP D5li%, D7 v b a/L TORMFOR— MiaRT,
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W —4 2L OFAR— FEOHERS

ax-cgn#show ip nat lsn user-quota-sessions

(Hi 774

LSN User-Quota Sessions:

Inside Address NAT Address ICMP UDP TCP Session Pool
LID

100.64.0.188 115.69.229.9 0 3 4 6
LSN-POOL

100.64.0.134 115.69.229.10 0 0 2 1
LSN-POOL

100.64.0.77 115.69.229.10 0 3 8 11
LSN-POOL

100.64.0.165 115.69.229.12 0 1 6 8
LSN-POOL

100.64.0.187 115.69.229.10 0 1 4 5
LSN-POOL

100.64.0.55 115.69.229.11 0 0 4 3
LSN-POOL

100.64.0.85 115.69.229.15 0 21 60 81
LSN-POOL

100.64.0.123 115.69.229.8 0 0 2 2
LSN-POOL

100.64.0.136 115.69.229.9 0 0 4 4
LSN-POOL

100.64.0.145 115.69.229.13 0 0 3 3
LSN-POOL

100.64.0.70 115.69.229.10 0 1 1 2
LSN-POOL

100.64.0.182 115.69.229.9 0 5 13 16
LSN-POOL

100.64.0.129 115.69.229.9 0 1 16 4
LSN-POOL

100.64.0.126 115.69.229.11 0 0 1 0
LSN-POOL
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100.64.0.106
LSN-POOL
100.64.0.113
LSN-POOL
100.64.0.161
LSN-POOL
100.64.0.36
LSN-POOL
100.64.0.186
LSN-POOL
100.64.0.108
LSN-POOL
100.64.0.76
LSN-POOL
100.64.0.130
LSN-POOL
100.64.0.192
LSN-POOL
100.64.0.79
LSN-POOL
100.64.0.185
LSN-POOL
100.64.0.190
LSN-POOL
100.64.0.119
LSN-POOL
100.64.0.100
LSN-POOL
100.64.0.189
LSN-POOL
100.64.0.166
LSN-POOL
100.64.0.131
LSN-POOL
100.64.0.175
LSN-POOL

115.69.229.12

115.69.229.14

115.69.229.14

115.69.229.9

115.69.229.13

115.69.229.13

115.69.229.9

115.69.229.15

115.69.229.8

115.69.229.14

115.69.229.11

115.69.229.8

115.69.229.14

115.69.229.9

115.69.229.12

115.69.229.12

115.69.229.13

115.69.229.15

1 3
6 3
0 10
0 20
0 12
0 1
0 5
1 2
0 4
2 0
0 6
0 12
1 0
0 1
1 3
1 10
1 8
19 6

10

19

10

10

28
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100.64.0.54
LSN-POOL
100.64.0.183
LSN-POOL
100.64.0.118
LSN-POOL
100.64.0.179
LSN-POOL
100.64.0.84
LSN-POOL
100.64.0.93
LSN-POOL
100.64.0.181
LSN-POOL
100.64.0.135
LSN-POOL
100.64.0.180
LSN-POOL
100.64.0.184
LSN-POOL
100.64.0.49
LSN-POOL
100.64.0.97
LSN-POOL
100.64.0.138
LSN-POOL
100.64.0.71
LSN-POOL
100.64.0.117
LSN-POOL
100.64.0.61
LSN-POOL
100.64.0.191
LSN-POOL
100.64.0.56
LSN-POOL

115.69.229.8

115.69.229.9

115.69.229.12

115.69.229.14

115.69.229.12

115.69.229.11

115.69.229.15

115.69.229.12

115.69.229.13

115.69.229.9

115.69.229.15

115.69.229.10

115.69.229.15

115.69.229.13

115.69.229.8

115.69.229.14

115.69.229.13

115.69.229.15

13

16

12

12

16

13

16

12

12
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100.64.0.104 115.69.229.13
LSN-POOL 1
100.64.0.92 115.69.229.10
LSN-POOL 1
100.64.0.173 115.69.229.14
LSN-POOL 1
100.64.0.156 115.69.229.10
LSN-POOL 1
100.64.0.72 115.69.229.12
LSN-POOL 1
100.64.0.82 115.69.229.13
LSN-POOL 1
100.64.0.132 115.69.229.12
LSN-POOL 1
100.64.0.176 115.69.229.11
LSN-POOL 1
100.64.0.178 115.69.229.13
LSN-POOL 1
100.64.0.164 115.69.229.15
LSN-POOL 1

Total User-Quota Sessions Shown: 60

0 0 1
0 2 19
0 0 2
0 0 1
0 0 1
0 2 1
0 0 11
0 0 13
0 1 4

Ka—P Lo, FIF7—LT RLA, FIAFR— N EEFRT,

BN — MEIY B 2 R SO fERR (54 KR O FERR)

ax-cgn#show ip nat lsn statistics
(&5

Traffic statistics for LSN:

Total TCP Ports Allocated

Total TCP Ports Freed

Total UDP Ports Allocated

Total UDP Ports Freed

Total ICMP Ports Allocated
Total ICMP Ports Freed

Data Session Created

Data Session Freed

69651
69207

92018
91962

206
206
168652
168142

23

11

15




User-Quota Created

User-Quota Freed

User-Quota Creation Failed

TCP NAT Port Unavailable

UDP NAT Port Unavailable

ICMP NAT Port Unavailable

New User NAT Resource Unavailable
TCP User-Quota Exceeded

UDP User-Quota Exceeded

ICMP User-Quota Exceeded
Extended User-Quota Matched
Extended User-Quota Exceeded
Data Session User-Quota Exceeded
TCP Full-cone Session Created
TCP Full-cone Session Freed

UDP Full-cone Session Created
UDP Full-cone Session Freed
Full-cone Session Creation Failed
Hairpin Session Created

Self-Hairpinning Drop

Endpoint-Independent Mapping Matched
Endpoint-Independent Filtering Matched

Endpoint-Dependent Filtering Drop
NAT Pool Mismatch Drop

TCP Port Overloaded

UDP Port Overloaded

TCP Port Overloading Session Created
UDP Port Overloading Session Created
TCP Port Overloading Session Freed
UDP Port Overloading Session Freed
NAT IP TCP Max Ports Allocated

NAT IP UDP Max Ports Allocated
Full-cone Inbound Filtering Drop

No Class-List Match

LSN LID Drop

LSN LID Pass-through

1369
1310

© © 0 o0 © o © o ©

2397
2278
79
70

40

6778
40
0
0

o o © 2 o @<

TG R LIz@EEyva
DEERT,
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2.1.2 CGN ALY AT MEFEFIE

CGN OB AT 5L LT, CGN 2 Hik &1 d NAT ZHir 7 % %05 LIRIET 59—
NBPYVETH D, R— FOERYEIY 4T L TWBEAITIE NAT 7— 7L 0% - HED
AAIVTT, TRROR T EZRGTLHZ ERHREIND,

- BFEIXIP T RLRR—

- NAT Z#ith #ECIP 7 KL AR — K
- W IP 7 KL AR— b

- Timestamp

27 OFRE LT RELS ST TASCH IR LA F VXN H 5, ASCIL EXRDOBGA
Zor 27Tl La— TR 120 byte & 72D, ATV IRAOYE, 1 L a— FTK 30byte
L7200 ASCIIER E i L e 7 ORITK 25% & 72 5,

NAT ZHm 7 Ok 7k

® SYSLOG % H\\ =051k 15

® [PFIX % f\ 7= J5ik 16
N IETF ([ TEHEL DO - DI ST\ 5,

SYSLOG % 7= 1L T, rsyslog 72 EBEFD syslogd & W TT — & O%AF - RAFH
ARECTH B, 1 7 OEHITASCIE N —RA072 2 NAT v 7 O &% BT 5 72912,
NAF VA TELTE D CON M b AET %, IPFIX & W e Hikid o U o
9223, IPFIX 25 7B 5 NAT ZHie ZIZR b L7y — AR EE L 70 ) | BUR CIIfE
BNZBA N VE L 70D,

NAT 2 7 BUG O IEFMEOMERIT. CGN gz v 2 & SYSLOG OF — % ¥i%
i35 Z L CET 5, CGN o v & SYSLOG OFT — X HMPAR—ETH-
7286, SYSLOG i3 UDP /37 v M THENRWZH, JHIKE LT CGN #2s ToOE-H A
TERD oM, BmBHOFR Y MU — BRI TR v S BMEFE S L7z FEEMESS SYSLOG
P—NTZERTE oL AREMENE X DD, Y0 STICE, Bhoxy N — 7
Z8%° SYSLOG — T/ h Xy T Fx Z217H, 103Dzt NAT e 7%
Z—PEE L IEROA v F—T 2= AL EHTHONRLEE L,

SYSLOG #— Ml EFRTC NAT Z#io 7% 1 5 TS Z EBRTERWIGAITIE,
SYSLOG $— D58 b 72 5, CGN ##s ¢ SYSLOG S e 2 EHEE LT 5
ZEMHFRETCTHIL, SYSLOG H—"ZEBMT 57 TE, 72720, BFINT RS
NTEHT DI ENTERTE, FFEOY—NICAMPETLTLE I 2D, ARk
FHEIZOWTHRGET 5 Z & 2SS9 5, £7-. SYSLOG — "\ L 725 Z & T, NAT

15 TETF [draft-ietf-behave-syslog-nat-logging|
http://tools.ietf.org/wg/behave/draft-ietf-behave-syslog-nat-logging/
16 TETF [draft-ietf-behave-ipfix-nat-logging |
http://tools.ietf.org/wg/behave/draft-ietf-behave-ipfix-nat-logging/
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07 OBENLD NI/ 5 2 ENRTFRIND, RKE LT, NAT L— L2 EHEIZHT T
NIV T EICEHT B — R ENT D HEREZ BN D, CON Mk 2 ek E
HHEREN R NEAIZIZ, a— RRT SR EOT 75 4 7 o Afea% VT SYSLOG %4y
BT 5,

SYSLOGH — /3 SYSLOGH — /3 O—F 854

E Ii; NATZE 30O 4 ENME el

S B

NATZE S n%ﬁéé‘ NATZE s n%iﬁlﬂé‘

2-1 SYSLOG #—/ &kl
B SYSLOG ¥— N2 NAT v 7 % 4583 2 #ERED CGN BRI H B B A () - I WBEGR)

2.1.3 HAMIEFIE

CGN (¥ NAT ZE#t Lo BEREE AZMNICIBWNTITH Z £226 ., Single Point of
Failure(SPOF) L 72 2 AJHREMEN B 5, T D78, CGN MEEHIIB W T HEZ: TLRAERK & Mt
L., BEET 2 2 ENEETHDH, HABREDO FILIHRIC L > TR L 720 —Hicib~% =
LIFTERVA, ZZTIHALO Xy U —2 24D AX & U — X &4 HA BREFE 2
32,

AX U — X%, Virtual Router Redundancy Protocol(VRRP)(Z X - T Active-Standby
WA B D, Active 725 TVDHEGRMAREFL TV D v v a UERIT, HEasi 28T
% Heart Beat #ROEHIZ & > T Standby il OB IZFIZFM <5, EB{51X VRRP IZ X
S THIZ Active IO CGN #gs 2 5 Z L1270 508, FEENFAE LIZKFIZIE Standby IlIZ
NT 7470385 EbIC, IS TVt Yy v a UE#RE T NAT B3 S
DT, (ZIFTEREET TV EZ 5 Z ENARETH D,
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- [
T
PEAEPR TSI B TR ENAD W 722
L. OFD CGNES 7. S8 - .
: - T . FAUS - g Heart Beat##£i&fiL . Tvi 3/ 154E
LRIIC Ty s ERY TH0TT | ApumIUT2ELTLE

“Hixhah. <.

N

Im Um LCm

2-2 HA BRIFERFIAIO XY T —27 24 AX ) —XDIEE)

HA*%&%‘““@*%%ET‘ . PERBBRFUTE WA & 22T T RIE CREI R E 2 A S 5, IE

FIHEOMERIT, MEREIRGE & [FERIZ CGN 2537 » MIBIFT A3y ha 2 - BIE- ¥y
5%ﬁﬂbfﬁn?5 F7o. CGN RO v v a SEFRBKDATLED &, ZDa2—
PREETERLBRDEENRET L7720, BV FEDY DR TOE v a UERE R
T2,

PLEnBbn5 K512, CON BT BIT 2 TR TIE, By v a UEROFEBH(®H 5%
SIS LR m Fa L OEENEE TH S, CGN RO Fi2ix, OSPF - BGP 72
EEHWDHZLERTEDZH0RHY, ZHOLOEHL—T 477 a haiZ L5808
DU S EMERENICREET 5 X&E Thd, FFC, EEOBIENR] & OEMREIE D IEXFris
FaYAR— N T& % CGN Hamid b7z,
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2.2 BEEERR

MNO ### 3 L0 MVNO $3412 NAT44+IPv6 &7 /L 2 L7356 O 2t Rk 4
GRBUN RPN

NAT44+IPv6 &5 /L CD IPv6 15 DRI 1%,
® CGN #graimihd 5546
® CGN HzgnZ i L e Wiga
D 2B = NFET D, %< @O CGN #gs T IPv6 {5 2B MAc L —T ¢ & V3 A[HEC
HDHH, CON HERROAME D LT ETATHD Z & &, BEROHE YD Do
ToIT, HE ORERREHERET 5,

EMNO EEE K

%< ® MNO FH##E1X CGN EA K D Access Point Name(APN) A L T\ 5, 7272 L.
TI7AX—=hK IPvd 7 RV ADHWH LZITO P —E X7 T 0%, IPv6 7 KL ADFNH
LEITH TRV % LT, T—Z@E77 D APN (X, /0 —/ L IPv4d 7 KL A +1Pv6
T RUVADHMBEDEIZL DT 2T IVAZ v 7 %A TE T % (Docomo:MoperaU .
KDDI: LTE NET for DATA %),

CGN HEARH D APN 2O\ Th, 7 —HlfE 77 ® APN L [FAIFEIC IPv4ve  type (2 &
DT 2T VAL ISR ARETH D, 2.3 Hi CTrek 42 K 512, IPv4/IPv6 7 =27 VA X
Y I RIS & T A F—F v MalT QM50 30%~40%723 IPv6 & 705 Z ENHIFFTE
%o IPv6 IR Lo T, CGN BEERDOBAM A T 0 WA NFE N £ H1E0. NAT =7 %
WIERBGE RS DT D NAT v ZIRA(F « RO A A M FIF 5 2 &N TE D,

L)L, FX VT A=Y —ER T 4N Z Y T —ERRE IPvd DAL THRAEL T
WAHBP—EANHDZ N, TA4NZ VTR EOVEDOEF 2V T 4% —E 20 IPv6
RS L7 E IPv6 7 R ADIWH LB TE RN E W I IEN [IPv6 IZXk DA &2 —=x
v M OFHEEIZEAT 2058%) ThiE STV D,

EMVNO FE B3R

23X 2-4 12V A ¥ 3EEHi LA ¥ 2 8RO D CGN O B %/~ 7, ##i% 1Gbps
&L, 10 7 ID~100 % ID o #HE L T\ b, LA 38#i T CGN 28 AT 5
6. MNO FEE OKIREEIZBWNTT T4 X— K IPv4d 7 RLADLWHLEITH, £
D= MNO FEEMTT T A _X—h IPvd 7 FL ROV LIS L TWARERDH 5,

MVNO #3#%# & MNO FEHEOMIZTELIN TWEr—ANRELL, BILV—T 17
7'r b aEHMATERNY COGN TIHNAT 2 Z LN TE RV, ZO5GE, IWELV—% KD
EAZIZ CGN 2B AT 5 2 L L7 %, CGN BEZRITX D X 912 VRRP 1T X 2 TR Z IS
& L7z, IPv4 {515 CGN T/ o — 307 RLRICEBR S VTR L —ZIZRD |

20



MVNO $¥E Ny 7 R—0 % LTA ¥ —F v MRS 5, [Pv4 1815 % CGN #&H
LT BT, WHE/L—HIZT policy based routing(PBR) & 72/% Virtual Routing and
Forwarding(VRE)2S L3 & 72 5,

IPv6 #1513 CON s 2 R FITNAE L —Z B ERE, MVNO HEH Ny JR— %
ML TA v Z—Fy MIHRIT D Z ENARETH D, MVNO FEHIINAL—FBL Oy
7 R— =2 O IPv6 ®IEZT UL, UL, IPve 7 KL ADHAWH Uik MNO &
HEHITTUT O 12D, MNO FHHEL D IPv6 W H Lt a L TW AT iz 5720, £7-,
MNO FEH DL —F b IPv6 kIS L TR IUER B 720y,

U bEXD, bAoA 3HROSEA,. NAT44+IPv6 5 L &M 51213, MNO 3510
TOMSPLETH D, HImEEIZTT 7 A4 _X—FIPv4 7 R L A+IPv6 7 K L XDV
LBARE &L 725> T D & & HiZ, MNO FEEZE DNy 7 AR — b IPv6 3t L TW 7R T T
B0, LT, LAY 284 LT 5 MVNO FH¥EE 1T, Bl CRIREEE & Ffo T\
52 5, MNO FEEOFSITKFETIC, 7T 4= IPvd 7 KL AR IPv6 DA
WHILEITS 22N TE D,

MNoOf{H]
L=

|
W‘ =g | HA Link

MNoOf{H]
=4

2-3 MVNO F¥¥E L1 ¥ 3 85t CGN H#RLHI

LAY 2 BEICBWTIE, 7 RUARWH LE MVNO FEE ORKGGERE TIT 5 729,
MNO FEHOHIIN 720, Z D72 LA ¥ 2 Bt T AL IPv6 xhii L Tu/euy MNO &
¥EHEFIH L7 MVNO F¥E Th - T IPve TOY —E R BN AEETH S,

NAT44+IPv6 €7 /L2 TIEL, MVNO FEF OKI#EETF 74 X— N IPvd 7 KL
AL IPv6 7 RLADIMN LEITY, A & —F > AT o IPv4 @51, KOEK /L —
ZIZCCGON AT & 720 7 RUAEHM I THENNL—F IR D, U1 Y 3HEROLGE L
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RICHEAIV— 22T PBR £7213 VRF 862 72 %, CGN HE#HZX D K 512 VRRP (2 X
DR Z LD & Lz,

MNOE]
J—4

e

*E

MNO{E|
==

2-4 MVNO E3¥E LA ¥ 2 #ft CGN #Ep1

PLEDORNSIZ LD 777 A4 _— | IPv4 @5 DA CGN % @i L, IPv6 i#{51% CGN O il
MIRNE D RN AIREE 72D, 2720, FEAA NP —ERIZBWTUL, A VX —F v k
BEMEOY —E R TEBM LT, #IHE - 7T~ A X - T o BZ ) T EOREE
FHEL WL —ANE, TRH2 MVNO HFEH L L Tar LR iliETH LA,
IPv6 ~DAT%E A L—RIZIT 9 72 ®IZiE, IPv6 & IPv4 ClRI% O — e A2 tncE 5 2
ENEBETHD, MNO FHEF LFERRIC, 27 %y hT—27 0 IPv6 k& AbE T,
—E 2D IPv6 b RIFFIZHED TW RETH D,
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283 ENXANRXY NU—ZIZBITAEyYa

A=K 74 ETHWONLGEFET 7 r—ya CORtE (RIRFE v > a U8 @E
I - BHESE) &0 Lok R AR 2-1 123, SPDYHIC kW, Web A k- 77V
r—a vyt yva VIR 30%~T0%REICI A b TWnD, BIfE, ENXA LRy
NT—=Z1ZBWVWTE 1 2—FH72 0Dy a VU TO L ) ITHEE SN D,

ENRA NIRRT IHEEY VI U
® THtuLalu¥ 50—k 1IPv4T FL %

® KKty al #:500K—hF /1IPv4 7 KL A

# 21 ERXANT LY — 3« Web A Fd NAT = kU #(TCP/UDP)

B X O SPDY AR
®7 7Y r—3 3 | iPhone Android SPDY %}t
TCP UDP TCP UDP
Line 6 11 X
Skype 10 177 40 199 X
Google Map 6 0 6 0 AN
Gmail 10 0 4 0 AN
Google Search(Voice) 18 0 11 0 O
Twitter 11 0 19 0 AN
Facebook MSG 10 0 10 0 JAN
Facebook App 38 0 22 0 O
Dropbox 0 21 0 X
Evernote 9 0 21 0 X
Puzzdra 10 0 5 0 X
Navitime 15 0 11 0 X
Apple.com 20 0 15 0 X
Mizuho bank 25 0 30 0 X
Amazon 26 0 28 0 X
iTunes store 43 0 X

17 SPDY : Google 123885 L 7=, HTTP 2k B L7- Web H—/3— L 2 —HF—[Oi{E 7' 1
=%
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Yahoo.co.jp 53 0 55 0 X
Rakuten 64 0 48 0 X
Youtube 25 0 32 0 AN
Niconico Douga 69 0 30 0 X
Ustream 160 0 123 0 X

F7=. HTML5 conference (2013/11/30 BRMEIZ 51T B BLHI(X 2-5)<° Apricot2014 (235 1F
% CGN 2R84 % Alcatel-Lucent D3 EN S IPv4/IPv6 DT = TV A X v 7 khaic k-
T 30~40%DEEN IPv6 & 725 CHEHI S5,

CSVRTE CSVERF
140M 250
120M L
20M
100M |

Ag

! . 1Pvd
i |:| IPv6 |:| IPv6
I:l TOTAL 5.0M (4 I:’ TOTAL

bps
=)
=
=
M=
b
B
by
——

20M &

00 oo
(=] =] (=] =] (=] =] (=] (=} (=] (= (=] (= (=] (=3
-] S =] 2 -] =] S 2 S e =] G 2 2
~ " = Ll o [ =] ~ w = il o [ ]
o o o =3 3 o (-] Q o = o S o o
2 = 2 2 2 2 ) 2 2 2 - 2
- - - - - - - - - - - - - -
= LS = S 1 = = = - = s = = =
" " " w " " M w " " " w » "
o o o o (-] =1 (-] o o o o o o o
~N ~ ~N ™~ ™~ ~ ~N ™~ ~ ~ ™~ ~ ~ ~

Time Time

X 2-5 HTML5 Conference IPv4/IPv6 kT 7 4 v 7 #ifs
NAT44+IPv6 ET/VIZBIT 5y v a VA 26 1ZRT, 2L D, 30%~40%F2/E

WEHIPvE L 725> TH Y CONIZBIF 2 v vra VHBIT B0 RRE L 22> TN D Z L
PND,
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. =
20.00 l-lq "
N |
o0 ik | %ﬁ AL
R i VAL
- ‘_»*_"f i v

2-6 HTML5 Conference 1IPv4 7 RV 2 H 7Y DB v g U

VL EX Y. NAT44+IPv6 £ /LIZRBIT 5., CGN Ot v a VEGHE R— MOIXLL T O
LoiHEE=ND,

ENA NHCET BHEE v 3 5 VE(INAT44+IPv6 E5)L)

& Ity al:30F—k /1IPv4d T RL A

® Kby al i :500 R—1h /1IPv4d T RLA

BRE Yy a VBN NAT44 T L EEDLRVDIE, By a v B RBEEETLT 7Y 7
— 2 a VN IPVE ®inE L CWRWATREMERNE W NS TH 5,

2.4 HELEXHL - XHSFIE

ENRA Ny hT =7 ITEALTZEEO COGN [ZBHET A HEER EB L WNAL0 Ry T —
7 24t AX 2 U — X% U 7= config B 2 iL#i 1 5,

2.4.1 Ty a UEIZET ARE

NAT 7 — /L7 KL 2R &N FACHET 572012, CGN Tik 120 IPv4 7 R L A 35F 4
HIERTEDLE YV a v BD EIRERDHRETH S, EL, WHOT 7Y r—v 3
VNZBWTHBENH W EFR E 72 5721 iR B 700, 2.3 oA RN S, 1 20 IPv4
T RLAHTED 500y v am BRERETDHZ & E2HLET 5,
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M1 oD IPv4 7 KL R0 OFR— hEIY ERORE
FE=a~F)
Isn-lid 1

source-nat-pool [POOL-NAME]

user-quota icmp 500

user-quota udp 500 reserve 0

user-quota tcp 500 reserve 0

X1 2—HHE7) @ ER=500 K— K& LTW5,
reserve <num> ¥, FHANIHERT DR — RO TH D,
reserve 0 & 952 & T, MR- T HA 2 L705,

2.4.2 7 KL RIZHET AH/E

ENAT 77— 7 F L 2 ¥%EH

NAT 77—/ 7 FLADQOHIE 1 2D IPvd 7 KL A BT OFRIEYE v v a U OEGHT
%=y

ENANMICB T DHMEE Yy g R, EREy v a 50—k [ 1IPv4a 7 R L
AToH D, 100 )7 ID ZHWH L TW DA,

1,000,000 * 50 = 50,000,000 [port]
WELE T2 D, T,

50,000,000 [port] / (65536— 1024) [port/7 KL 2] =775 [7 KL A]

IZHS T 5, 2235,0~1023 £ Tlx Wellknown 7R — k& L THAWH LSRN SN D720,
120 IPv4 7 R A&7V AREZR A — ML, 65536 — 1024 = 64512 port & 72 5,

Bty a VB ERORE

REITV Y R)

system resource-usage 14-session-count [SESSION _E[R#4]
Xt vy U EROILENBHELRGEITRAT S

BNAT 7 — L7 R L 25D LRORE

GREa~R)

system resource-usage nat-pool-addr-count [POOL ADDRESS _I[R#4]
KNAT 7 —/L7 K b2 EROILRP BB G B ICAT D
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BNAT 7—/L7 R L ADHKE

FEa~F)

ip nat pool [POOL1] x.x.0.0 x.x.1.255 netmask /23 1sn ha-group-id 1 Isn
ip nat pool [POOL2] x.x.2.0 x.x.3.255 netmask /23 1sn ha-group-id 1 Isn
ip nat pool [POOL3] x.x.4.0 x.x.5.255 netmask /23 1sn ha-group-id 1 Isn
ip nat pool [POOL4] x.x.6.0 x.x.7.255 netmask /23 1sn ha-group-id 1 Isn
ip nat pool [POOL5] x.x.8.0 x.x.9.255 netmask /23 1sn ha-group-id 1 Isn
ip nat pool [POOL6] x.x.10.0 x.x.11.255 netmask /23 1lsn ha-group-id 1 Isn
ip nat pool [POOL7] x.x.12.0 x.x.13.255 netmask /23 1sn ha-group-id 1 lsn
ip nat pool [POOLS] x.x.14.0 x.x.15.159 netmask /23 1sn ha-group-id 1 lsn

W —FEY T R LR
2 —H D IPv4 7 KL AT ISP #H 7 R L A[RFC6598] 100.64.0.0/10 O HHAWH L
E179_ETHA,

BNAT X507 KL AD
RETV Y R)
class-list [CLASS-NAME]

100.64.0.0 /10 1sn-lid 1
ip nat inside source class-list [CLASS-NAME]

e
it

243 NAT #A A7 U MCETIRE

RST %7213 FIN 28l S TW /W TCP & v & a2 »=°, UDP, ICMP Oi&fE 13— &l
M NAT 7 — 7 V&2 ~& Th 5, TCP DA, FIN BBHEISNTHLT 7Y r— 3
Vv DZEE H T 5 72912 2Maximum Segment Life(MSL)FF[E] 721 NAT 7 — 7 /L & £ £F
LToH NAT 7 =T NV EfFT & ThH D, ZiLH 0 NAT 7 — 7 /VARFrIRE ] 4 25 AT RE
ThHEaERET DI ENEE LV,

NAT % A L7 7 ME&EFL $5 2 L2k > T, TCP/UDP OFR— 2R 5B £
SONETHENEDTZENTE, CGN DAL Z@mO DL ENTELN, 77U r—
Ao TUIMEL T EX A LT U MR VAU TLE 572D, Fu NAT
AALT T MEZRY NV—=7DOEIRTERGNTLE DLEZAERH D, FEERIZ NAT # A
LT MEZEL THBIIET 7V r—3 a v OB 2 HE LRV EEE AT I LER
Hb,

UDP X TCP & 8729 FINSRRST 22 8Dt v ¥ a v O T 2+ D08 iz
B, MNP EHERE NAT 7 — 7V 2488 LA e vy, B2, DNS b7 7 4 v 2710%
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WEZEICHAET D72, DNS X7y hOF A LT 7 MEREWE CGN ORI :.z.a%
HZTLED ZEPMFETEIEESNTWD, ZHUTxT HxK & LT, DNS E#EIZo0
X, A= F&EZFUDPBINIESNTE A LT U MENSL< T2 2 L THERE~D] ”%%’:Tﬁﬂx
LD Z ENFFHES NI, 72, DNS "7 v MIOWTORLEEZ LT NAT 77— 7 V%
7 V735 CONEIRBAEL, A L7 U MiZ/NE < T2 & FEKIZ CGN OPERE~

DBEE DI TEDZ BRI N,

FFETREZLLE LT, BEXAMAT T r—va ilBnTii, 77— a v 0K
MOFELZHERT 28y v a UBNEEL, EHIICREDO Ty RRBEENT, By
3 UEMERE LT DA R B 5, Z OiEfEIE. Facebook 123\ CTIEK 50 IR TH 5
73, Google Cloud Messaging TId# 15 57 L 72> T 5, D72, CGN DEAIZ L - T,
Google Cloud Messaging ZFIA L7277V sr—= 2 (7 —Z A 77 % NEBFIAR
A7 T M INTVWD 18, %K E LT, Google Cloud Messaging Offi 7R — k
(TCP/5528~5530)D 7, NAT Z A L7 7 Maz &< TL5HENBEZBND, CGN ZEHA
L TW5 MNO F#3 - MVNO FEF O Tlx, EFEIZ Google Cloud Messaging Dfiff
MAR—=FDZA LT 7 MEZRS LTWD Z BB NT,

WebSocket <> HTTP/2 72 & O Web £t Tid¥— 3706 0 PUSH A3 BLUE S 41

TW%725, PUSH DA EWEGE, £OMIZ CGN O NAT 7—7 1D F A LT 7 b 3%
ALTLEI & BEEENRELTLED, 20D, 5B T 7 r—a VICiD
T TCP/443 B — b 72 ERERIZe N2 R — M AFAET B ATREMEN & 2,

UbXY, #4577 MEOHELERIE L REF EZ T 5,

» TCP 71 Kv 300 #
UDP 300 #
DNS 3 #
ICMP 2 #
Google Cloud Messaging(TCP/5528~5530) 900 #>LL I

(1

>
>
>
>

BNAT % A A7 U MEDOHEFE 7% ax-cgn#show ip nat timeouts
(1565

NAT Timeout values in seconds:

SYN TCP UDP ICMP

60 300 300 fast
Service 53/udp has fast-aging configured

18 https!//groups.google.com/forum/#!topic/android-gecm/IC20vQhgBJA
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KLU EIFT 740 FTHD . ICMP:2F, DNS:3 &> TW 5,

BNAT % A L7 7 MEZEFE a2~ N
HEAVLR)
ip nat translation tcp-timeout [sec]

ip nat translation udp-timeout [sec]

WEER—FDHA LT MEEF <~ R

REAT )

ip nat translation service-timeout [tcp/udpl [#port] to [#port] [sec]
% : Google Cloud Messaging D&

ip nat translation service-timeout tcp 5528 to 5530 900

2.4.4  Full Cone NAT |ZB 3 B E
Endpoint Independent Mapping(EIM) & %, @5 NE2> T TH, [A—DE[EFIT
IP7 RLVARIR— MIRLTER—DOF—VIP 7 FLAIR— hEE0 YK TEHEEHTH D,

Endpoint Independent Filtering(EIF) & (%, EIM (Z X » TIEk & 7= NAT 57— 7 /L2
B L7 =/ IP T FLAR— FalFO@EIX AMED EDRZ M OfE Tha Al
L THDH, EIM 2D EIF Ths & %, Full Cone NAT & FEEL5, Full Cone NAT
13 NAT 7 — 7 A DMERR S TWIURSINB O R T D565 b DIEE 22 F Aivd 72D, P2P
HWEDAREL 72D,

T NRAHIZEBNT, LINE R Skype R ED A v Pr—7 7V 72 ¥ P2P #{E %17 9
TV = a yOMMANIRE>TNDZ L2 b, CGN OFtEA md 272 DI2, "lHEZR
[0 Full Cone NAT & 72> TnHZ EMEFE LV, L2rL., Full Cone NAT @ NAT 7—
TMEITCP By v a Uk THR O T OMERH LT, 24 LT 7 MEZJNIZERT S
72 DIZiEE O NAT 7 — 7V E RN/ S D, ZD7, Full Cone NAT Hd NAT 7 —
TIVOWERADH 5, #EE LT CGN HégsO—Clx, £ T % Full Cone NAT &
T5E. ZOIERADRETE L HRMET Lic, 2072, %% L& LT Full Cone
NAT &9 5 R — FESOHPAZEIRT L MLERNHDH, —KIIIZ 1-1023 #FE D wellknown 7R
— MZOWTEEIECY =7 T4 7 MIO@ED 72, Full Cone NAT & L 72\ fisnd
RS D, TN LY 1024 FLEO KR — &2 FIH L72il@fE 1%, F K TRIKD 60%F2HE D
Ty a Bl D Z LRSI, E DT RARD 60%FEEDIEIE A UNAE TE S Full
Cone HHDO NAT 7 — 7 NV ERFFCE DL ZEMEFE LV,

W1024 &R — FLIF% % Full Cone NAT &4 5% 7E

GEa~r k)
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ip nat lsn full-cone default
W EFOREICL YT 7 4/ T 1-1023 ZOif{E1% Full Cone NAT & 72 5720,

2.4.5  Application Level Gateway(ALG)IZEH4 5 8% E

CGN g DT Z EH 5722, AIRERR Y &2 TD ALG # A9t T 5 Z EMEEL
W, LML, ALG OFMUIZ K > THREI CTOA N7 RBRBHDHZ Enh, EBEICAEME
T HMDTONTIE, FEEZ LICAMRRIZIS CIHRAMETH S, 07, ALG @
RN <. F£72 ON/OFF MMERI 2R Z RETNE Th 5.

Flo. TT7A4X—1FIPv4 7 FLAZHWHTH—EAD ARy 7 L LT, ALG ZH#W
THIMELZWIROEZOND, TDOHE. 77V r—va a8 5iks LTIPvE ~
OBATIZHEE T HZ ENARETH D,

BWALG 27 7V r—3 2 2 L|Z enable |27 AR E
FE=a~>F)

1p nat Isn alg esp enable

ip nat Isn alg ftp enable

ip nat Isn alg pptp enable

1p nat Isn alg rstp enable

1p nat Isn alg sip enable

ip nat lsn alg tftp enable

246 v JICETAIRE

FEFR L, FEERUBEABRIEE OB EREFEORIRE OREHIE RO RIZH
T DT m A A ZEALHIRIEIIC LV | IENEREICE SV CRIEFR BT 2 E A Bl
T2 BENEELN TS, LvL, CON (IZL > T/ r— L IPv4 7 KL A& 34
D —ATIE, BIEZEDTT7AX—KIPv4 7 RVRAZFET HT-OIZBEILEORA D
DL L NAT Z#hn 7 %858 T 2 ERHTL %,

A— FOEIEID M T L TWAHIEEIZIE NAT 7 —7 vOFERY « HEDX A4 I 7T,
TROANED T 7 2 5 L2 ER b7y,

® Timestamp

® HETXLIPT RFLALA—EE

® NAT £tk %ELIP 7 KL RALKR— &S

A= FOFEEID Y TEZ L TWDLEEITIE, 22— T L D NAT 7 — 7 /L OFEY A FRIYIC
THHENTWDHTD, Eitou ZORENRREL RS,

2L, BEEARA NPLOREICEF LA — NOBEERBEGEN T RWESIE, B
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DOIERIENT TIEZ— P OFENAAIRER 72D, BIUEI 0 Y TLEFNEID Y TOLEL L DY
AIZBWTH,

® HEHEIPT RLALKR— R EE

G LT uEz2n /e, LavL, B TITEE AR — FOFHROBGIIHIE L TV
TN = a =G nn, E0kd, FE ETEELEIP T FL AL R— FNESE
WOBFHINATH 5,

HEEID B TIZBWTE, 22— F Tty v a VR EREF UAR— FE(00 R— R %
FRAIZEID Y CRITIER D02, 100 5 ID ZH 0 H LTV D54,
1,000,000 * 500 = 500,000,000 [port]

WELE T2 D, T,

500,000,000 [port] / (65536— 1024) [port/7 KL A] =17751 [7 KL A]

(ARYS TS, BB Y CL L CL0ED T =T RLUARKE LD,

IPv4 7 R LU ZDOFITNRBENZ LD BREID Y TORELTHZ L a#HE+ 2,

BWNAT v 723615 % {5 e tiF Mo s OBE
BEA~R)
ip nat template logging [TEMPLATE-NAME]

include-destination

BNAT v 7 DR ADFREDFIE
FEa~ 2 R)
ip nat template logging [TEMPLATE-NAME]

format default

WNAT = 75—/ SO E DR E
BEa~ )
slb server [INAMEO1] [IPaddress]
port 514 udp
slb server [INAMEO2] [IPaddress]
port 514 udp
slb service-group [GROUP-NAME] udp
member [NAMEO1]:514
member [NAMEO02]:514
KLU EDREL 2 BD syslog V— 3% 7 /—F L, 5 LT NAT v 7 #5F LT3,

b, /A0y FU—27 20 L, CGN EADHELER)S & FIAZ 7k Lz,
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#3E%  Vyatta ASAMAP % FW7=/MRE
464 EINFRFEERE OBEFIR

ASCETIE Vyatta ASAMAP % FWCTELT D MU0 D 464 HHFOBIERAE 1T 5 %D
BRIEAEEE 21T O FIRIC W TR 5,

DS-Lite
464XLAT
MAP-E
MAP-T

DS-Lite iZ RFC6333 (IETF [Dual-Stack Lite Broadband Deployments Following
IPv4 Exhaustion]) 19 THARRED BN TS, A X {lEEEB) & X U 7l E
(AFTR) T IPv4 "7y ba 72, 7B ALIEERZITVD, ¥ UTHNR Yy hT—7
Z IPv6 DA THEST 22 Lol T 28N TH S, MAP-E ° MAP-T L #7210 A
Z < MEEE TIE NAPT BEREZFr7- 9, %+ U 7MIZEET NAPT BEREAFFD,

464XLAT (¥ RFC6877(IETF [464XLAT: Combination of Stateful and Stateless
Translation Abstract] ) 20 CIEEENED HILTWD, B A X <2 E(CLAT) T IPv4 /347
v b IPv6 /7y MIEBAP ~vy ¥ EEHZ) L, ¥ v U 7IZEPLAT) T IPv6 /X7
v N IPv4 N7y NMIE#T D, WhbWwH X7 NT U AL — g &2179H 2L TH
Y UTHNRy hU—2% IPv6 DAL THET L2 LRl 358 ThH o, DS-Lite &
[tk A2~ 2L Tld NAPT fRExFi72 9, F v U 7HIZEE T NAPT #aE 2 FFo,

MAP-E (% draft-ietf-softwire-map(IETF [ Mapping of Address and Port with
Encapsulation (MAP)] )21 CTHE¥ELRED LT\ D, DS-Lite ERILCEL DT, BAX
~2EE(CE) & % ¥ U 7l BR)T IPv4 /7> b & H 7wk, 7 ALBR 21T
W, XY UTHNARY PV —2 % IPv6 OB THET L L amigs T 58 TH o, HL

19 TETF [Dual-Stack Lite Broadband Deployments Following IPv4 Exhaustion]
http://tools.ietf.org/html/rfc6333

20 TETF [464XLAT: Combination of Stateful and Stateless Translation Abstract]
http://tools.1etf.org/html/rfc6877

21 JETF Mapping of Address and Port with Encapsulation (MAP) |
http://tools.ietf.org/html/draft-ietf-softwire-map
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DS-Lite Li387c0 . v U 7IEERE T NAPT e Ei7- 3. 2 X <2 T NAPT
FERE & FF o,

MAP-T X draft-ietf-softwire-map-tIETF [ Mapping of Address and Port using
Translation (MAP-T)] )22 THEAELBAHED HIL TV D, 464XLAT L[RIL X HIZ, BAX
~HEEE(CE)T IPv4 /37w R % IPv6 /37y MIEHIP ~y ¥ EEWZ)L, ¥¥ V7
fZEEBR) T IPv6 /X7 > b & IPv4 X7y MIEWT D, Whwa X T T AL
—varvEITHIZETEXY U TARY NU—T % IPv6 OATHE T L L EAEEET 5
Hificd s, BL 464XLAT LTV, v U 7 MZEET NAPT BREx RT3, X
& < IEEE T NAPT BEREZ £F O,

[3.1 moREHEE (81 X—) ] Tl 464 Hicm T 2R/ EEB IOV Tt
T 5, R A X< APREBEIIEELRE TR G AT — AT U NS ENRTEH LD
T RLAEREZTRLTWALED, FOSEZHLHHT 5,

3.2 DS-Lite DEREIMEEE (39 ~—) JTiX Vyatta ASAMAP % DS-Lite AFTR/B4 &
L THEEBREE 2L 5 72D O FIRZ AT 5,

[3.3 464XLAT DEREMEE (47 ~— )] TiX Vyatta ASAMAP % 464XLAT
PLAT/CLAT & U CHGIHRREAMEET 5720 D FIREZ 35,

[3.4 MAP-E & MAP-T OEREEME (57 ~— )] TIE Vyatta ASAMAP %
MAP-E/MAP-T @ BR/CE & L CHGEREAZMEET 720D FIREZFHNT %5, MAP-E
L MAPT [Z—ODRENRTA—ERBER LT CIREALRURENE L R D0 —
DOHITHHZEIT I,

rFrvRrRL—T gy roxY T

¥ U 7B

464XLAT DS-lit
NAPT #42 e
T R B < SR
=5 MAP-T MAP-E
NAPT #$ke

22 TETF Mapping of Address and Port using Translation (MAP-T) |
http://tools.ietf.org/html/draft-ietf-softwire-map-t
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3.1 FBEOBREHEHA

ARICE THEEE T 2 MRIEBR BT D LA B 72 Rl X A2 [X] 3-1 (27”4,

.10
VLAN1001 198.51.100.0/24

1
thO
Xy U TR N Pool Prefix : 198.51.100.100/32
ethl AFTR Address: 2001:db8::1/64

2001:db8:0:1::1

VLAN1002 ‘ 2001:db8:0:1::/64
| 2001:db8:0:1::100:101 ‘ |
2001:db8: O 1::100:100 2001:db8:0:1::100:102 2001:db8:0:1::199:199
HAL = eth0 -
B4 #0 B4 #1 B4 #2 B4 #9999
LS T thi
2001:db8:1:0::1/64 2001:db8:1:1::1/64 2001:db8&:1:2::1/64 € 2001:db8:1:9999::1/64
VLAN1003 .100.100 .100.101 .100.102 .199.199 192.168.0.0/16
.0.100 .0.101 .0.102 .99.199

Client #0 Client #1 Client #2 Cli. #9999

3-1 AXETHEE T IRIEREDCEAN KX

3-1 /X DS-Lite Ol 72> TWAMNLLTFD 3 MERE, MAEICHE 2R Mo
464 FifTL FERETH D,

® HAZMEEEL XY U TEEE LRI D T L 23

® N AXMNIAET S IPv4 Prefix DLFN R D Z L 24

® MAP-E & MAP-T (Zi% Rule IPv6 Prefix X°> EA-Bits Length &\ o727 X —X%
PWEMENTNDZ L

ARERR T A Z < AEEEIC 0 725 9999 F TOHK 10000 fHd ID #EHZ L &
15,

BYLFFN RIS Lid, DS-Lite O%41% TAFTR) & [B4) 720, MAP-E &5 L U MAP-T
DEEIL TBR) & ICE] 7255512, B AX<APEE L+ ) THEEOL RN ZNE

NOHXTEDZ LR,

MRS R D L1, DS-Lite <° 464XLAT Tl rPool Prefix| &MFR4 %5725, MAP-E B

L O'MAP-T T Rule IPv4 Prefix| & FEFRT 5 L 912, I A X <D 34T % TPv4 Prefix

DAHFRIENENDOF TR D Z L E2RT,
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FT. AL TIILLTD 3 2Oy N —7 ZEkT %,

° VLAN1001
> AU —x%y Ml IPv4 x> 7 —2(198.51.100.0/24)
° VLAN1002
< XX UTN IPv6 % v F7—2(2001:db8:0:1::/64)
° VLAN1003
> WAZ~N IPv4 v FU—2(192.168.0.0/16)
S HAEZ<HN IPv6 * v hU — 27 (h 2 X2~ lEEHICRLR D
2001:db8:1:0::/64 7>5 2001:db8:1:9999::/64 £ T 10000 f#)
<& AMFEERSE TIX VLAN1003 (2 1 >0 VLAN ZitF9 35,

HL, BAZ~N IPv6 X b U—7F b /LT R L AL NAT46 BHD =D
B AL EEE CERDVUENDH DDA Db DERET D, 7B, ARIETITIA A
HEEDIAZ<N IPv6 xy N =T DT V7 4 7 A X M R &T R LA
NAT46 ZHHAD T L7 4 7 Z L LTORANDL HD ET 5,

LIF. BREFEICOWTHET 2,
3.1.1 Xy U THEBEORENE
Fx U TRAPBEBEDOA L2 —Fy Ml IPvd %y NI — 7 ICEE SN v H—T = — R

121X 192.0.2.1/24 #FHET 5,

Fr UTMEBEOFY Y THN IPv6 Fy N —ZIZBm SN A v X —7 = — A |21E
2001:db&:0:1::1/64 ZEET 5,

3.1.2 HAE<EBORENR
AEIOREFECE L CiE, BAZ~MEBEOT RUAEK 32 O X IHICRET D,
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CPE ID Range = 0~ 9999 (+3)

% Iz 0 2B 4 HTie
CPEID=12=0012

(B4)

2001:db8:0:1::100:112/64
VIV e ethO \\
(0 > CPE #12 ethO(MAC) = 52:54:01:00:00:12
~N T

ethl ethO(v6) = 2001:db8:0:1:100:112 @

//
2001:db8:1:0012::1/64 eth1(MAC) = 52:54:02:00: (?/_0 %
192.168.100.112/16 eth1(v6) =2001:db8:1:00 12::1 —®

s
ethl(v4) =192.168.100.112/16 —®

X 3-2 HREZ<AEEEOT FLRAREH (CPE#12 OHl)

FT AR <MEEED ID 23T 4 LT D XA 0 2805 (F): ID 2N
12 OHEAIL 0012 L1 5),

)

AL REEDOF ¥ VTN IPv6 Rry NU =7 [ ZH SN v F—T7 = — AT
I 2001:db8:0:1::/64 (Z :1(ID DOREY: 2 XF):1(ID O#HY: 2 LF) ZxR%ED 4
7Ty PZERELELOEZH WS (fl: ID A 12 © 5 A& X
2001:db8:0:1::100:112/64 &3 %),

NAZEED I ALZ~N IPv6 %y N =274 & —7 = — A |TIX
2001:db8:1::/48 (T (ID 4 3LF) %% 7 B 8 A7 7 v MIREL, KD 1
ATy hE 1LICHRELEZELOZH WD (Fl: ID 2 12 OB A
2001:db8:1:12::1/64 &%),

HAZ<MEBEBO D AL ~HN IPvd 2y NI — 7l % —T =— X
192.168.0.0/16 1= .1(OD D 2 ).10D D% 2 XF) 2REL-HDE
W5 (Bl ID A 12 OFATT 192.168.100.112/16 &9 5),

HAZ<AREEDOF U TN IPv6 v T — 714 ‘/5'%7:c%zkjaz5'vv\7*“

rU

— A v HZ—T2—AD MAC 7 RL AL FEEEICIK 3-2 O X HICEE LB ET S,

fEL MAC 7 RLADBEEIZOWTIE 2 i Dﬁ/}'&#%z%ﬂét&bﬁéiﬁ“é
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3.1.3 MAC 7 FLRADOHRE
MAC 7 RVADOBEFEZIZILLTO 2 @Y OHFENREZLND,

® libvirtd 20 E 7 7 A /LD MAC 7 R L Az EHEEXHZ 5 5k
® Vyatta D~ KT MAC 7 FLRAZEXHZ 5 ik

3.1.3.1  libvirtd OBEZ7 7 A NLD MAC 7 FL AWMz HEEXH X 5 51k
ZDFEE QEMU2 %3474 % libvirtd O ET 7 A /LD MAC 7 FL Az E
WAz DHZ L THAE NIC @ MAC 7 RL A2 EEWZ 5 51ETHS, (A LERE Eo

FA R OS HHD EIR NIC O MAC 7 RLANEZHZ HRZLOILR5,

Vyatta A > A b —/L#EICZDOFHET MAC 7 RLRAE2EXWZ 255 BB Lo
AR OS THDH Vyatta oAb b MCﬁ@ﬁéﬂtioumﬁéﬂéthm
DESZVHREIND LV RGN H D (F: ethO, ethl & L TR I AL TV H DN
MAC 7 L AEZ B ZICHER TS L eth2, ethd & L CiikaNn5%), =72L
Vyatta ORETUTOa~y FEEITLTEL 2 & TIOMBELZRREETS 2 L IidahE
Th D,

#t delete interface ethernet eth0 hw-id (LY MAC 7 KL X)

#f set interface ethernet eth0 hw-id (FrLLY MAC 7 KL X)

%35 [Vyatta D~ FT MAC 7 RLAZEIWZ 5 HE] Lixfen, 2
5% virtionet 27AHE NIC THEBA[RE/R 72D/ v MRIEMEREN RO BN H5GE
X260 FRDOEFRGFE LU,

HARIZIZLL T OFINETE SRR D,

1. [virsh edit (VM D41 2347 L libvirtd OFET 7 A IV ORETET— RICA D
2. MAC 7 FLRZEZHZ 2VMEAE NIC © MAC 7 RLAAEEIRZ 5

1)
<{domain type="kvm’' >

25 libvirtd : (KA~ &R OIE APl 28t T A4 —F 0 Y — 2D 54 T T Y
26 QEMU : Linux, Windows, OS X kS LA —7 v ) —AD T I 2 L —#
27 virtionet : ¥E(EA(L KT A R LRI 5 AR NIC
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http://ja.wikipedia.org/wiki/%E3%82%A2%E3%83%97%E3%83%AA%E3%82%B1%E3%83%BC%E3%82%B7%E3%83%A7%E3%83%B3%E3%83%97%E3%83%AD%E3%82%B0%E3%83%A9%E3%83%9F%E3%83%B3%E3%82%B0%E3%82%A4%E3%83%B3%E3%82%BF%E3%83%95%E3%82%A7%E3%83%BC%E3%82%B9

<interface type="bridge >

<mac address= ‘(ZDEHZEH LY MAC 7 KL RIZEZ#]Z 3)” S

<{source bridge="br’ />

<model| type="€1000" />

<address type="pci’ domain="0x0000" bus="0x00" slot="0x03" function="0x0" />
{/interface>

3.1.3.2  Vyatta O~ KT MAC 7 RLR&EX#X 55k
A8 NIC 728 MAC 7 RLAOEZSBRIIRET 254G, Vyatta TUTFOa~v> K
AETTHET, —HIC MAC 7 RLAZEFETHZENTE S, ZHUIBE LS
BEEOFAL OS oAb e NIC OMEET RL A XZDOEE TR D MAC 7
NL2A%ZY 7 MYICRET D LI REWE R D,

-7 L ZOHFEIRE NIC ICX> I R—FLTELT. ZOFEZHO WIS
i< e1000(1000BASE-T NIC) %148 NIC & L CGEIRTREXTH 5,

HARIZIZLL TOFINETESHRZ D,

#t set interface ethernet eth0 mac (L LY MAC 7 KL X)

ARFNEETIE, DARAZ<HEED KB~ 27— 1L TA VA M= NLDOFHEEE
ZL%EEL, [Vyatta D=~ FT MAC 7 KL AZEX#2 5 k] T MAC 7
RUADREEIT D

3.1.4 ICMP Redirect OEZHIHIOHRE
MAP-E & MAP-T OBEIIVTLLTFOREZITH

# set firewall send-redirects disable

MAP-E & MAP-T CiX[El—® IP 7 KL 2% NAPT % HWFICHEEKD B A 2~ %k
BETAET LD, FRROBRELITORVEE -T2 ICMP Redirect Z3XELTLE 9 HS
N b, TD1-® ICMP Redirect D%[EE BT 5720 Eita~y REFETT 5,
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7272 L DS-Lite & 464XLAT Tt ICMP Redirect [IAZE & B b 7-OFNEE LT
BEBIEREEOBIC LD a~y REFETTHLHIC2L TS,

315 FYUTHEEDOA VF—Fy MilA4 > F—T7x2—ZD Proxy ARP
WRE DAL
Bl DS-Lite X 464XLAT L\ -7-(MAP-E X MAP-T & H#zL)b720 IPvd 7 K
LATYH—EAERHATRE 464 HIFOLE, v U 7TREBOA ¥ —F v Ml > ¥
=7z —ACKE LR Y hU—ZICEENSDT L A% NAPT OF—L7 KL AL L
THRELEWS—ZA0 D55,

Bl 21X 31 DA, Y VTMEEO AL X —Fy Ml & —7 = — R|TIE
198.51.100.1/24 %#FHE L TWAH AN F— 21 192.51.100.0/24 NIZE& Fh 5
198.41.100.100/32 Z&HEL LD ELTW5,

ZD%4E Server 73 Client ~DJRE /N7 v M &IRE H & L7ZEIZ 198.51.100.100 ™
ARP ik %A B M, Vyatta ASAMAP 13D F £ Tlid ARP B E1TH720 2D IR
Ny RERIRTZ EINTER0,

D& R THEEZITW WS, LT XS Ick v U TMEEED A o Z—x v |k
WA > 5 —7x2—AT Proxy ARP #1795 L ORETHLENH D,

#t set interface ethernet ethO vif 1001 ip enable-proxy-arp

3.1.6 T I AV NMERFORR IPv6 /X7y M A XADORE

464 T TIL IPva X7 v b & IPv6 b3 HFRIC TPv6 @ MTU (IZINE 572 < 725 A]
REMEN H B, ZDEATH> IPv4 @ Don't Fragment 7 7R E STV ARWEA .
M BNDOFTT 7 7 A > NMLBEEITV TPV6 BT 5,

Vyatta ASAMAP Tl Tz~ FIZky IPve (kT 5D &K IPv6 /N7 v A
AEHRETHIENTED,

# set interfaces map map0 ipv6-fragment-size 1500

T 7 %)V F Tk IPv6 O/ MTU 4 X T b 1280 L7425,
AFNEETIIHREK IPv6 X7 v b A X% 1500 IZRET 5,
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3817 ATEMEFRIZBITZT T AL MLERORZ v 7 EEDRE
B 7k FREERHAT S DS-Lite & MAP-E Tid IPv6 {bLLT7 77 A ML %
ITOBRIZ IPv6 2R Z v 7 CT7 F 7 A N%4T 5 (APv4 X7 v MIEDEE T IPv6
fragment option header % i\ T IPv6 T7 77 A > h&4T5)), IPv4 ITT7 Z 7 A
NMLBEZ1TUY IPv6 234 v MZiE IPv6 fragment option header 732772\ K 92 57>
2 WY DHENREZEZBND,

Vyatta ASAMAP TIILLFDOa~ >y RIZED ELLDAY v 7 TT T 7 A ML ZELT
VIMERET D ENTE D,

#t set interfaces map map0 ipv4-fragment-inner false

ipv4-fragment-inner % false |ZRE L7725, IPv6 XA & v ZMITTT T 7 A MBS
Thbhs,

ipv4-fragment-inner % true \ZiE L7728t IPvd XA ¥ v ZMITTT T 7 A MBS
1T s,

AKFNEETIE IPv4 AZ v JITT7 T 7 A MUERZITH) Lo — LT\ b,

3.1.8 HRFHERE i75 TCPMSS A7y a VEXHBZIOBRE

DS-Lite/464XLAT/MAP-E/MAP-T Tix\WWbH & IPvd N7 v ha 7B LLTZY
IPv6 /X7y MIZEH LIV 352 LTy VTN IPv6 X NV —7 Ziliad 5, IPv6
NYHXDORESFTA T a VL IPvd ~y X LHERL 20 777 v PREWED, HE
X5 TUE IPva 205 IPv6 [T DBRIZT 7 7 A RDMBEIZ R D A[REMED N 8 5,

T AL < fl2EE T TCPMSS A7 v arvDEESMZ 275> 2 L CZOMEEERET S 2
EMNTX D,

BARPIZ I A2 < EE CLL T a~ >y R&2EITTHZ & T TCP SYN N7 v b
MSS A7 a UMEHMN 1200 IZEEZHZ 5L TCP WBIEIZOWTIZ T 77 A2 FOXLEN
RN A AT R 2 RE@EMThbID L1275,

# set policy route mssclamp rule 1 protocol tcp

# set policy route mssclamp rule 1 tcp flags SYN

# set policy route mssclamp rule 1 set tcp-mss 1200
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# set interfaces ethernet ethl vif 1003 policy route mssclamp

DS-Lite X MAP-E L \Wo 7o 7 BT AD 464 HEifiogE, TCPMSS 472 =
Y% 1200 1235 LK IPv6 X7y YA X% 1280 A7 7 v b/ b, Tk IPv4
D/ MTU & 725720 ED L5 72% v U TN IPv6 Ry T — 27280\ THAEFIC
TITTA DB ELRWRIEELE D,

HLEFY UTWN IPv6 *> bU—27 @ MTU a7 1500 T DI EBMRFIETE D55
X TCP MSS A 7' a v DfEIZ 1420 2R ETH & TARER T T 7 A kA [alkE L A
N—"T"> "W ET BT HAEEEND S,

464XLAT X° MAP-T tWo iz X T« hT AL — g RO 464 HiFOGE .
TCP MSS 47> a % 1220 1275 &K IPv6 /N7 hH A X1 1280 A7 7 v b
s,

FIEEICE ¥ U TN IPv6 %y hU—27® MTU fE2S 1500 ThH5H Z L NRIFETX 58
Al TCP MSS A7+ a U DfEIZ 1440 2R ETHZ L TRERT T 7 A MR L

AN—"T"y bR LT 5T HARENEN D S,

AFNEETIX DS-Lite & MAP-E O34 TCP MSS 473 Ve LT 1420 %,
464XLAT & MAP-T OEAEIC 1440 =2 ELHND,
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3.2 DS-Lite DOEREREL

AREI TSRS DRz X 3-3 1R,

.10
VLAN1001 198.51.100.0/24

i
thO
€ Pool Prefix : 198.51.100.100/32
ethl AFTR Address: 2001:db8::1/64
2001:db8:0:1::1
VLAN1002 ‘ 2001:db8:0:1::/64
| 2001:db8:0:1::100:101 ‘ |
2001:db8:0:1::100:100 ‘ 2001:db8:0:1::100:102 tho 2001:db8:0:1::199:199
| & |
B4 #0 B4 #1 B4 #2 B4 #9999
2001:db8:1:0::1/64 2001:db8:1:1::1/64 2001:db8:1:2::1/64 ethl 2001:db8:1:9999::1/64
VLAN1003 .100.100 .100.101 .100.102 .199.199 192.168.0.0/16
.0.100 .0.101 .0.102 .99.199

Client #0 Client #1 Client #2 Cli. #9999

3-3 DS-Lite OBEEAER
Client 7°%5 Server ~HEZITOHA. £7 Client 637 v M &2ZITH-7- B4 1%
IPvd ~v X DOEREZFHFICEETHRZ DL IPv6 N7 v MZh 7ELIEL

AFTR(2001:db8&::1) ~ifixikd 5,

AFTR 135 7B ALMER L=, NAT44 W Z1TV [Pvd ~y X2 E X% Server
~HRET D,

AFTR % Server 7°5HD(E/3 v M & NAT44 B L, IPv6 34 v M 7 &k
L B4 ~frkd 5,

B4 35 VR LUT-1% . Client ~#53%3 %,
B4 ORERE LT X33 D CPE#0 OFREXITH,
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3.2.1 AFTR DOF%E
FPTEARAR IP 7 RLREL—T 4 VT OREEIT D,

[edit]

vyatta@vyattaf set interfaces ethernet ethO vif 1001 address 198.51.100. 1/24
[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1002 address 2001:db8:0:1::1/64
[edit]

vyatta@vyattaff set protocols static route6 2001:db8:1:0::/64 next-hop

2001:db8:0:1::100:100
[edit]

vyatta@vyattat commit
[edit]

vyatta@vyatta#

FETIE CPE#0 75D IPv6 NV—TF 4 v T OBREZIT>TWAEN, LLTFD X 5 IZ[H
lZ CPE OETETREEATOMLER DD, BNRZWT-OAZ VS FTa~vwyr FE4ARL
FECTEITT B,

[edit]

vyatta@vyatta# set protocols route6  2001:db8:1:0::/64
2001:db8:0:1::100:100

[edit]

vyatta@vyattat set protocols static route6 2001:db8:1:1::/64
2001:db8:0:1::100:101

[edit]

vyatta@vyattaft set protocols static route6 2001:db8:1:2::/64
2001:db8:0:1::100:102

[edit]
vyatta@vyattaf set protocols static route6 2001:db8:1:9999::/64
2001:db8:0:1::199:199
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KIZ ICMP Redirect % &0t %,

ledit]
vyatta@vyattaf set firewall send-redirects disable
ledit]

vyatta@vyattat commit
ledit]
vyatta@vyatta#

R
i
R

N
I
)

WIZA v Z—Fy Ml IPv4d > U —2 T Proxy ARP AT 5

[edit]

vyatta@vyatta#t set interfaces ethernet ethO vif 1001 ip enable-proxy-arp
[edit]

vyatta@vyattat commit

[edit]

vyatta@vyatta#

wIZ AFTR OFARA L 2 —T = — ZERL L /8T A — R B EEITI,

[edit]

vyatta@vyatta# set interfaces map0 role br

[edit]

vyatta@vyatta# set interfaces map0 br-address 2001:db8::1/64

[edit]

vyatta@vyatta# set interfaces map0 default-forwarding-mode encapsulation

[edit]

vyatta@vyatta# set interfaces map0 pool 1 pool-prefix 198.51.100.100/32
[edit]

vyatta@vyatta# set interfaces map0 ipv6-fragment-size 1500

[edit]

vyatta@vyatta#t set interfaces map mapO ipv4-fragment—inner true

[edit]

vyatta@vyattat set protocols static interface-route 198.51.100. 100/32
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next—hop—interface map0
[edit]

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt

FREORENTET LIch AFTR & LTOREIZTET TH D,

UTDa~vy FEFETILNATA—EPELIREINTND Z L 2iHERT 5,

[edit]

vyatta@vyatta#f run show interfaces map mapO

Interface name : map0
Role  BR
Tunnel source o (null)
BR address : 2001:db8::1/64
IPv4 pool
IPv4 pool #0000 © 198.51.100. 100/32
Default forwarding mode : encapsulation
Default forwarding rule : true
IPv6 fragment size 1500
IPv4 fragment inner © true
NAPT always © true

NAPT force recycle . false

Basic mapping rule : (null)
MAP IPv6 address : 2001:db8::1/64
Shared IPv4 address 2 0.0.0.0
Assigned port-set ID : 0x0/0
Port-set
Port-set #0000 4096 (0x1000) - 65535 (Oxffff)

[edit]
vyatta@vyattatt
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3.2.2 B4 OFRE
B4 #0 BN ET D,

F9 eth0 & ethl ® MAC 7 RLRAZLEHT 5,

ledit]
vyatta@vyatta#f set interfaces ethernet ethO mac 52:54:01:00:00:00
ledit]
vyatta@vyattaf set interfaces ethernet ethl mac 52:54:02:00:00:00

[edit]

vyatta@vyattat commit
[edit]

vyatta@vyatta#

WICEAR IP 7T RL AL N—FT 4 VT OREZITI .

[edit]

vyatta@vyatta#t set interfaces ethernet eth0 vif 1002 address
2001:db8:0:1::100:100/64

[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1003 address 2001:db8:1:0::1/64
[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1003 address 192.168.100. 100/16
[edit]

vyatta@vyatta#f set protocols static route6 2001:db8::/64 next—hop 2001:db8:0:1::1
[edit]

vyatta@vyattat commit
[edit]
vyatta@vyatta#

KIZ ICMP Redirect % 5095,

[edit]
vyatta@vyattaf set firewall send-redirects disable
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[edit]
vyatta@vyatta#t commit

[edit]
vyatta@vyattatt

N

I
Y

WIZ TCPMSS 47> a v 2B HREL

o

[edit]

vyatta@vyatta# set policy route mssclamp rule 1 protocol tcp
[edit]

vyatta@vyatta#f set policy route mssclamp rule 1 tcp flags SYN
[edit]

vyatta@vyattaff set policy route mssclamp rule 1 set tcp-mss 1420
[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1003 policy route mssclamp
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

WIZ B4 OFRBA v 2 —T 2 —RZRER EXT A =L FREELIT D,

[edit]

vyatta@vyatta# set interfaces role ce

[edit]

vyatta@vyatta# set interfaces tunnel-source ethl. 1003
[edit]

vyatta@vyatta# set interfaces br-address 2001:db8::1/64

[edit]

vyatta@vyatta# set interfaces default-forwarding-mode encapsulation
[edit]

vyatta@vyatta# set interfaces ipv6-fragment-size 1500

[edit]

vyatta@vyatta# set interfaces ipvd-fragment-inner true
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[edit]
vyatta@vyattatt set protocols static interface-route 0.0.0.0/0 next-hop-interface

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt

FROFBRENTZET LIS B4 & LTORTEITZET TH D,

UTDa~vy FEFET LT A—EPELIREINTND Z L 2iHERT 5,

[edit]
vyatta@vyatta#f run show interfaces map mapO

Interface name : map0

Role : CE

Tunnel source : eth1.1003

BR address : 2001:db8::1/64
IPv4 pool

Default forwarding mode : encapsulation
Default forwarding rule : true

IPv6 fragment size 1500

IPv4 fragment inner © true

NAPT always © true

NAPT force recycle . false

Basic mapping rule : (null)
MAP IPv6 address : 2001:db8:1:0:¢0:0:200:0/128
Shared IPv4 address 2 0.0.0.0
Assigned port-set ID : 0x0/0
Port-set
Port-set #0000 4096 (0x1000) - 65535 (Oxffff)

[edit]
vyatta@vyattatt
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3.2.3 TR
Client 75 Server |ZxF L C ping <X° ssh 5% 50 L CACEMELZ MERT 5,

DS-Lite Ti% AFTR 7% NAPT ¥ %Z175, AFTR TUTOa~vr F2E{TTLHIL
THEDBENEWNAPT 7—7 L « =0 N ONB)EHERTHZ LN TE 5,

ledit]

vyatta@vyatta#t run show interfaces map map0 napt

Proto: "I' = ICMP, 'T" = TCP, 'U = UDP.
Flags: SynOut, SynAcklIn, AckOut, FinOut, FinAckIln, Finln, FinAckOut, Rst.
"1I" =Up, '." = Down.

Last used, Local IPv6 address, Local address:port, Mapped address:port, Remote
address:port, Proto, Flags

06:09:55 2001:db8:1:0:¢0:0:200:0 192.168. 0. 100:36257
198.51.100. 100: (0xe261) 57953 198.51.100. 10:22

06:09:49 2001:db8:1:0:¢0:0:200:0 192.168. 0. 100: 2201
198.51.100. 100: (0xe9e0) 59872 198.51.100. 10:0

[edit]
vyatta@vyatta#

FEEOAITIE 192.168.0.100 72°5H 198.51.100.10 (Zxf3 %5 ICMP & TCP/22 73T
NTNDZENDND,
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3.3 464XLAT DBIEREL
ARETCTHET HHEREK 3-4 12T,

.10
VLAN1001 198.51.100.0/24

i
thO
€ Pool Prefix : 198.51.100.100/32
ethl NAT64 Prefix: 2001:db8::/64
2001:db8:0:1::1
VLAN1002 ‘ 2001:db8:0:1::/64
| 2001:db8:0:1::100:101 |
2001:db8:0:1::100:100 ‘ 2001:db8:0:1::100:102 tho 2001:db8:0:1::199:199
| & |
CLAT #0 CLAT #1 CLAT #2 CL..#9999
2001:db8:1:0::1/64 2001:db8:1:1::1/64 2001:db8:1:2::1/64 ethl 2001:db8:1:9999::1/64
VLAN1003 .100.100 .100.101 .100.102 .199.199 192.168.0.0/16
.0.100 .0.101 .0.102 .99.199

Client #0 Client #1 Client #2 Cli. #9999

X 3-4 464XLAT ORBEEER
Client 7°%5 Server ~#E %1724, £71 Client 2637 v &% THL - 7= CLAT
L IPv4d ~v X OIE#HTIc IPve X7 v MZZE# L PLAT @ NAT64 'L 7 4 7 A

(2001:db8::/64) ~#zikT 5,

PLAT % NAT64 L 7 ¢ 7 255D IPv6 N4> % IPvd /%4y MICZEHL L,
NAT44 EEZITV IPv4 ~v X 2 EEH X Server ~HRiET 5,

PLAT % Server 7»HDiR{E/X47 v b& NAT44 LB L., IPv6 /X7 v MZZEH#H L
CLAT ~#£1%9 %,

CLAT %X PLAT o= iJHi-7- IPv6 /X7 v b%& IPvd XAy NIEH LT=#%.
Client ~#Z1ET 5,

CLAT O EFIE LT X34 ® CPE#0 OFEXITO.
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3.3.1 PLAT O&RE
FPTEARAR IP 7 RLREL—T 4 VT OREEIT D,

[edit]

vyatta@vyattaf set interfaces ethernet ethO vif 1001 address 198.51.100. 1/24
[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1002 address 2001:db8:0:1::1/64
[edit]

vyatta@vyattaff set protocols static route6 2001:db8:1:0::/64 next-hop

2001:db8:0:1::100:100
[edit]

vyatta@vyattat commit
[edit]

vyatta@vyatta#

FETIE CPE#0 75D IPv6 NV—TF 4 v T OBREZIT>TWAEN, LLTFD X 5 IZ[H
2 CPE OTETREEATOMLERN DD, BNRZ WA VTS FTa~vwy RE4ARkL
FECTHEITT B,

[edit]

vyatta@vyatta# set protocols route6  2001:db8:1:0::/64
2001:db8:0:1::100:100

[edit]

vyatta@vyattat set protocols static route6 2001:db8:1:1::/64
2001:db8:0:1::100:101

[edit]

vyatta@vyattaft set protocols static route6 2001:db8:1:2::/64
2001:db8:0:1::100:102

[edit]
vyatta@vyattaf set protocols static route6 2001:db8:1:9999::/64
2001:db8:0:1::199:199
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KIZ ICMP Redirect % &0t %,

ledit]
vyatta@vyattaf set firewall send-redirects disable
ledit]

vyatta@vyattat commit
ledit]
vyatta@vyatta#

R
i
R

N
I
)

WIZA v Z—Fy Ml IPv4d > U —2 T Proxy ARP AT 5

[edit]

vyatta@vyatta#t set interfaces ethernet ethO vif 1001 ip enable-proxy-arp
[edit]

vyatta@vyattat commit

[edit]

vyatta@vyatta#

s
i
R

N
I
NS

wIZ PLAT ORABA v &2 —T7 = — AERR & 73T A—X&

[edit]

vyatta@vyatta# set interfaces role br

[edit]

vyatta@vyatta# set interfaces br-address 2001:db8::1/64

[edit]

vyatta@vyatta# set interfaces default-forwarding-mode translation

[edit]

vyatta@vyatta# set interfaces pool 1 pool-prefix 198.51.100.100/32
[edit]

vyatta@vyatta# set interfaces ipv6-fragment-size 1500

[edit]

vyatta@vyatta# set interfaces ipv4-fragment—inner true

[edit]
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vyatta@vyattaft set protocols static interface-route 198.51.100. 100/32
next—hop—interface map0
[edit]

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt

br-address TRETDH T L7 1 7 AN NAT64 'L 7 4 7 AL D,

NAT64 7'V 7 4 7 ADFEEFIEITIL 164 DIZNNT 196 ZHRET HHAENH 5,

164 ZHRE L7z, IPvd 226 IPve ~E#Z{TOFR, IPv6 7 FL A®D Interface
ID #B53(t A D 64 bit) IFLLFD X 91275,

® (8bit ® 0)IPv4 7 KL R)(24 bit ® 0)

Bl z X TPv4 7 KL AN 192.168.0.100 ®H& Interface ID (% c0:a800:6400:0 & 72
5o

196 ZIELT-5E. IPv4d 5 IPv6 ~E#AEITHORE, IPv6 7 KL A®D Interface
ID #53(# A D 64 bit) IZLLTD X 512725,

® (16bit ® 0)(16 #H T 6464)(IPv4 7 K1 %)
» CLAT f{fl®> Interface ID(Vyatta ASAMAP [E45 D)
® (32bit ® 0)IPv4 7 KL R)

» PLAT fl® Interface ID

Bz 1 CLAT filo IPv4 7 KL A7 192.168.0.100 O34 CLAT {il> Interface ID
X 0:6464:c0a8:64 L7325,

br-address CTHETHF V7 4 7 ATHRETH V7 47 AKX PLAT & CLAT T
SN TWABLENRND D,

EROBERTET LI PLAT & LCORERTET Th .

UTDavwy REFITLNTA—EINELIHESNTWNWD Z L 2R T 5,

53



[edit]
vyatta@vyatta#f run show interfaces map mapO

Interface name
Role
Tunnel source
BR address
IPv4 pool
[Pv4 pool #0000

Default forwarding mode :
Default forwarding rule :
© 1500

. true

IPv6 fragment size
IPv4 fragment inner
NAPT always
NAPT force recycle
Basic mapping rule
MAP IPv6 address
Shared IPv4 address
Assigned port-set ID
Port-set

Port-set #0000

[edit]
vyatta@vyattatt

3.3.2 CLAT OE

CLAT #0 ZBIZiRET Do

: map0

: BR

o (null)

© 2001:db8::1/64

© 198.51.100. 100/32
translation

true

© true

. false

o (null)

© 2001:db8::1/64
2 0.0.0.0

: 0x0/0

4096 (0x1000) -

F7" eth0 & ethl @ MAC 7 RLAZEHET 5,

[edit]

65535 (0xffff)

vyatta@vyatta#f set interfaces ethernet ethO mac 52:54:01:00:00:00

[edit]
vyatta@vyatta#f set interfaces ethernet ethl mac 52:54:02:00:00:00
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[edit]
vyatta@vyatta#t commit

[edit]
vyatta@vyattatt

WIZEAR 2 TP 7 RV R EN—TFT 4 VT OREFITH,

[edit]

vyatta@vyatta# set interfaces ethernet eth0 vif 1002 address
2001:db8:0:1::100:100/64

[edit]

vyatta@vyattatt set interfaces ethernet ethl vif 1003 address 2001:db8:1:0::1/64
[edit]

vyatta@vyattatt set interfaces ethernet ethl vif 1003 address 192.168.100. 100/16
[edit]

vyatta@vyattatt set protocols static route6 2001:db8::/64 next—hop 2001:db8:0:1::1
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

Wiz ICMP Redirect % #Ezhib4 5,

[edit]
vyatta@vyattaft set firewall send-redirects disable
[edit]

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt

WIZ TCPMSS 7 a v aEXWL AHRTEXITO .,
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vyatta@vyatta# set policy route mssclamp rule 1 protocol tcp
[edit]
vyatta@vyatta#f set policy route mssclamp rule 1 tcp flags SYN
[edit]

vyatta@vyattaff set policy route mssclamp rule 1 set tcp-mss 1440

[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1003 policy route mssclamp
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

RIZ CLAT ORARA »F—7 = —AER & R T A —=ZREZAT I,

[edit]

vyatta@vyatta#f set interfaces map mapO role ce

[edit]

vyatta@vyatta#f set interfaces map mapO tunnel-source ethl. 1003
[edit]

vyatta@vyattatt set interfaces map map0O br-address 2001:db8::1/64
[edit]

vyatta@vyattaff set interfaces map map0 default-forwarding-mode translation
[edit]

vyatta@vyatta#f set interfaces map mapO ipv6—fragment-size 1500
[edit]

vyatta@vyattaff set interfaces map mapO ipv4-fragment-inner true
[edit]

vyatta@vyattatt set protocols static interface-route 0.0.0.0/0 next-hop-interface

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt
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br-address TXET DS VL7 4 7 AN NAT64 7'V 7 47 A5,

NAT64 7'V 7 4 7 ADFEEFTIEITIL 164 DIFNIT 196 ZHRET HHENH D,

164 #IRELISA. IPvd v b IPv6 ~EMAEITORE, IPv6 7 KL A D Interface
ID #8535 AD 64bit) IZLLFO X S22 5,

L4 (8bit ® 0)IPv4 7 KL A)(24bit @ 0)

Flz 10X TPv4 7 KL AH 192.168.0.100 4 Interface ID (% ¢0:a800:6400:0 & 72
5,196 T LS. IPv4e 05 IPve ~EHi21T 98, IPv6 7 RL A ® Interface
ID #4550 AD 64 bit) IZLLTFD X H 12725,

® (16bit ®» 0)(16 HEX T 6464)(IPv4 7 R L R)

> CLAT {l®> Interface ID(Vyatta ASAMAP [E 45 D)
® (32 bit @ 0)IPv4 7 KL R)

» PLAT fll®> Interface ID

#i 21X CLAT il IPv4 7 KL A7% 192.168.0.100 O34 CLAT {fil> Interface ID
I% 0:6464:c0a8:64 L7285,

br-address TRET LT V7 4 7 ATIRET L7 V7 17 Aki% PLAT & CLAT T
M= SN TWDOLRERD D,

FROBRENTET L7eH CLAT & LTOREITZET Th D,

UTOavwy FEFATILANTA—ZRELIRESNTND Z & 2R T 5,

[edit]

vyatta@vyatta#f run show interfaces map mapO

Interface name : map0

Role . CE

Tunnel source : eth1.1003

BR address : 2001:db8::1/64
IPv4 pool

Default forwarding mode : translation
Default forwarding rule : true

IPv6 fragment size : 1500

IPv4 fragment inner : true

NAPT always : true
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NAPT force recycle . false

Basic mapping rule : (null)

MAP IPv6 address : 2001:db8:1::/72
Shared IPv4 address 2 0.0.0.0
Assigned port-set ID : 0x0/0

Port-set :
Port-set #0000 © 4096 (0x1000) - 65535 (0xffff)

[edit]
vyatta@vyattatt

3.3.3 THERR
Client 7°5 Server (ZkFL T ping X° ssh #&ft % 30 L CA CEMEZ MR T 5,
464XLAT Ti% PLAT 728 NAPT ¥ %175, PLAT TUTOa~vy F&2FETT5HZ
& TEUEDBENAENAPT 7—7 b - =2 bV ONR)EMHRT D LN TE D,

[edit]
vyatta@vyatta#f run show interfaces map map0 napt

Proto: "I' = ICMP, 'T" = TCP, 'U = UDP.
Flags: SynOut, SynAcklIn, AckOut, FinOut, FinAcklIn, FinIn, FinAckOut, Rst.

"I =Up, . = Down.

Last used, Local IPv6 address, Local address:port, Mapped address:port, Remote

address:port, Proto, Flags

07:27:38 2001:db8:1:0:¢0:2800:6400:0 192.168. 0. 100: 36259
198.51.100. 100: (0xc53b) 50491 198.51.100. 10:22

07:25:34 2001:db8:1:0:¢0:2800:6400:0 192.168. 0. 100:2213
198.51.100. 100: (0x1b99) 7065 198.51.100.10:0

[edit]
vyatta@vyattatt

FEofTiE 192.168.0.100 725 198.51.100.10 x4 5% ICMP & TCP/22 73 {ThH
IWTWD I ENbnd,
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3.4 MAP-E ¢ MAP-T OBE#ESE
AKETTHET HHEREK 3-5 1TRT,

.10
VLAN1001 198.51.100.0/24
etho 1 Rule IPv4 Prefix : 192.0.2.0/24
Rule IPv6 Prefix : 2001:db8:1::/48
ethl EA-Bits Length: 16

2001:db8:0-1-1 BR Address: 2001:db8::1/64
VLAN1002 ‘ 2001:db8:0:1::/64

| 2001:db8:0:1::100:101 ‘ |

2001:db8:0:1::100:100 ‘ 2001:db8:0:1::100:102 tho 2001:db8:0:1::199:199
| & |
CE #0 CE #1 CE #2 CE #9999
2001:db8:1:0::1/64 2001:db8:1:1::1/64 2001:db&:1:2::1/64 ethl 2001:db8:1:9999::1/64
VLAN1003 .100.100 .100.101 .100.102 .199.199 192.168.0.0/16
.0.100 .0.101 .0.102 .99.199

Client #0 Client #1 Client #2 Cli. #9999

3-5 MAP-E & MAP-T OBEEHERK

Client 7°% Server ~HEZ1T 945, £7 Client 22637 > M &% T Hi~>7- CE &
MAP Rule THIV X THNAR— FFEZEZ AV NAT44 LPEA L IPvd ~ v ¥ DI
EIHZ., MAP-E OBAIL IPv6e (28 7B/ L., MAP-T OAIL IPv6e ~Z4H#
L BR ~H5iET 5,

BR 134 7 ALIEERMAP-E ©#4) or IPvd ~ZH(MAP-T O#4) L7-1% Server
~HEET 5, 2O DS-Lite @ AFTR X 464XLAT @ PLAT & # 72 BR % NAPT

PERE AT L7220,

BR T Server 75 DRE N7 v ME IPve X7 v MNMZH 7 EAIEMAP-E OE4) or
IPv6 /X7 v MZZEHMAP-T O84) L CE ~fiEk+ 5,

CE 137 7 AbfZE(MAP-E ©8:4) or IPv4d ~ZEH(MAP-T OHE) LT1-#%.
NAT44 W3R % L Client ~#z54 %,

CE OfEFIE LT K35 @ CPE#0 OFEXIT D,
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3.41 BR OBRE
FPTEARAR IP 7 RLREL—T 4 VT OREEIT D,

[edit]

vyatta@vyattaf set interfaces ethernet ethO vif 1001 address 198.51.100. 1/24
[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1002 address 2001:db8:0:1::1/64
[edit]

vyatta@vyattaff set protocols static route6 2001:db8:1:0::/64 next-hop

2001:db8:0:1::100:100
[edit]

vyatta@vyattat commit
[edit]

vyatta@vyatta#

FETIE CPE#0 75D IPv6 NV—TF 4 v T OBREZIT>TWAEN, LLTFD X 5 IZ[H
lZ CPE OETETREEATOMLER DD, BNRZWT-OAZ VS FTa~vwyr FE4ARL
FECTEITT B,

[edit]

vyatta@vyatta# set protocols route6  2001:db8:1:0::/64
2001:db8:0:1::100:100

[edit]

vyatta@vyattat set protocols static route6 2001:db8:1:1::/64
2001:db8:0:1::100:101

[edit]

vyatta@vyattaft set protocols static route6 2001:db8:1:2::/64
2001:db8:0:1::100:102

[edit]
vyatta@vyattaf set protocols static route6 2001:db8:1:9999::/64
2001:db8:0:1::199:199
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KIZ ICMP Redirect % &0t %,

ledit]
vyatta@vyattaf set firewall send-redirects disable
ledit]

vyatta@vyattat commit

[edit]
vyatta@vyatta#

wIZ BR OARAEA v Z—T = —AERL & RF A — 2 HEXIT 9 MAP-E DA,

[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]
vyatta@vyattaff set
[edit]

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

map

map0

map0 br-address 2001:db8::1/64

map0 default-forwarding-mode encapsulation

map0 rule 1 ea-length 16

map0 rule 1 ipv4-prefix 192.0.2.0/24

map0 rule 1 ipv6-prefix 2001:db8:1::/48

map0 ipv6-fragment-size 1500

map0 ipv4-fragment—inner true

vyatta@vyattaff set protocols static interface-route 192.0.2. 0/24 next-hop-interface

vyatta@vyattat commit

[edit]
vyatta@vyatta#
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MAP-T D513 default-forwarding-mode % LA F D &L 912 translation TRET 5,

ledit]

vyatta@vyatta#t set interfaces map map0 default-forwarding-mode translation

EREBELED BR & LTORERRT ThA,

UTDaxy REFITLATA—ERELIREISNTWD Z & 2R+ 5(MAP-E O

%é\o

[edit]

vyatta@vyatta#f run show interfaces map mapO

Interface name
Role

Tunnel source
BR address
IPv4 pool

Default forwarding mode :
Default forwarding rule :
: 1500

: true

IPv6 fragment size
IPv4 fragment inner
NAPT always
NAPT force recycle
Basic mapping rule
MAP IPv6 address
Shared [Pv4 address
Assigned port-set ID
Port-set

Port-set #0000

[edit]

: map0

- BR

o (null)

: 2001:db8::1/64

encapsulation

true

© true

. false

o (null)

: 2001:db8::1/64
:0.0.0.0

: 0x0/0

4096 (0x1000) — 65535 (0xffff)

vyatta@vyatta#t run show interfaces map map0 rule
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Mode: 'E' = Encapsulation, 'T" = Translation. FMR: 'T" = FMR, '- = Not FMR.

IPv6 prefix, IPv4 prefix, PSID prefix, EA-bits length, PSID offset, Mode, FMR.
0: 2001:db8:1::/48 192.0.2.0/24 0x0000/0 16 6 E F

[edit]
vyatta@vyattatt

MAP-T ®O41% encapsulation & ENAL7-EHTAY translation ICE X #ilb > THRRS
N5,

3.4.2 CE OBRE
CE#0 #PICiRET D,

F9" eth0 & ethl @ MAC 7 RLAZEHT 5,

[edit]

vyatta@vyatta#f set interfaces ethernet ethO mac 52:54:01:00:00:00
[edit]

vyatta@vyatta#f set interfaces ethernet ethl mac 52:54:02:00:00:00
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

WIZHEAR 2 TP 7 RV R EN—TFT 4 VT OREZITH,

[edit]
vyatta@vyatta# set interfaces ethernet eth0 vif 1002 address
2001:db8:0:1::100:100/64

[edit]
vyatta@vyattatt set interfaces ethernet ethl vif 1003 address 2001:db8:1:0::1/64
[edit]
vyatta@vyattatt set interfaces ethernet ethl vif 1003 address 192.168.100. 100/16
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[edit]
vyatta@vyattatt set protocols static route6 2001:db8::/64 next—hop 2001:db8:0:1::1

[edit]

vyatta@vyatta#t commit
[edit]
vyatta@vyattatt

Wiz ICMP Redirect % #Ezh{b4 %,

[edit]

vyatta@vyattaft set firewall send-redirects disable
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

WIZ TCPMSS A7y a v aEXWHz HREETT ) MAP-E DA,

[edit]

vyatta@vyatta#f set policy route mssclamp rule 1 protocol tcp
[edit]

vyatta@vyatta# set policy route mssclamp rule 1 tcp flags SYN
[edit]

vyatta@vyattaff set policy route mssclamp rule 1 set tcp-mss 1420

[edit]

vyatta@vyattaff set interfaces ethernet ethl vif 1003 policy route mssclamp
[edit]

vyatta@vyatta#t commit

[edit]

vyatta@vyattatt

MAP-T OBA1E tepmss OEELLTO X 5 ICRET 5.
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[edit]

vyatta@vyattaff set policy route mssclamp rule 1 set tcp-mss 1440

W2 CE O A v 2 —7 = —AERL & X T A= REZ1T 9 MAP-E DA,

[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattatt set
[edit]
vyatta@vyattaft set

interfaces map0 role ce

interfaces map map0 tunnel-source ethl. 1003

interfaces map map0 br-address 2001:db8::1/64

interfaces map map0 default—forwarding-mode encapsulation

interfaces map map0 rule 1 ea—length 16

interfaces map map0 rule 1 ipvd-prefix 192.0.2.0/24

interfaces map map0 rule 1 ipv6—prefix 2001:db8:1::/48

interfaces map map0 ipv6-fragment-size 1500

interfaces map map0 ipv4-fragment—inner true

protocols static interface-route 0.0.0.0/0 next-hop-interface

vyatta@vyatta#t commit

[edit]
vyatta@vyattatt
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MAP-T D341 default-forwarding-mode % LA T &L 912 translation TEET 5,

ledit]

vyatta@vyatta#t set interfaces map map0 default-forwarding-mode translation

FROBRENTET LS CE L LTOREITZFETTH D,

UTDaxy REFITLATA—IRELIREISNTWD Z & 2R+ 5(MAP-E O
%é\o

ledit]

vyatta@vyatta#f run show interfaces map mapO

Interface name : map0

Role . CE

Tunnel source : eth1.1003

BR address : 2001:db8::1/64

IPv4 pool

Default forwarding mode : encapsulation

Default forwarding rule : true

IPv6 fragment size : 1500

IPv4 fragment inner : true

NAPT always © true

NAPT force recycle . false

Basic mapping rule
Rule IPv6 prefix : 2001:db8:1::/48
Rule IPv4 prefix 2 192.0.2.0/24
Rule PSID prefix : 0x0/0
EA-bits length : 16
PSID offset 16

Forwarding mode : encapsulation

Forwarding rule : true
MAP [Pv6 address : 2001:db8:1::¢000:200:0/128
Shared [Pv4 address ©192.0.2.0
Assigned port-set ID © 0x0/8
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Port-set

Port-set #0000
Port-set #0001
Port-set #0002
Port-set #0003
Port-set #0004
Port-set #0005
Port-set #0006
Port-set #0007
Port-set #0008
Port-set #0009
Port-set #0010
Port-set #0011
Port-set #0012
Port-set #0013
Port-set #0014
Port-set #0015
Port-set #0016
Port-set #0017
Port-set #0018
Port-set #0019
Port-set #0020
Port-set #0021
Port-set #0022
Port-set #0023
Port-set #0024
Port-set #0025
Port-set #0026
Port-set #0027
Port-set #0028
Port-set #0029
Port-set #0030
Port-set #0031
Port-set #0032
Port-set #0033
Port-set #0034

1024 (0x0400)
2048 (0x0800)
3072 (0x0c00)
4096 (0x1000)
5120 (0x1400)
6144 (0x1800)
7168 (0x1c00)
8192 (0x2000)
9216 (0x2400)
10240 (0x2800)
11264 (0x2c00)
12288 (0x3000)
13312 (0x3400)
14336 (0x3800)
15360 (0x3c00)
16384 (0x4000)
17408 (0x4400)
18432 (0x4800)
19456 (0x4¢00)
20480 (0x5000)
21504 (0x5400)
22528 (0x5800)
23552 (0x5¢00)
24576 (0x6000)
25600 (0x6400)
26624 (0x6800)
27648 (0x6¢00)
28672 (0x7000)
29696 (0x7400)
30720 (0x7800)
31744 (0x7¢00)
32768 (0x8000)
33792 (0x8400)
34816 (0x8800)
35840 (0x8¢00)

1027 (0x0403)
2051 (0x0803)
3075 (0x0c03)
4099 (0x1003)
5123 (0x1403)
6147 (0x1803)
7171 (0x1c03)
8195 (0x2003)
9219 (0x2403)
10243 (0x2803)
11267 (0x2¢03)
12291 (0x3003)
13315 (0x3403)
14339 (0x3803)
15363 (0x3¢03)
16387 (0x4003)
17411 (0x4403)
18435 (0x4803)
19459 (0x4¢03)
20483 (0x5003)
21507 (0x5403)
22531 (0x5803)
23555 (0x5¢03)
24579 (0x6003)
25603 (0x6403)
26627 (0x6803)
27651 (0x6¢03)
28675 (0x7003)
29699 (0x7403)
30723 (0x7803)
31747 (0x7¢03)
32771 (0x8003)
33795 (0x8403)
34819 (0x8803)
35843 (0x8¢03)




[edit]

Port-set #0035
Port-set #0036
Port-set #0037
Port-set #0038
Port-set #0039
Port-set #0040
Port-set #0041
Port-set #0042
Port-set #0043
Port-set #0044
Port-set #0045
Port-set #0046
Port-set #0047
Port-set #0048
Port-set #0049
Port-set #0050
Port-set #0051
Port-set #0052
Port-set #0053
Port-set #0054
Port-set #0055
Port-set #0056
Port-set #0057
Port-set #0058
Port-set #0059
Port-set #0060
Port-set #0061
Port-set #0062

36864 (0x9000)
37888 (0x9400)
38912 (0x9800)
39936 (0x9¢00)
40960 (0xa000)
41984 (0xa400)
43008 (0xa800)
44032 (0xac00)
45056 (0xb000)
46080 (0xb400)
47104 (0xb800)
48128 (0xbc00)
49152 (0xc000)
50176 (0xc400)
51200 (0xc800)
52224 (0xcc00)
53248 (0xd000)
54272 (0xd400)
55296 (0xd800)
56320 (0xdc00)
57344 (0xe000)
58368 (0xe400)
59392 (0xe800)
60416 (0xec00)
61440 (0xf000)
62464 (0xf400)
63488 (0xf800)
64512 (0xfc00)

vyatta@vyatta#f run show interfaces map mapO rule

Mode:

IPv6 pr

"E’ = Encapsulation

efix,

0:

2K

2001:db8:1::/48

= Translation. FMR:

36867 (0x9003)
37891 (0x9403)
38915 (0x9803)
39939 (0x9¢03)
40963 (0xa003)
41987 (0xa403)
43011 (0xa803)
44035 (0xac03)
45059 (0xb003)
46083 (0xb403)
47107 (0xb803)
48131 (0xbc03)
49155 (0xc003)
50179 (0xc403)
51203 (0xc803)
52227 (0xcc03)
53251 (0xd003)
54275 (0xd403)
55299 (0xd803)
56323 (0xdc03)
57347 (0xe003)
58371 (0xe403)
59395 (0xe803)
60419 (0xec03)
61443 (0xf003)
62467 (0xf403)
63491 (0xf803)
64515 (0xfc03)

‘T =FR, -

= Not FMR.

IPv4 prefix, PSID prefix, EA-bits length, PSID offset, Mode, FMR.
192.0.2.0/24 0x0000/0

16 6 EF




[edit]

vyatta@vyattatt

MAP-T ®O41% encapsulation & ENHL7-ETAY translation [CE X #ilb > THRRS
b,

3.4.3 TR
Client 7°5 Server (ZkF L T ping X° ssh #%fc % 320 L CA CEMEZ MR T 5,

MAP-E < MAPTT Ti/¥ CE 78 NAPT #4475, CE TUTFTOa~y R&EE{TT
%2 L CHIEDBENBENAPT 75— 70« =2 N ONR)ERERTHZ ENTX D,

[edit]

vyatta@vyatta#f run show interfaces map map0 napt

Proto: "I' = ICMP, 'T" = TCP, 'U = UDP.
Flags: SynOut, SynAcklIn, AckOut, FinOut, FinAcklIn, FinIn, FinAckOut, Rst.
1" =Up, "." = Down.

Last used, Local address:port, Mapped port, Remote address:port, Proto, Flags
08:00:18 192.168.0.100:36260 13312(0x3400) 198.51.100.10:22
08:00:13 192.168.0.100:2216 24576 (0x6000)  198.51.100.10:0

[edit]
vyatta@vyattatt

FEoflTiE 192.168.0.100 725 198.51.100.10 x4 5% ICMP & TCP/22 73 {Th
IWTWD I ENbnd,
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AT NAT44 fHY O IPv4/IPv6 27 v — 3 )L
7 RVRIZHT DT 7 AT UF—IVT fIVF
U v T — L DERER

AREFEEROFFAFLII T T RRERERLA LV IA VT — L FERIIA A a—%
1To 7285, IPv4 Tl NAT (NAT44) AW CTe X2 U7 o 3EHOAR 28 L TV 5288,
IPv6 (21 NAT44 O X 5 ([CER EIT 2720 20, NAT44 F4 D7 7 A T O 4 —/LD T 4 )b
B T N— )V OHESEZRER 2 A L TR LW E DBEERH -2, £ 2T, AFEIEERD
FHAFETIE NAT44 MY D7 4 V2 ) o 7 — )L OHESER ER ORGT21T - 72, NAT44
YD IPVE 7 7 A 7 U+ —/VOREZHNT DIHT2V | &= BIEWEFHIN KRS R0
T7AT T —VDON—VEBEIT LT, BB FEMNRFRERT Tl IPv4 global /
IPv6 global OFT =27 VAKX v 7 BREZILL TV, 7747 U+ —/LD)L—/L% IPv4
& IPv6 (12 L CEARICF UAR Y & —Tiat L T 5, SMEBA 5 0 IPv4/IPvE 7 7 & A1
DMZ 27 A2 FOHEFLTNDENWHIRY —D7d, KU —E& LT IPv4 NAT O
R DR SN TND, AL O7 7 2 AZER L TWDLT7 74T U4 —/LTOD
TUNEY T N— T TS, £ 2T juniper fED 7 7 A T U 4 — /L L— L &I
L7-. NAT 14 ™ IPv4 global / IPv6 global (2835 7 4 V& U o 7 /L— )L OHEFERE D
— iz el L7z,

4.1 BREP]

LITFIZ, 74 0E 0 T N— L ORESEZRTEDO—H &7~ T,
firewall {
family inet {
filter internal-in {
term accept-to-dmz-from-external {
from {
source-address 1
0.0.0.0/0;
0.0.0.0/8 except;

10.0.0.0/8 except;

70



127.0.0.0/8 except;
169.254.0.0/16 except;
172.16.0.0/12 except;
192.168.0.0/16 except;
224.0.0.0/3 except;

h

destination-address {

133.4.1.0/24;

}
then accept;
}
term discard-invalid-source-address {
from {
source-address 1
0.0.0.0/0;

133.1.0.0/16 except;

}
}
then {
count discard-invalid-source-address;
log;
discard;
)

}
term log-prohibited-fragment {
from {

fragment-offset 1;

}

then {
count log-prohibited-fragment;
log;
next term;

}

}

term accept-last {
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then accept;

}
filter controller-in {
term accept-trusted-networks {
from {
source-address {

133.1.0.0/16;
/* control-pcl */
192.168.0.11/32;
/* control-pc2 */

192.168.0.250/32;

}
}
then accept;
}
term reject-udp 1
from {
protocol udp;

destination-port 0-49151;

}

then {
count reject-udp;
log;
reject;

}

}
term reject-tep 1
from {

protocol tep;

)
then {
count reject-tcp;
log;
reject tep-reset;
)
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}
term accept-last {

then accept;

}
filter external-in {
term discard-invalid-source-address {
from {
source-address 1

0.0.0.0/8;
10.0.0.0/8;
127.0.0.0/8;
169.254.0.0/16;
172.16.0.0/12;

192.168.0.0/16;

224.0.0.0/3;
}
}
then {
count discard-invalid-source-address;
discard;
)

}
term discard-internal-source-address {
from {

source-address {

133.1.0.0/16;
)
)
then {
count discard-internal-source-address;
discard;
}

}
term discard-icmp-directed-broadcast {

from {
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destination-prefix-list {

directed-broadcast;

H
protocol icmp;
}
then {
count discard-icmp-directed-broadcast;
discard;
}

}
term log-prohibited-fragment {
from {

fragment-offset 1;

}

then {
count log-prohibited-fragment;
log;
next term;

§

}
term reject-udp-prohibited-services-to-all {
from {
protocol udp;

destination-port [ 161 162 111 ];

)

then {
count reject-udp-prohibited-services-to-all;
reject;

)

}
term reject-tcp-prohibited-services-to-all {
from {
protocol tcp;
destination-port [ 111 135 |;
)

then {
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count reject-tcp-prohibited-services-to-all;

reject;

}
term accept-to-dmz {
from {
destination-address {

133.1.6.0/24;

}
then accept;
}
term accept-from-dmz-to-external {
from {
source-address 1
133.1.6.0/24;
}
destination-address {
0.0.0.0/0;

133.1.0.0/16 except;

}
then accept;
b
term accept-icmp 1
from {
protocol icmp;
}
then accept;
b
term accept-from-stepstone-server {
from {
source-address 1
133.1.10.10/32;

}

protocol tcp;
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destination-port [ 20 21 22 23 25 110 513 6667 ;
H
then accept;
}
term accept-dns {
from {
destination-address {
133.1.6.13/32;
}
protocol udp;
destination-port 53;
}
then accept;
}
term accept-dns-response {
from {
destination-address {
133.1.6.13/32;
}
protocol udp;
source-port 53;
destination-port 1024-65535;
}
then accept;
}
term accept-ntp {
from {
destination-address {
133.1.6.13/32;
}
protocol udp;
destination-port 123;
}
then accept;

}

term accept-ntp-from-dmz {
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from {
source-address {
133.1.0.0/16;
¥
protocol udp;
destination-port 123;
}
then accept;
}
term accept-ntp-response-from-public-servers {
from {
source-address 1
133.243.238.163/32;
133.243.238.164/32;
133.243.238.243/32;
133.243.238.244/32;
210.171.226.40/32;
/* ntpl.jst.mfeed.ad.jp */
210.173.160.27/32;
/* ntp2.jst.mfeed.ad.jp */
210.173.160.57/32;
/* ntp3.jst.mfeed.ad.jp */
210.173.160.87/32;
/* time.apple.com nwk */
17.151.16.0/26;
/* time.apple.com st1 */
17.171.4.0/26;
/* time.asia.apple.com sng */
17.82.253.7/32;
/* time.asia.apple.com tok */
17.83.253.7/32;
/* time.euro.apple.com */
17.72.148.48/28;
)
protocol udp;

source-port 123;
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destination-port [ 123 49152-65535 |;
1
then {
count accept-ntp-response-from-public-servers;

accept;

}
term reject-udp-prohibited-services 1
from {
protocol udp;

destination-port [ 0-1023 1434 1900 2049 ];

}

then {
count reject-udp;
reject;

§

}
term accept-udp-last {
from {
protocol udp;
}
then accept;
}
term accept-tcp-established {
from {
protocol tcp;
tcp-established;
}
then accept;
}
term accept-ident {
from {
protocol tcp;
destination-port 113;
}

then {
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count accept-ident;

accept;

}
term accept-mail {
from {
destination-address {
13.1.6.72/32;
}
protocol tcp;
destination-port smtp;
}
then accept;
}
term accept-to-webmail-and-imap {
from {
destination-address {
133.1.6.150/32;
}
protocol tcp;
destination-port [ https 993 995 |;
)
then accept;
}
term accept-to-smtp-over-tls {
from {
destination-address {
133.1.6.73/32;
)
protocol tcp;
destination-port 587;
)
then accept;
}
term accept-tcp-dns {

from {
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destination-address {
133.1.6.13/32;
}
protocol tcp;
destination-port 53;
}
then accept;
}
term accept-www-http {
from {
destination-prefix-list {
www-http-servers;
}
protocol tcp;
destination-port http;
)
then accept;
}
term accept-www-https {
from {
destination-prefix-list {
www-https-servers;
)
protocol tcp;
destination-port https;
)
then accept;
}
term reject-tep {
from {
protocol tcp;
)
then {
count reject-tcp;
log;

reject;
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}
term accept-last {

then accept;

}
filter external-out {
term accept-lsp-ping {
from {
destination-address {
127.0.0.0/8;

}
protocol udp;

destination-port 3503;

}

then {
count accept-lsp-ping;
accept;

§

}
term reject-invalid-destination-address {
from {
destination-address {
0.0.0.0/8;
10.0.0.0/8;
127.0.0.0/8;
169.254.0.0/16;
172.16.0.0/12;
192.168.0.0/16;

240.0.0.0/4;

}

then {
count reject-invalid-destination-address;
log;

reject network-prohibited;
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}
term accept-dns-response {
from {
source-address {
133.1.6.13/32;
}
protocol udp;
source-port 53;
}
then accept;
}
term reject-udp-prohibited-services 1
from {
source-address 1
133.1.0.0/16;
}
protocol udp;

destination-port [ 7 19 69 109 111 137-139 167 177 2049 |;

§

then {
count reject-udp;
log;
reject;

}

}
term reject-tcp-prohibited-services {
from {
source-address 1
133.1.0.0/16;
}
protocol tcp;
destination-port [ 135 137-139 445 ];
tep-initial;
}

then {
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count reject-tep;
log:

reject;

}
term accept-last {

then accept;

}
family inet6 {
filter controller-in6 {
term accept-trusted-networks {
from {
source-address 1
fe80::/64;

2001:df0:2ee::/48;

}
then accept;
}
term reject-udp 1
from {
next-header udp;

destination-port 0-49151;

§

then {
count reject-udp;
log;
reject;

}

}

term reject-tep 1
from {

next-header tcp;
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then {
count reject-tep;
log:

reject tep-reset;

}
term accept-last {

then accept;

}
filter internal-in6 {
term discard-invalid-source-address {
from {
source-address 1
/05
/128 except;
fe80::/64 except;

2001:df0:2ee::/48 except;

}
)
then {
count discard-invalid-source-address;
log;
discard;
)

}
term accept-last {

then accept;

)
filter external-in6 {
term discard-invalid-source-address 1
from {
source-address {
1/96;

/128 except;
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::ffff:0.0.0.0/96;

f00::/8;
}
}
then {
count discard-invalid-source-address;
discard;
}

}
term discard-internal-source-address {
from {
source-address {

2001:df0:2ee::/48;

}

)

then {
count discard-internal-source-address;
discard;

}

¥
term reject-udp-prohibited-services-to-all {
from {
next-header udp;

destination-port [ 111 161 162 ];

)

then {
count reject-udp-prohibited-services-to-all;
reject;

)

}
term reject-tcp-prohibited-services-to-all {
from {
next-header tcp;
destination-port [ 111 135 ];
}

then {

85



count reject-tcp-prohibited-services-to-all;

reject;

}
term accept-to-dmz {
from {
destination-address {

2001:df0:2ee::/64;

}
then accept;
}
term accept-from-dmz-to-external {
from {
source-address 1
2001:df0:2ee::/64;
§
destination-address {
/05

2001:df0:2ee::/48 except;

)
then accept;
}
term accept-icmp 1
from {
next-header icmp;
)
then accept;
}
term accept-from-stepstone {
from {
source-address 1
2001:df0:2ee:a::10/128;
)

next-header tcp;
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destination-port 22;
H
then accept;
}
term accept-dns {
from {
destination-address {
2001:df0:2ee:50::13/128;
}
next-header udp;
destination-port 53;
}
then accept;
}
term accept-dns-response {
from {
destination-address {
2001:df0:2ee:50::13/128;
}
next-header udp;
source-port 53;
destination-port 1024-65535;
§
then accept;
}
term accept-ntp {
from {
destination-address {
2001:df0:2ee:50::13/128;
}
next-header udp;
destination-port 123;
}
then accept;

}

term accept-ntp-from-dmz {
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from {
source-address {
2001:df0:2ee::/48;
t
next-header udp;
destination-port 123;
H
then accept;
}
term accept-ntp-response-from-public-servers {
from {
source-address 1
2001:2f8:29:100::fff3/128;
2001:2f8:29:100::fff4/128;
2400:3000:20:100::40/128;
/* ntpl.v6.mfeed.ad.jp */
2001:320:0:2001::27:123/128;
/* ntp2.v6.mfeed.ad.jp */
2001:320:0:2005::57:123/128;
/* ntp3.v6.mfeed.ad.jp */
2001:3a0:0:2006::87:123/128;
}
next-header udp;

source-port 123;

}

then {
count accept-ntp-response-from-public-servers;
accept;

)

}
term reject-udp-prohibited-services {
from {
next-header udp;
destination-port [ 0-1023 1434 1900 2049 |;
)

then {
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count reject-udp;

reject;

}
term accept-udp-last {
from {
next-header udp;
}
then accept;
}
term accept-tcp-established {
from {
next-header tcp;
tcp-established;
}
then accept;
}
term accept-ident {
from {
next-header tcp;

destination-port 113;

)

then {
count accept-ident;
accept;

)

}
term accept-to-webmail-and-imap {
from {
destination-address {
2001:df0:2ee:50::50/128;
}
next-header tcp;
destination-port [ https 993 995 |;
}

then accept;
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}
term accept-to-smtp-over-tls {
from {
destination-address {
2001:df0:2ee:50::73/128;
h
next-header tcp;
destination-port 587;
}
then accept;
}
term accept-tcp-dns {
from {
destination-address {
2001:df0:2ee:50::13/128;
}
next-header tcp;
destination-port 53;
§
then accept;
h
term accept-www-http {
from {
destination-prefix-list {
www6-http-servers;
}
next-header tcp;
destination-port http;
i
then accept;
}
term accept-www-https {
from {
destination-prefix-list {

www6-https-servers;
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next-header tcp;
destination-port https;
H
then accept;
}
term reject-tcp {
from {

next-header tcp;

}

then {
count reject-tcp;
log;
reject;

}

}
term accept-last {

then accept;

}
filter external-out6 {
term reject-invalid-destination-address {
from {
destination-address {
1:/96;

::ffff:0.0.0.0/96;

}
}
then {
count reject-invalid-destination-address;
log;
reject administratively-prohibited;
}

}

term reject-udp-prohibited-services {
from {

source-address {
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2001:df0:2ee::/48;
}
next-header udp;

destination-port [ 7 19 69 109 111 137-139 167 177 2049 ;

H

then {
count reject-udp;
log:
reject;

}

}
term accept-dns-response {
from {
source-address 1
2001:df0:2ee:50::13/128;
}
next-header udp;
source-port 53;
§
then accept;
}
term reject-tcp-prohibited-services {
from {
source-address 1
2001:df0:2ee::/48;
}
next-header tcp;
destination-port [ 135 137-139 445 ];

tep-initial;

}

then {
count reject-tcp;
log;
reject;

}
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term accept-last {

then accept;
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