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Microsoft Settles FTC Charges Alleging False Security
and Privacy Promises

Passport Single Sign-In, Passport "Wallet,” and Kids Passport Named in Complaint
Allegations
August 3, 2002

TAGS: Data Security | Privacy and Security

Microsoft Corporation has agreed to setthe Federal Trade Commission charges regarding the privacy and security of
personal information collected from consumers through its "Passport™ web sendcas. As part of the setlement,
Microsoft will implement a compreheansive information security program for Passport and similar senvices.

"Good security is fundamentsl to protecting consumer privacy,” said Timothy J. Muris, Chaiman of the Federal
Trade Commission. "Companies that promise to keep personal information secure must follow ressonable and
appropriate measures to do so. s not only good business, it's the law. Even absent known security breaches, we
will not wait to act”

Microsoft, a provider of software, services, and Internet techmologies for personal and business computing, operates
three related Internet services: Passport Single Sign-In (Passpord); Passport Express Purchase {Passport Wallet),
and Kids Passport. Passport collects personal information from consurners and allows them to sign in at any
participating website with 8 single name and password. Passport Wallet collects and stores consumers” credit card
numbers, and billing and shipping addresses, and enables consumers to use the stored information when making
purchases at participating \Web sites. Kids Passport allows parents to create Passport accounts for their children that
can limit the collection of personal information by participating Web sites.
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SELECTED INCUSTRIEE

Consumer Privacy

il ' LEGAL RESOURCES
'J e Credit Reporting |
RECOMMENDATIONS FOR Data Security |
BUSINESSES AND POLICYMAKERS _, Gramm-Leach-Bliley Act b
i Red Flags Rule N
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade- U.S.-EU Safe Harbor Framework

commission-report-protecting-consumer-privacy-era-rapid-change-
recommendations/120326privacyreport.pdf

https://www.ftc.gov/tips-advice/business-center/privacy-and-security
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Microsoft Windows

Microsoft needs more information to try to solve the
problem

If you encounter this problem again, Microsoft would like to collect
additional information. The additional information may help Microsoft
create a solution.

| _Enable Collection |[ Cancel
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North America Region Europe Region Asia Pacific Area

N. Europe
N. Central ' Sub-Region
West — U.S. Sub-Region 7 NE. China (via 21Vianet) East |
. Sub-R ast Japan
—U.S. Sub-Region - U.S. Sub-Region @ @ \S/V.bEuRrope ub-Region Sub-Region
ub-Region

&
e
9.5

West Japan
Sub-Region

E. China (via 21Vianet)
Sub-Region

S. Central
— U.S. Sub-Region
S.E. Asia
_ Sub-Region
€% Major datacenter

Content Data Node

E. Asia
Sub-Region

. Live sub-region LATAM East Australia
Announced sub-region & Sub-Region & Sub-Region

. Partner-operated sub-region €
Southeast Australia
Sub-Region
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o Regulatory and :
Capabilities and Control Comgliance >[/) omain (] Office 365 | At thasoft con | Microsoft Azure | Ml Windows Intune

Article 29 Yes Yes Yes Yes
Enable customers to meet

global Compliance standards EU Model Clauses Yes Yes Yes Yes
in ISO 27001, EUMC,

HIPAA. FISMA EU Safe Harbor Yes Yes Yes Yes
FERPA Yes Yes Yes N/A
Contractually commit to HIPAA/BAA Yes Yes Yes Yes

privacy, security and handling

UK G-Cloud Yes Yes Yes In Process
of customer data through
Data Processing Agreements ISO 27001:2005 Yes Yes Yes Yes
PCIDSS N/A N/A Yes N/A
Admin COHt'I’O|S like P{ata Loss Section 508 Yes Yes Yes Yes
Prevention, Archiving,

E_Discovery to enable SOC 1 Type 2 - (SSAE 16 / ISAE 3402) Yes Yes Yes Yes

organizational compliance SOC 2 Type 2 - (AT Section 101) Yes Yes Yes Yes
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m Better in cloud = MNeutral w»Betteronpremise

. Better compliance with Better compliance with BQEI’ compliance with Better compliance with Better compliance with  Better compliance with
industry standards industry standards industry standards industry standards industry standards industry standards

U.S. France Germany Spain Korea Singapore o
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Privacy is a Priority Customers Own Their Data

Data portability: Customers can take their

Comprehensive approach . :
P PP data with them at end of service

300+ people working on privacy We don't use customer data for advertising

Privacy features and controls built in from the start Data handling policies posted on Trust Centers
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U.S. Results: Security Benefits

mBetterin cloud = MNeutrsl w=Betteronpremise

Eefter spam email Better security reporting Fewer disruptions fom More up-to-date antivirus Better compliance with Befter ability to recover Better efficiency in
management emerging threats industry standards quickly following an keeping systems up-to-
outage (due to mahwsare dste
or other security issue)
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U.S. Results: Security Concerns

B Conceming N Neutral " Not conceming

Malware System outage (due to Thefi of loss of customer Omganizafionaldaia Lost or stolen encryption Lack of fransparency in Government surveillance
malware or other security data e.g. credit card breach keys to how my organization's
issue) data, customer contact data is managed

info, etc.
15



France Results: Security Benefits

sBaerincibud = Neutral = Batieron pramise

Better 5|:| am email  Better security reporting  Fewer disruptions from More up-to-date antvirus  Better compliance with  Better abilty to renuruer Batter efficiency in
ememing threats industry standards quicky following a keeping systems updo-
outsge (dusto mdwa dae
ar ofher security issue)




France Results: Security Concerns

mConceming = MNeutral = Not conceming

Malware System outage (due to Theft of loss of customer  Organizational data  Lost or stolen encryption Lack of transparency in Government surveillance
malware or other security data e.g. credit card breach keys to how my organization's
issue) data, customer contact data is managed
info, etc.
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Germany Results: Security Benefits

mBatierincioud = Neutral = Balieron pramise

Better sp am email  Better security reporting  Fewer disruptions from More up-to-date anfvirus  Better compliance with  Better abiliy to remuer Estter efficiency in
ememing threats industry standards quickly following a keeping systams up4o-
outage (due o miiwa dae
or ofer secunty iIssus)




Germany Results: Security Concerns

mConceming = Neufral = Not conceming

Malware System outage (due to Theft of loss of customer  Organizational data  Lost or stolen encryption Lack of transparency in Government surveillance
malware or other security data e g credit card breach keys to how my organization's
issue) data, customer contact data is managed
info, etc.
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Spain Results: Security Benefits

m Betterin cloud wMeutral wBetter on premise

Beffer spam email Better security reporting Fewer disruptions fom More up-fo-date antivirus Befier compliance with Better ability to recover Better efficiency in
management emerging threats industry standards quickly following an keeping systems up-to-
outage (due to malware date
or other security issue)
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Spain Results: Security Concerns

= Conceming u Neutral = Not conceming

Malware System outage (due to Theft of loss of customer Organizational data Lost or stolen encryption Lack of transparency in Government surveillance
malware or other security data e.g. credit card breach keys to how my organization's
issue) data, customer contact data is managed
info, etc.
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Korea Results: Security Benefits

mBetterin cloud wMNeutrsl w»Betteronpremise

Befier spam email Better security reporing Fewer disruptions fom More up-fo-dsfe anfivirus Betier compliance with Betier abilty to recover Better efficiency in
managemeant emerging threats industry standards quickly following an keeping systems up-to-
outsge (due to malware date
or ofher security issue)
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Korea Results: Security Concerns

mConceming  wNeutral = Not concerning

Malware System outage (due to Theft of loss of customer  Organizational data  Lost or stolen encryption Lack of transparency in Government surveillance
malware or other security data e.g. credit card breach keys to how my organization's
issue) data, customer contact data is managed
info, etc.
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Singapore Results: Security Benefits

u Betterincloud »MNeutral = Betteron premise

Better spam email Better secunty reporting Fewer disruptfions from More up-to-date antivirus Betier compliance with Better ability to recover Better efficiency in
management emerging threats industry standards quickly following an keeping systems up-to-
outage (due to malware date
or other security ssue)
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Singapore Results: Security Concerns

mConceming  ®wNeutral  wNot conceming

Malware System outage (due to Theft of loss of customer  Organizational data  Lost or stolen encryption Lack of transparency in Government surveillance
malware or other security data e.g. credit card breach keys to how my organization's
issue) data, customer contact data is managed
info, etc.
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