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Dismantling Megamos Crypto: Wirelessly Practlcahty of Hltagz Attacks

Lockpicking a Vehicle Immobilizer /9 1. Communicate with the genuine car-key

—  With maximum wireless distance of two inches
Roel Verdult Baris Ege Flavio D. Garcia , 2. Bypass other security measures of the car
Radboud University Nijmegen, School of Computer Science, —  Force the door locks of the car

The Netherlands University of Birmingham, UK.
— Disable the alarm (separate protection)

— Force the ignition lock (hot-wire the car)
Eavesdrop immobilizer messages from the car
Communicate again with the car-key

Perform a complex mathematical computation
to recover the secret cryptographic key

Institute for Computing and Information Sciences
Radboud University Nijmegen, The Netherlands

rverdult@cs.ru.nl  “Ewww.cs.runl/~rverdult

6. Emulate the car key and start the car
Roel Verdult Radboud University Nijmegen {@i} Sand

Published in USENIX 2013

Transponder

Hello, tell me your number

Proceed only when Key number (identifier)

identifier is known

Random number + Proof Load random number, only

respond to valid Proofcar

Start the engine only Proofkey

when Proofkey is valid <
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HPS_CLK
(97MHz)

CLK_MAIN
(100MHz)

RRmARD
. FPGAR—R

|

multiplier cal_funcl

sys_clk_buf

funcz2

CLK_20M
(20MHz)

» CLK_100M

Clock
100MHz

—» CLK_20M

e
e

CCB : Avalon-MM Clock Crossing Bridge

1 Wave — [m] X

File Edit View Add Format Tools Bookmarks Window Help
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Bl AliceFrogs Checker (AES)

#Traces |1000
)000000000000000000000000000000

KEY ‘23 7E 15 16 28 RE D2 A6 AB F7 15 88 09 CF 4F 3C 1000000000000000000000000000000i
=00000000000000000000000000000000

)0000000000000000000000000000000

=00000000000000000000000000000000
n =00000000000000000000000000000000
Phintext  BE 43 53 E9 CD 25 BC CE 48 A6 9D OF BF 06 16 07 10000000000000000000000000000000
)0000000000000000000000000000000
e 9C SC 3C F4 F7 89 74 OF OD B2 D4 51 3E DE 28 2B ) )00000000000000000000000000000

)00000000000000000000000000000

#Traces 0

Ciphertext 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

)0000000000000000000000000000000
=00000000000000000000000000000000
10000000000000000000000000000000
)0000000000000000000000000000000
)0000000000000000000000000000000
100000000000000000000000000000
100000000000000000000000000000
)0000000000000000000000000000000
)00000000000000000000000000000
100000000000000000000000000000
)0000000000000000000000000000000
)0000000000000000000000000000000
a ret=10006 total=10006 exp=10006

num=10006

|Correlation|
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— Correlation(HD)
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