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B FIAENIXTAE
EELEEAFRAELNIRT ~E
EEONEEAEAREBLANY —EXDRFEEFN T RS AZ
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ETRDIENEETHD,
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NRER LAN QX1 TARRDERNGEZAELT, UTOZmrE#IFons,
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DNRELR LAN DX 1) TA4EEZDRICIE. ARELR LAN FHYE GRE 2 K%
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CDRIGTARIEELR LAN FIRE ) TARER LAN RIE ) THEY—ERREHE I
XNITBEEELT, FIAIE, UTOEBEMNEZONSD,

@ TARER LAN FIAE KT 5B

BIEDEBEORBEER(TIENEZOND, FTf=. ARER LANFIREOLAVIZIF,
EERBLTVD 0T BLEDHIENTED, ARER LANRBEOT VA RIUE
DXKIFIZH B loT HIFANREIR LAN Z5rL T DDoS MEBFDHA B LEHIEENLH
Do

@ TARER LANREE IITHT HEE

RUBLTVWA Y —ERDREMNEELEINSGIEOERAINLGIENEZTAOND, -, 4
TORARAVEDFREDE TN, TIEARAUMDREFHEHEE DV A/ —REHLT
ONEEENIHD, EBIT, PRER LAN ORBBEFRITTIEARIUMNEDHEE
RIEART—HRET LR, BZDIDICERIRNAINTVDEZNLHD,

@ IEEY—ERREBE KT IER

DR LAN DESIHEROTIERARA NN FRIELBIEL DDoS EEZIT5
ZEMEZOND, NRER LAN H—EZAN Y AN—ZHIIHLTRELHED ATHEE
FIRETDIEDITELLGNES. HREET HIVLELNDH D,

CDESC, SEITFLHREE (RT—IHRILE) IZHTEERBNGEET A EEHFEA.
NEES LAN OF ARECIRBBEIZKRLI-EX 1) T EKDOHY FERTTINE
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P ARIERR LAN X 27 4 e (5 2[0) Bk — 227 (N 82 & |,
17



2.2 BERADOHIT

Mg BSE A XAMRASNTLSIGE . ARER LAN Y—ERZRABITLI-RES
BYTFELIZCKBFRET I EREDFELY—ERFADEETNLHS, FIREERIAT
HARELTIE. HIZIE, Web FBEE. SIM FREE. SNS FREEEMNZEITON LA, KREIZHINT
(X, FEHLELEHEDNTURICEELDD. FIAENRDLTARER LAN H—ERX%E
MATEE=OIZ, EOLSHRIAEARXNEELLD, F=. FETIEREZHCE=HIZIE,
EDESERHENROONDEIMNZDNTEEETS, [BH# 23]

(1)

%I’

|
@ IJLI:IIE[ ckél‘b "j-tUT’fa)nQL

NREFEAR LAN [TBFAH—YEUTADOREELT, FvU7 Wi-Fi(BESBESXE
NIRRT HNRER LAN H—EXFU\S, UTREL, ). HEAIREREN —YEUTHEE
BREINTLSH., BARK Wi-Fi(BRARNREBET HILORER LAN Y—ERZELDS, LLITH
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Web FREIFDERGIBIELMERLTOVEWNEEE L, KYBKRGEIIZEREL TS
BEFLORILGEENTONDIGE . 2RELTOIN —HETAIEFT/GELIEERY,
Level of Assurance (LoA) DIERLEHLLY,

@ ﬂhnIEﬁ_to)ﬂ%

IEEE802.1X IZ&BFREEIE. —/N\Z#F-BEI IR FELET S0, ZCOARLE
AT HSEHEAIZTEIN . EDSRRETILEESTEINELIEREELHB',
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@ EHTTIDEE

NERELRR LAN H—EZANRE R T HBETIEK. FvTT4IR—FILHSEHKTIEOMN
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16 [EEE802.1X (2L DEREF T D— 2L L T, eduroam &V ) RZPLEEICBWTHE BM I ATRE e —3 7
']j_’_tsx \nunE‘H_’_/\FEﬁfnun fﬁ?&ﬁ)é&?ﬁ‘%é‘ﬂf?s@ 4r;(ﬁﬁ_hi eduroam @&)é%)ﬁ'(
EZTHIITARER LAN —E 25 FH 45208 TED,
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MEEDESITEFT ITVEANDDNEVNST-RENH D, F=. AT TVICHTIEIN
HY . FAFIZEST, RHMOHBTTVEANSZEITHERRAH LD — B TH S,

b5 ERICEAERT TIAERITNIE, X2 T7HRARER LAN Y—EXDFIA
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(2) BRH

@ F+Y7F7 Wi-Fi TIL. SIM FBEE. EFEZEZ ID EL7T- Web FREE. #EHR7IVIZKLDERE
FICEBH—ERDRBEEINTEY . INoDRIEARKICKY ., EHRIEFOE L MEEFME
RIBENTE, —EDI—HEYTAEERTETCWDREEZ LGNS,

@ —7A. BAM Wi-Fi ¥ —Wi-Fi Tl&, Web 25 SNS I ZF (KDY —ERDIZ
M. EBEIDHEWNY—ERLRESINTEY ., ARER LAN OHEMICKYL—HETo
NHRIHEERTELGVNEELHD, COEEIZEVTH, FIAREICK S TIE. ARE
R LAN ZHESNFIAL TV D ZMoNDFE (FHILHASE) THET HIEITKY. &
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HERMHZEOEWMEER. ZERFLERBRO—DELEEEZEALNSD,

@ FMABNEHRT TIEANDEVNSFRLIND—A. . EBHETTIEANDZEIZEKY
BEXEOBSIELERTELEVSEMLHY. ARER LAN [TEKTSELIN
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(TBIRED—DELGDEEZLND, TOR. EHET7TT)DEBEEEHERT HLHEAH
WETHD,

T HIRFRE, RO RS T O@fﬁﬁ%ﬂqlﬂfuwﬁ%ﬁﬁﬁf —MIT, BESE GRAEIZ WA H)
=2 nEaSND, = 2&E, fEHHR (=R Mmoo TnoHI Ll %’D<fﬁ$ﬁ Something You
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B KRB FFMEIZHES<IE R : Something You Are) Th b, — LT, FEEE#REL TIRAT— T* BIESAL]
?&kbf%?»—l\7z‘/#0)iﬁ‘aiﬁfﬁ$§ AEEREL TR RIT oD, ARER LAN (281752
FRRRRED FIELL T, HIAIE, FRiEE® (AT — ]\)kﬁ?ﬁfﬁ?ﬁ(?ﬁﬁrﬁﬁanﬁﬁE'M)’Efﬂ%k/\zb“lié
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2.3 BS{LHFRADOHIT

NREMR LAN H—ERIZEWNT, BEEATHN TLVELEE TIE, BIEARNEA
RENBETNLHD, OO BREREDAOOTUMEERELT. 9547 (U
K)ETIVERRAVAEDRBD RV LT —UE (BERXE) (ZHITHHE L (WPA2 &) DO
—ERBIZBITHEFIE(HTTPS F) B ZE(Fond, [EH 24, EF 25)

LOLGAL, BRRMEICE TRV —IBOESEAXD BRI, BEIZHEEEEN
RRSNTND3D3HD, Ff=. LABTESIEZITS SSL/TLS BEICELTH. %A
RHESEEARERIN TV,

5 Z (£, 2014 £ 10 A . # Google #t1&. HTTPS BIEZIZAL 515 SSL3.0IZ[POODLE ]
ELSHEBENH D EEFRKR LI, £-. 2017 L. BELREOBEDEELICAL
b5 WPA2 [ZTKRACKs |"*ELVSHESE N R RSNz ERE SN T, Wi-Fi Alliance [&, £
HAHBRRMDLEEAZIRATEHEE | FURBREINT-WPA3 ZH KL . TDEEHEIX 2018 &5
RIZARFIEELTLS, [BEH 26, ¥ 27]

RENZENTIE, SOLERTOBMEREFEZ DD, ARER LAN Y —ERDFAEIC
EOT EF AT HBEEZRERRTDOICE, EDLIBTHRENRDONDMZDNTEHE
179,

(1) R&E

%I’

@ ARER LAN Y—EROFAZBCRB/BICSV T, BSESATORNARER
LAN 4—ERDYRIHB+RIZHoNTELT . RERICIEED ISITHET RIEL LD
DOBIENELNSIERNEL,

Q@ BYLGEF 1) TARKERFEL TV ST ABFDLEL SOLLHFIRAEADERTEY
PREGHAREDFERIEUNDLETH D,

@ VPN [FRELEDONTLAN IBIETTAFBEEL VPN H—E X155, VPN H—EX
DR THIEFETELINEINZEEICHIBITH2ENTESL LS, FIAFITTEE M
#LTLKDELHD,

18 WPA2 1Z 10 fHO T T REI. FIEND KRACK (Key Reinstallation Attack : 85 A > Ah—
IWIKHE)IZLDL D THHT=8H, KRACK DEEIZEL T KRACK s EFEIZILTUVND,
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(2) BRH

D FIAHEVLREEELN. BEEIN TRV AEELE LAN HY—EXDYRSIZDLTH
B CEALS, EETEA BN X 1T RICEIT A FHREEREYICRIETS
_ENKRHLNBY,

@ KYEXa1T7HBEEZTOIBE. TDREIEN HTTPS(TLS®) ZLBELDTHDH . FIF
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BIRED—DL%5, TDOME. VPN H—ERRBENRET D VPN 7T DEREMEE
BRIDIEEADNDBETHD, HIZIE. VPN —ERBHEZ L. VPN 7TV ICEHTHE
HAOMEREARLT, MRAEN I TEDREIZT DHENAZZOND,

iz, 2017 4 10 A 16 B CRIERFRD) IR LAN (Wi-Fi) DR 5L BE ThHD WPA2 (2811 Dl
FIPEN ARSI ZEZ 32T T, kR 2 ZRBR B DI B S 3 e STz,
IPA (T HRALEEHELERSAE) 13, TWPA2 (2B DB DMETINMEIC OV T WD E B 21T 572 (2017
10 A 17 HAEK, A4 10 A 18 HEH, A4 11 A 10 A HAEHEH) .
https://www.ipa.go.jp/security/ciadr/vul/20171017_ WPA2.html
ENTHEHIINTWDY 7 =7 70 8 O Mgk B g &2 O xR G A fe L, WX =2V7 1
SPRICE T 52 L% R ET AMEF9MH R IR G HRA — 2L A TS JVN (Japan Vulnerability Notes) i,
['Wi-Fi Protected Access Il (WPA2) /R =A 723V VT Nonce BNy a@#@niErlHINS
RIRE DWW, I MAE RIS LZ (2017 45 10 A 17 BHAZE, A4 12 A 11 BHEAAEH),
https://jvn.jp/vu/JVNVU90609033/index.html
A X, TSR LAN (Wi-Fi) B BbIZ 31 DMEI I DUV T WO IEEE A21T 572 (2017 4 10
H 18 HAR),
http://www.soumu.go.jp/menu_kyotsuu/important/kinkyu02_000274.html
0 HTTPS IZWb A7 m bbbz SSL(Secure Sockets Layer) & TLS (Transport Layer Security) 23
DD, SSLATITMETIERHDHZENFER SN TIY, TLS THHI LMW Y Th D,
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DTADBERNSEFLLMNCDOWVWTEEZITD,

3.1 ARELZ LAN DtF1)F14I 37 HE - REBEOERM L
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MIFAIL . Wi-Fi (B LAN) DX 245FBHIZ 20 TIWi-Fi FIRERFEZY=17 L]
(2014 F£4B%EE. 2015 E3/HRTE)LIW-Fi B EEFRFEX 1) T AEDFIIE]
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NEDIZaTILFF Wi-Fi DREGFHAZEDL-HODOEZTHMOTLVW—IL
THLHD. BFEDOIWi-Fi 2EERITEX )T RDFEIEIIERTANEELF1)To
HERGIDEEHEHIEDD, BEBIZEVWTEEFTERTREMTEABNGLEND

“SBREbIERINT-.
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REMATHIMREEEZRRELIZEF AV TAARDFIRAT=aT7IILEFHIZKEL. F
H-BRERLIENELETHS. HHET. [BRD-OHDEHREF )TN
TOYDREERZENELTHDY,

EBIT FUIFIHEEF BIZA L, BuEKRFEAgaccol?) DEBEIALTUVYEFRLT,
DRI LAN OFFERCEF 2 TAICET B -BEFEITO LB AOND,

COLEEAISOWT, FIA L, BREFERRFLZBEL T, ARER LAN DRRMES
[TIEHRREETHIELAMTHEEEZZOND,

N ZOM, RBETIE, TV 7R 2 VT A HARTA L AR L TEY, 2017 FFEHFITYETANTA
EYGETL AR LAN 27 LU —7 T DO R EF IOV TR T2 8L LT, [EHE
28]

2 BNENCEBT D RBAR A T A3 (JMOOC) 7T b7 4— LD —DTh b gacco) T, B
T ALV AR — b GREIE ) S AR DA TS X7 T4 7 70 JER LS TR,
NRFE S il R e LT — X A BHRE R & | 32 RHx 38 % e i LT R FH 38 PR E S A 23 B sl S AU T
[AYSN

BIZIE, FBE IR T H— AL LT, R ANDT2O DT — & A= AJ#E | (2017 4 11
H 28 HEHEE) . MBA ICT AR UBAE BB T 0 I8 (e T—= %) 1 (2018 4E1 H 16 HBAZE) 2
BliES T 5 (2018 4E1 A BIFE) .
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https://Ims.gacco.org/courses/course—v1:gacco+ga098+2018_01/about

Fo, BEX 2T BT 5 ABEEEL T M EICMEFREX 2T ATEIAM] (2015 4£5H 13
A BAEE) . ME MU 7 ¢ [9I#k1 (2015 4 10 H 8 A BRl&E) A BaS L7z,
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k. MEBEF 27 Tk 1T, 2016 48 KO 2017 4EFE1T13, BURFHEERICEh# 3+ B %
KGR LUT G X 2 U T A WHE Ot (R TREEE) LT, HSh TV D,
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), v —ZDAHDERIT, BITANSREL TIETHY, ARG TN REREZ2T. &
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OARELR LAN Y —EXDFIRERFFICEITH5H—ERDER
FIAEE, ARER LAN Y —EXDFAZRHFICESIEHY ELOY—ERZERE
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3.2 F—2HFALEELEF17 L DARESE LAN Y —EXADER
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(1) FAABICESTHHRLYTVTTIDRIE
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