2017%7H20H
[EIRBEEFARS  EXR29FEE 1L —FE DRI

HNFFTDT A\
BN E¥RIRE]

TR KFEXZEEEIBIHRAT 1 7%
HERIR GHRESF




AHOASE

1. HFYDT 1) — - ENBIERERE(C
9 SEFHE

2. DFHDTSA)\Z— - EANBHRREIC
=9 DIE

3. TSI\ — - )\A - FTHA1>




NFIDITSA)Z— -
NIEHRIREE (CE I DEFNE




HFS DEFH

1867F N FHFELEE
B FBBLODIEFS ]
10D (province)&U‘é DEEMN (territory) THERK

L DA S =
</> . & ﬁciriu'/!) I \\ -
: pe 4 ARSI R Tl TN
4 /r-—u 4 _ ;‘ { f%__d.;}ﬁ_ “i”“*q\\
/ B W—ﬂ <:-f‘ﬁ_\_, BJ"‘}“‘!' _ rP H| ! p N\ fed®
8 a_ & F}\v -r\

- - =y
¢ a—avEm ;J—z'j::;m}\ \llf"\\ N Vi L 5’ i‘_‘“\c‘s \\
1 \ TN P\,\ {:fﬁ\"»afi%'q ! ..

D e W e

a1
0 ¢
AN - ~ 1—771"-71#”‘
Vg | e :
4 / ’ ‘L\’\

r‘_ Flri—3—M | 424 l S /

aay .
:t. f FaTM |

R J /
\'?’ atdd ."'I ' | | |

(http://www.asahi-net.or.jp/~*MY7K-FRKW/canada.html)



03

MEEDE RO

e 1867 NFAFEEE
— 56925 NME=DOERENEIA

« 105 [N EMEDINZFEZ I ITINDIRFR Z R D
TOMDITBROEE] =k <73

MO E S

.|I|n

e 135 [MICHBITDIHEIRUTERIE]

STEAN

— 589155  EFR=DEHREH

=18

|I|n|

« FE [HDFHYDER. BKF. EROEHISERZ

HET DL
« 25 [EEDRH



\——

BFRE ENEDREHRD
o BNIBHRAREMNVOEFXEE(PIPEDA) ; BFE
— EF;EE S DOER TCREINIBHRZERDIRD

FED

SEIRE CDOEREM
— SRITVMESHR EDOEFMAHNBZE(CE VN TIEEE B
ZHDINDEEER
o 552655218 [EBERY(CEFRL] EHIRTSNIZMIE
—JUFqw=>a - 20> E77M. 77)LIK—4 M
27 D EREIEBFSm BN [EEREE

I|n|

. TNRY
—A>AUAMN, —a— - TS5>XTa0v oM. JJ7 -
AAT74 7M. Za1a—T7>RS>RSGT S R—)UM
DE N ERBERREE

TR M DI : PIPEDADERERE % S

Fak U Cig
nﬁ 5E O)_l_ﬁ |§EEHDE




+

PIPEDADSE

o TR IMDIEEF(20034F)
e State Farm Mutual Automobile Insurance

Company v. Privacy Commissioner of Canada,
[2010] F.C. 736.

e Reference re Securities Act, [2011] 3 S.C.R.
837.




EFHE

o 1982FF N FHIFEFEEE
575 AOD4%kdn. BHEMNUBKRDOLEZE(CEKE I DIEF]

585 ANHIIERKE ORI ZE Z (TR EF)

o« JS5A )\ =K FFEFHLUOEEZIED,

— Lavigne v. Canada (Office of the Commissioner of Official
Languages), [2002] S.C.C. 53

— Alberta (Information and Privacy Commissioner) v. United
Food and Commercial Workers, Local 401, [2013] S.C.C. 62

o TSAIN A BERADT I EDIE

A\l

I
Nilly




EHT SIS —iK

o 1977 N¥EL | NMEZTESDTCEHRYIDEFE
— FAENMENIBHRIREZTESDH TLV,

« I TS\ —%&

— 19824FERK 7. 1983LFHE T

— EFPBATHEENUNE. FIANMOFHZRT DEA
Bk X (LEFPIATOREE DB ZRE I D
JCHDOREZ=ITDELEBIC, BASHU,
EF TR MRE I DENEHRAND 7 It
RENRVETIESBRIEZ S5 X TLVD,




Office of the Commissariat

Francais

Privacy Commissioner a la protection de )
. n Search priv.gc.ca Q
of Canada la vie privée du Canada

For individuals For businesses For federal institutions Report a concemn OPC actions and decisions About the OPC

Home = Privacy topics = Privacy Impact Assessments

Related content

Expectations: A Guide for Submitting Privacy
Impact Assessments to the Office of the
Privacy Commissioner of Canada

Top Ten Dos and Don'ts for Privacy Impact
Assessments

Video: Why think about privacy? A guide to
the Privacy Impact Assessments process

Privacy Impact Assessments: Frequently asked
questions

Updated in December 2011

What are Privacy Impact Assessments?

Privacy Impact Assessments (PIAs) are used to identify the potential privacy risks of new or redesigned
federal government programs or services. They also help eliminate or reduce those risks to an acceptable
level.

Virtually all government institutions, as defined in section 3 of the Privacy Act, including parent Crown
corporations and any wholly owned subsidiary of these corporations, must conduct PlAs for new or
redesigned programs and services that raise privacy issues.

PlAs take a close look at how government departments protect personal information as it is collected,
used, disclosed, stored and ultimately destroyed. These assessments help create a privacy-sensitive
culture in government departments.

When is a PIA required?

Under the Treasury Board of Canada Secretariat's (TBS) Directive on Privacy Impact Assessment (effective
April 1, 2010) government departments must conduct a PIA in a manner that is commensurate with the
level of privacy risk identified, before establishing any new or substantially modified program or activity
involving personal information.

Specifically, a P1A is generally required when a government department:

» Uses or intends to use personal information in a decision-making process that directly affects an
individual;

* Substantially modifies existing programs or activities where personal information is being used, or
intended to be used, in a decision-making process that directly affects an individual;

* Contracts out or transfers a program or service to another level of government or the private sector
resulting in substantial modifications to a program or activity;

» Substantially redesigns the system that delivers a program to the public, or;

* Collects personal information which will not be used in decision-making process that directly affect
an individual but which will have an impact on privacy.

(https://www.priv.gc.ca/en/privacy-topics/privacy-impact-assessments/02_05_d_33/)
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Privacy by Design

Principle 1: Proactive not reactive:
preventative not remedial

Principle 2: Privacy as the default setting

Principle 3: Privacy embedded into design

Principle 4: Full functionality: positive-sum, not

Privacy & Big Data Institute

Home  About ~ Research = Evems + News =  Privacy ByUesign =

f\NN CAVOUKIAN 76r0-sum
Principle 5: End-to-end security: full lifecycle
protection
Principle 6: Visibility and transparency: keep it
open

Principle 7: Respect for user privacy: keep it
user-centric

http://www.ryerson.ca/pbdi/privacy-by-design/7-
foundational-principles/

http://www.ryerson.ca/pbdi/privacy-by-design/
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NIERIRESR (CET D5a/RAl

OECD Privacy Principles

(Fair Information Practices)

Collection Limitation
Data Quality

Purpose Specification
Use Limitation
Security Safeguards
Openness

Individual Participation

| oMo e

Accountability

Revised July, 2013

RYERSON

LINIVERSITY

Ann Cavoukian, Welcome to Privacy and Big Data Analytics-by Design,
http://www.ryerson.ca/content/dam/pbdi/PbD-Seminar-slides.pdf
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Privacy by Design Application Areas

1.CCTV/Surveillance Cameras in Mass Transit Systems;

2.Biometrics Used in Casinos and Gaming Facilities;
3.Smart Meters and the Smart Grid;

4.Mobile Devices & Communications;

5.Near Field Communications (NFC);

6.RFIDs and Sensor Technologies;

/.Redesigning IP Geolocation Data;

8.Remote Home Health Care;

9.Big Data and Data Analytics.

Operationalizing Privacy by Design,
http://www.ontla.on.ca/library/repository/mon/26012/320221.pdf
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Have any questions? & admin@gpsbydesign.org Become a Member

International Council on
Global Privacy & Security
by Design

Home Why Should You Care Resources Videos What's New Contactus FAQ's

Don’t let the technologies of Big Data,
together with big government,
take away your privacy, your freedom, your prosperity.

Reject the zero-sum proposition of privacy-intrusive
surveillance as a solution to security.

It does not have to be privacy vs. public safety
or privacy vs. Big Data.

Embrace the positive-sum option of
privacy and public safety; privacy and Big Data.

We have the technologies to achieve Dl TUOlET s

. . . Three-term Information & Privacy Commissioner
Global Privacy AND Security, if we embed of Ontario, Canada:

privacy partnered with security directly into Design. Creator of Privacy by Design

Security + Privacy = Freedom and Prosperity

(http://gpsbydesign.org/)



Have any questions? &3 @gp org Become a Member

International Council on
Global Privacy & Security
by Design

Home Why Should You Care Resources Videos What's New Contactus FAQ's

An attempt at the secure use of GPS information by the PPC, Japan

“An attempt at the secure use of GPS information by the PPC, Japan” Dr. Taro Komukai, Professor at
College of Risk Management, Nihon University, Japan. [...]

Read more

(http://gpsbydesign.org/whats-new/)

Have any guestions? & admin ydesign.org Become a Member

International Council on
Global Privacy & Security
by Design

- =2 Show all

An attempt at the secure use of GPS information by the
PPC, Japan

Home Why Should You Care Resources Videos What's New Contactus FAQ's

“An attempt at the secure use of GPS information by the PPC, Japan”

Dr. Taro Komukai, Professor at College of Risk Management, Nihon University, Japan.

The amended Act on the Protection of Personal Information (APP1) in Japan is going to introduce a legal scheme of “anonymously processed information” this year
in order to facilitate high utilization of individuals’ information, while protecting privacy. This system can be made effective by implementing anonymous
processing technology and its methods of operation in accordance with Privacy by Design. Japan’s Personal Information Protection Committee (PPC) issued a staff
report showing concrete guidelines concerning anonymously processed information in February 2017. and the “mobile history of cars” is shown as a use case. This
article aims to introduce this use case as an effort to realize Global Privacy and Security by Design.

(http://gpsbydesign.org/2017/05/an-attempt-at-the-secure-use-of-gps-information-by-the-ppc-japan/)
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