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Research and Development on “Proactive response against cyber—attacks through
international collaborative exchange”
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[Abstract])

The "PRACTICE" (Proactive Response Against Cyber-attacks Through International Collaborative
Exchange) project intended to effectively develop a world-wide threats monitoring & analysis
environments among ISPs, Universities and related security companies in international basis in
order to aim to develop feasible methods for detecting symptoms of cyber-attacks and for promptly

responding against cyber-attacks.

To achieve the above objectives, we have conducted on several research subjects focusing on the
following specific research topics :

- similarity, locality and time series analysis for cyber-attack information,

correlation analysis of cyber-attack information and attacking entity,

collection of international cyber-attack information and

- cyber-attack information sharing infrastructure.

In this report, several notable achievements of our researches including its continuity plans after
the termination of the project are provided. For example, the following achievements can be
highlighted :

1) A series of Honey-pots for DR-DoS and IoT has been successfully developed for the purpose of
obtaining the online attack vectors to be used for early alert information. Dispatching the alert
information to corresponding ISP has already been operated in Telecom-ISAC Japan ;

2) A powerful sandbox environment including long-term analysis and taint analysis has been
effectively implemented for getting C2 and malicious IP information to be used for the real-time

alerting ;

Deploying darknet sensors in 10 foregirn countries, the project has successfully conducted a
correlation analysis among chaptured data from different countries to be utilized for acknowledging
cyber-security information in each country. Furthermore, the project has completed to deploy « Web
portal site » for each partner country to provide statistical data for all partners and specific data for

each partner country.
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