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« SC27 “IT security techniques”
« WG4 “Security controls and services”

« WG5 “Identity management and privacy
technologies™
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« SC27/WGAICEWLTloTEF 2V TAANDEHEAIC DT D
T i B IR 5 & K hE.
EIERBETERIMWD (“gap”) BERFORAE - -RF.
v'Gap 1: Gateway Security

v'Gap 2: Network Function Virtualization security

v'Gap 3: Management and measurement of 10T security (IE —
metrics)

v'Gap 4: Open Source assurance and security
v'Gap 5: loT Risk Assessment techniques
v'Gap 6: Privacy and Big Data

v'Gap 7: Application Security Guidance for loT
v'Gap 8: 10T Incident Response Guidance
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“Study Period on Guideline for Security and Privacy for loT”
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General IoT standards as
basis for security standard.
5C27 should refer these
documents.

Code of Practice including
design polices for IoT
devices / systems

Security Guideline for
Common specific areas
(GW, NW, App, etc...)

Sector-specific Standers -
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e ORAYA:
Proposal lacks of clear information security objectives definition for loT systems,
such that risks identification/evaluation can be defined appropriately. Then,
section 13 for security and privacy controls is not sustainable because the
required basis are not well defined. As a minor observation, most definitions
and abbreviations of sections 3 and 4 are missing, for example, Saas, Paas, laas,
multi-tenancy, LOB, etc.
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a document like this might be relevant, but should not be developed within ISO
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1. Scope

2. Normative references
3. Terminology

4. Abbreviations

5. Overview
5.1 General
5.2 Stakeholders (loT Service provider, loT Service developer, 10T user)
5.3 Reference Model (based on ISO/IEC 30141 (loT RA))
5.4 loT life cycle

6. Security and Privacy Principles
6.1 Security Principles
6.2 Privacy Principles

7. Security and Privacy Controls
7.1 Security Controls
7.2 Privacy Controls
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Annex: Security Considerations for Gaps




Proposed “Security Principles” from JP

Principle 1

Establish a policy for security of IoT.

Principle 2 loTHE(EO ) —2 T

[dentify risks on [oT security. LTEEEhE=T
*a)F14h4R87

Principle 3 1PN =RlIch>

Apply secure design basics in IoT. T3,

Principle 4

Apply network controls.

Principle 5
Maintain security of IoT. Inform relevant parties of updates on
risks and controls (for sharing them).



Proposed “Security Controls” from JP

1.
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Management commits to loT security
Prepare against internal fraud or human errors
Identify what to prots

, , loTi¢ED ) =T LT
Identify the impacts B4 - A T E SN E P
systems 1R UHNR—2
Identify risks off-pre

Identify risks derivec

Learn from experiences

Design and implement security controls against
risks from various risk sources in loT

Design and implement security functions and
operations against abnormalities of loT devices and
systems 12



10.
11.

12.
13.

14.
15.
16.
17.
18.

19.
20.

21.

Design security and safety considering their interactions

Design security of IoT devices and systems adaptable to
varied skecurlty levels of connecting devices or systems in the
networ

Verify and evaluate the design to ensure safety and security

Implement network controls with monitoring and recording
functions

Utilize the networks suitable to the loT devices and services
Ensure secure settings and configurations

Implement authentication functions

Maintain security of loT systems and services in operation

Monitor and analyze risks of loT systems and services in
operation, and keep relevant parties informed of the risks
and actions

Inform personal users of 10T risks

Determine the roles of the stakeholders of loT systems and
services

Identify vulnerable devices and provide appropriate alerts
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ICT Trend towards Complex

Ecosystems
omart § -y
Cities Smadrt . Security  Safety
gri
Big
data Transport Privacy
Ecosystems Domains Concerns
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