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0 MalwareGuard: FireEye's X 2E Predictive Threat Preven: X

C 0 @& RESNEEE  hitps//www.fireeyecom/bl.. ¥ O [« N | <« C O a RESEE | https//wwwd.. v¢| O [

)
1= <OFire Eye Instinct

g To give you the best possible experience, this site uses cookie [~

on how we use cookies.

MalwareGuard: FireEye’s Macl v !‘!%Afpef
{ Learning Model to Detect anc
1 Prevent Malware

/O EE ATHE T x|

E
C O | & RESBE

=h_ A1l

fl e ¥ Machine Learning: New I x
.
k.

C Y @& Symantec..on[US] https://www.symantec... ¥ | O g0 m

X WE PREVENT WHAT OTHERS
| CAN'T FIND

(2 Products and Solutions __{ UNMATCHED PREVENTION TECHNOLOGY IN A
Y | SINGLE PLATFORM. ANY THREAT. ANY 0S. ANY DEVICE,

1 Deep Instinct is revolutionizing cybersecurity - harnessing the
power of deep learning, with unprecedented prediction models
that are designed to face the threats of tomorrow.

Fi

H Blogs » Products and Solutions

\/Symantec Official Blog l
Machine Learning: New Frontiers in Advanced NS AT %D BExxT

Threat Detection

Symantec uses advanced machine learning - via s T EHE S TS (
endpoints and the cloud - to analyze file attributes, RIMOEHS CIZ Z [ =
behaviors and relationships 4
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« EPFL

* Frauhofer FKIE

 Max Planck Institute for Informatics
« RWTH Aachen University
 Siemens CERT

e Universidade de Lisboa

ARSI
. Bar-llap 7/7
Uniersity Chinese Academy
of Science
* Beljing Jiaotong
University

ﬂéEl

Boston University
Columbia University
Florida Institute of
Technology

Google Inc

Indiana University
lowa State University
MIT

UC Santa Barbara
University of Chicago
University of Delaware
University of lllinois
University of Maryland
Virginia Tech
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« Lancaster University
« University College London
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Inha University

Peking University

Zhejiang University

The Hong Kong Polytechnic
University

Chinese Academy of
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Hanyang University
National University of
Singapore
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University of Central Florida
Florida International
University

Northwest University
Lehigh University

The Pennsylvania State
University

Virginia Tech

University of Pennsylvania
Symantec

UC Riverside

UC Berkeley

University of lllinois at
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(long standing area)

e Explainable system

e Performance improvements
/real-time operations

BEEAVEA—TAVIT AT LANDKE
e Solving captcha
 Malfunctioning voice recognition systems

3IEIE98 (TSN —IZ T HHE)
Code Authorship Identification
Document author attribute classification
Identification of account pertaining
review comments

 Program debloating
(minimize vulnerabilities)

e Watermarking DNN

e Event prediction

%m-‘ﬁﬁ' DTS 1%

Poisoning attacks
Vulnerabilities of transfer
learning

Attribute inference
attacks

Model reuse attack
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THE9TH

INTERNATIONAL
CYBERSECURITY
DATA MINING
COMPETITION
(CDMC2018)

The competition is associated with the 11th
International Workshop on Artificial

Intelligen l{ vbersecurity [A[L S 2018),
which is an associaterd event to the 25th
Internal llona] (onfei'ence on Neural

Information Processing (ICONIP 2018),
Siem Reap, Cambodia. The competition is
open to anyone who would like o register.

rship: KMITL, NAIST, KISTI, XJTLU, APNNA, ENNS, INNS W 0

« 11th International Data Mining and Cybersecurity Workshop (DMC),
2018: ICONIPf{#&

* Oth International Cybersecurity Data Mining Competition (CDMC),
2018: DMCH4#
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Android 7Sk A —L ETHD LT TR ~nicd

1. Android ¥/L 7z 7P DL IS 548

ANET LRI ZT LR (FRRIEENT . BIRIAEHT . Web{RERINEE)
HWEE (SVM)E S ELEIRE T /& A (explainable)
Za—FI)IRybT—VIREFE DFERA(non-explainable)
O—rFaHrEmEEL-RMEDR L

oo ow

2. promotional attack fdemotional attack & v—24vA_E TEEH]

Malicious app )

Promotional . |
attacker write fak } Ratings and reviews l

1.wr| e fa .e * 'if(’i?ﬂ(ﬂ(

informatio useri Very Good app

AGAGAGA@ ke

user2 Good app
P /

read reW
» Real Download

user Malicious
Fake app

Source: T.Takahashi, T.Ban, "Android Application Analysis using Machine Learning Techniques," Intelligent Systems Reference Library, 2019.
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Risk analysis result

Application information
= SvmMalware
'q org.example.svm_malware

Overall risk level evaluation result
Last update : 2016-02-29T11:02:24

dangerous
Serious risk was identified. Take
appropriate measures for this.

Indicators per evaluation axis

Threat [ ]
Vulnerability No vulnerability was
identified.

This application is most
likely a malware.

S O =

DroidRisk
SVM
black list URL

disguised extension (ELF)

signed certificate

JVN/CVE reports

Insecure Data Storage

Insufficient Transport Layer
Protection

Unintended Data Leakage

oK

AKHAEDT—2 v IWebh b AF A GE (E R EF) http://mobilesec.nict.go.jp.
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21 ENEDHRARDRYNTHAAREENEZ Z DN D

D | 1d00000001_56b643dc-2222 "
ERA [ 2016/02/07 04:05:00]
Detail Graph 20170413 [
— T e e e no |l
- ]
2L
4 Annctation .
[#] [l 2222tp shangs_poi joensor: 20) ] [l 2222t threshold (sensor: 20) &) top sourt [serms

1BNE/IT 08.00

TEL2007 20:00
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Y —5— NICP
Filter Conditions
Alert Time gl equalta |~ ] Add enother condition Reset all conditions
Search Refinement
prev:2i << 32227 32228 32229 32230 32231 32232 32233 32234 32235 32236 32237 32238 32239 32240 32241 s» next:20 Number of Display 20 Change Cur: 644661-644680 / All: 645089
No. Alert Time Sensor ID Type Period Target | Option Change Point Scare [T | Cause Target Cause Option Cause Count Detail Info
644661 2016/02/07 08:40:01 29 tpd00is 5m 0-1024 * 22100443 15 139 * 1 detail
B44662 201 6/02/07 QB:10:03 29 tpd00is 5m 1025-4999 e 19.8376E4 15 3306 uf 2 detail
B44663 201 6/02/07 QB10:02 29 tpdC0is 5m 0-1024 * 16.937063 15 22 * 22 detail
Ga4664 2016/02/07 06:40:02 29 tpd00is 5m 0-1024 * 22.100847 15 102 * 3 detail
644665 2016/02/07 05:40:01 29 tpd00is 5em 0-1024 v 16.967217 15 143 . 5 detail
644666 2016/02/07 05:10:03 28 tpd00is Sem 1000014999 * 19.401623 15 10000 * 10 detall
644667 2016/02/07 04:40:02 29 tpd00is 5m 1025-4999 * 19.725899 15 2222 * 108 detail
644668 2016/02/07 04:40:02 29 tpd00is 5m 5000-9999 G 19.676857 | 15 | 8000 * 99 detail
644669 2016/02/07 04:40:01 29 tpd00is 5m 0-1024 * 22.842586 15 502 * 22 detail
544670 2016/02/07 04:10:01 29 tpd00is 5m 0-1024 * 18.446741 15 80 * 26 detail
644671 2016/02/07 04:10:02 29 tpd0Dis 5m 5000-9999 * 22.08943 15 7071 * 7 detail
B446T 2 201 6/02/06 22:30:01 29 tpd00is 5m 0-1024 = 20370078 15 a8z uf 5 detail
B44673 2016/02/06 22:30:17 29 upd00is 5m 0-1024 * 16.89279 15 53 * 5 detail
GA4674 2016/02/06 22:30:18 29 Upd00is 5m 53 C 16.892791 15 53 C 5 detail
B44675 2016/02/06 22:00:02 29 tpd00is Sem 0-1024 O 16.683782 15 22 . 109 detall
644676 2016/02/06 22:00:17 28 tpd00is Sm 22 . 17.493689 15 22 * 109 detail
644677 2016/02/06 21:30:14 29 upd0is 5m 0-1024 * 22.100837 15 161 * 4 detail
644678 2016/02/06 21:30:16 29 upd00is 5m 161 [ 22.100445 | 15 | 161 * 4 detail
644679 2016/02/06 21:00:02 29 tpd00is 5m 0-1024 * 16.178003 15 91 . 1 detail
544680 2016/02/06 19:10:02 29 upd00is 5m 5000-9999 * 22100443 15 5006 * 3 detail
All Select/Unsalect
prev:20 << 32227 32228 32229 32230 32231 32237 32233 32234 32235 32236 32237 32238 32230 37240 32241 neat:20

1. HAD7AORATIEILEEDKSIZTI— EEEERT S, VT ILEA L
E1{E$H L Ualse positive/negative D Ex/IMEHEERE
2. BE. #A&lIglasso. NMF, TV LS RERWTAREREICT ITO—F
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Botnet Detection Using Nonnegative Tucker Decomposition," ACM SAC, 20109.
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Representation Method for Identifying Malicious Mobile Applications," ACM SAC,
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T.Takahashi, T.Ban, "Android Application Analysis using Machine Learning
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Algorithm to Generate Malware Behavior Characteristics of Android Malware Family,"
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L.Zhu, T.Ban, T.Takahashi, D.Inoue, "Employ Decision Value for Binary Soft Classifier
Evaluation with Crispy Reference," ICONIP, 2018.
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Hotspot Attack: An Attack on Voice Assistance Systems Using Directional Sound
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