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1.Software placed on the market
permitting electronic communications,
including the retrieval and presentation of
information on the internet, shall offer the
option to prevent third parties from
storing information on the terminal
equipment of an end-user or processing
information already stored on that
equipment.

2.Upon installation, the software shall
inform the end-user about the privacy
settings options and, to continue with the
installation, require the end-user to
consent to a setting.

1. Software placed on the market
permitting electronic communications,
including the retrieval and
presentation of information on the
internet, shall:

(a) by default, have privacy protective

settings activated to prevent other parties

from transmitting to or storing information
on the terminal equipment of a user and
from processing information already stored
on or collected from that equipment,
except for the purposes laid down by

Article 8(1), points (a) and (c);
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1. The use of processing and storage capabilities of | 1.The use of processing and storage capabilities of terminal equipment and
terminal equipment and the collection of the collection of information from end-users’ terminal equipment, including
information from end-users’ terminal equipment, | about its software and hardware, other than by the end-user concerned shall
including about its software and hardware, other | be prohibited, except on the following grounds:
than by the end-user concerned shall be (a) it is necessary for the sole purpose of carrying out the transmission of an
prohibited, except on the following grounds: electronic communication over an electronic communications network; or

(a) it is necessary for the sole purpose of carrying (b) the end-user has given his or her consent; or
out the transmission of an electronic (c) it is necessary for providing an information society service requested by
communication over an electronic the end-user; or
communications network; or (d) if it is necessary for web audience measuring, provided that such

(b) the end-user has given his or her consent; or measurement is carried out by the provider of the information society

(c) it is necessary for providing an information service requested by the end-user or by a third party on behalf of the
society service requested by the enduser; or provider of the information society service provided that conditions

(d) if it is necessary for web audience measuring, laid down in Article 28 of Regulation (EU) 2016/679 are met.; or
provided that such measurement is carried out by | (da) it is necessary to maintain or restore the security of information
the provider of the information society service society services, prevent fraud or detect technical faults for the
requested by the enduser duration necessary for that purpose; or
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Electronic communications data shall be
confidential. Any interference with
electronic communications data, such as
by listening, tapping, storing, monitoring,
scanning or other kinds of interception,
surveillance or processing of electronic
communications data, by persons other
than the end-users, shall be prohibited,

except when permitted by this Regulation.

1. Electronic communications data shall
be confidential. Any interference with
electronic communications data, such as
by listening, tapping, storing, monitoring,
scanning or other kinds of interception,
surveillance or any processing of
electronic communications data
regardless of whether this data is in transit
or stored, by persons other than the end-
users, shall be prohibited, except when
permitted by this Regulation.

(HrEg)
1b. Confidentiality of electronic
communications data shall also include
terminal equipment and machine-to-
machine communications when related
to a user.

Electronic communications data shall be
confidential. Any interference with
processing of electronic communications
data, such as by including listening,
tapping, storing, monitoring, scanning or
other kinds of interception, or surveillance
or and processing of electronic
communications data, by anyone other
than the end-users concerned, shall be
prohibited, except when permitted by this
Regulation.

(1b.dECiR (I HIFR)
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(L) 1a. No user shall be denied access to any information | SEEEhTLRL
society service or functionality, regardless of whether
this service is remunerated or not, on grounds that he
or she has not given his or her consent under Article
8(1)(b) to the processing of personal information
and/or the use of processing or storage capabilities of
his or her terminal equipment that is not necessary for
the provision of that service or functionality.

Recital 24 Recital24 sEIhTLRWY
(B&) (%, U FhSERENE)

Where a business model is based on targeted
advertising, consent should not be considered as
freely given if access to the service is made conditional
on data processing. In such cases, the end-user should
be provided with other fair and reasonable options
that do not process his or her communications data,
such as i.e. subscription, paid access, or limited access
to parts of the service.

[t Juxr—)LElE -0 BEOEHRZEOY( MNEBRENLSENETER. REFEIBIEZFIUVRVRD, B4 I FToVEFARD
BIeDTERRBLICT BHEE
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2. The collection of information emitted by terminal
equipment to enable it to connect to another device
and, or to network equipment shall be prohibited,
except if:

(a) it is done exclusively in order to, for the time
necessary for, and for the purpose of establishing a
connection; or

(b) a clear and prominent notice is displayed
informing of, at least, the modalities of the
collection, its purpose, the person responsible for it
and the other information required under Article
13 of Regulation (EU) 2016/679 where personal
data are collected, as well as any measure the end-
user of the terminal equipment can take to stop or
minimise the collection. The collection of such
information shall be conditional on the application
of appropriate technical and organisational
measures to ensure a level of security appropriate
to the risks, as set out in Article 32 of Regulation
(EU) 2016/679, have been applied.

2. The collection of information emitted by terminal equipment of the end-

user to enable it to connect to another device and, or to network

equipment shall be prohibited, except if on the following grounds:

(a) it is done exclusively in order to, for the time necessary for, and for the
purpose of establishing or maintaining a connection; or

(b) the end-user has given his or her consent; or

(c) itis necessary for the purpose of statistical counting that is limited
in time and space to the extent necessary for this purpose and the
data is made anonymous or erased as soon as it is no longer
needed for this purpose.

2a. For the purpose of paragraph 2 points (b) and (c), a clear and prominent

notice is shall be displayed informing of, at least, the modalities of the

collection, its purpose, the person responsible for it and the other

information required under Article 13 of Regulation (EU) 2016/679 where

personal data are collected, as well as any measure the end-user of the

terminal equipment can take to stop or minimise the collection.

2b. For the purpose of paragraph 2 points (b) and (c), Tthe collection of

such information shall be conditional on the application of appropriate

technical and organisational measures to ensure a level of security

appropriate to the risks, as set out in Article 32 of Regulation (EU) 2016/679,

have been applied.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017PC0010&from=EN
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