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Shaping the Future Society

Safe and Secure Society 5.0

Society 5.0

Hunting & Gathering

] > In symbiosis with Nature
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Inforiiation Industry 3.0

Intangible assets + networ Mastering °f. power=
added value Mass production
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Cyber-Physical Space
Science and Engineering
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IFNEEEDR by TH A UEBEADKHESH
Robust Physical-World Attacks on Deep Learning Visual Classification
(RP2 by K. Eykholt et al., from CVPR2018)
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NICTERERAIfKET (2005-2017)
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2005 #3118 #1658 19,066

2006 #8118 #1058 17,231

2007 #919.9(% #1057 19,118

2008 922 915 #1258 22,710

2009 #935.7(% #9127 36,190

2010 #956.51= #1258 50,128

2011 #945.41% #9127 40,654

2012 77815 #1957 53,085

2013 $9128.81= 92178 63,655

2014 $9256.61= 9247 115,323
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2016 9128148 #9308 469,104 A :3

2017 #11,504(8 #3075 559,125 bo )

i;f"
600,000 '\ﬁ (‘6 )")'~ \
500,000 0 D\° 7@
| A SN
400,000 e \v
’L’f S /
300,000 \Vie
10%
200,000
100,000 . I
0 -  sees s 2w=es 0 B [ | — . - : - :

2005 2006 2007 2008 2009 2010 2011 2012 2013
1 P7RL RS 1-Y D FRBER/ o b 3

2014 2015 2016 2017
J hide tokuda 7



R DN (20174)
- SR R— BBy M IS - (byNICT)

R—rE5

23/TCP loTHIE (WebhASH)

loTIRE (ERMILIL—5F

BREY—/s\(SSH

Other Ports

efs2
™
\#‘ep o
& N g 443/TCP Web#—/%(SSL/TLS)
& QW
& }d‘ {.‘3 80/TCP WebH—/S(HTTP)
™
o~

2017: IoT > 54%
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Breaking News (11/2/2016)

The FTC authorized changes to the Digital Millennium Copyright Act (DMCA) that will allow Americans to do
hack their own electronic devices. Researchers can lawfully reverse engineer products and consumers can
repair their vehicle's electronics, but the FTC is only allowing the exemptions for a two-year trial run.

engadgel

You can now legally hack your own car
or smart TV

The FTC's "security research exemption" to the DMCA has kicked in.
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http://www.nict.go.jp/
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