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LoRaWAN:
* B EDEEHT
* EHELMEIZEFT S EEHR (Private), EBISELEZIEFT S2472#F (Public) &5 5 4 AFE

fiz=k JEREF JEREF R REF JERET

Ty b= NR. BE N N3 N N3

Rk EE  ~11kbps (LoRa) 100bps (UL) ~62.5kbps ~300kbps ~80bps
50kbps (FSK)  600bps (DL)

ERRe R —# R4H—F 1:1 1:1 R —H

Wi 7.8kHz ~500kHz 100Hz (UL) 200 kHz ~1.4MHz 200kHz
800Hz (DL)

N CSS BPSK UL QPSK, BPSK PSK, QPSK, Chirp BPSK

GFSK DL 16QAM

RF H 7 ~13dBm ~13dBm UL ~23dBm ~23dBm ~13dBm

~24dBm ~24dBm DL
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onsor (W/W):
Actility
Alibaba Group
CISCO
ER-Telecom
Google Cloud
Hangzhou Lowan Information Technology Co
IBM
JD Cloud
Kerlink
Kpn
Machine Q
Bouygues
Orange
Proximus
Sagemcom
SEMTECH

Shenzhen Tencent Computer Systems Company Limited

SK telecom
STMicroelectronics
ZTE CORPORATION

O Contributor (Japan):

a Ad

Renesus
M2B
Murata
NEC
Nextfield
NTT
Senseway
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opter (Japan):
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Automagi
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Macnica
Oki
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Q Chipset: O Base Station:
= SEMTECH » Qi Electric
= Microchip = CISCO
= STmicro % = Kerlink
0 Module: » GEMTEK %
» muRata O Network Server:
= EASEL = Actility
= Green House » NEC %
" Sraveridge QO Network Operator:
= Microchip % . NTT
O Device: = SENSEWAY
= ABIT = SOFTBANK
= Braveridge « M2B %
= EASEL
= Green House
= GEMTEK
= Oki
= Qi Electric

= Yokogawa Z
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= https://www.lora-alliance.org/For-Developers/LoRaWANDevelopers
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d DevEUI
»  |EEE A%4FLI-EUI-64, F O—/\)LIZ1=—4, Sk A—AHBRTE
Q AppEUI (=>JoinEUI @R1.1)
= EUI-64, Join Server®ID, Join Servert LLIEARL =27 H A2, imKIEHR v T —OEGEFIZIEE

O Device Address (DevAddr)
= R2EVRHEBIF. TNAARER YT ATHEA
= FIEHE#HE (OTAA)ICJoin Serverk Wik L, 2D, & T —2T7L—LIZFRELEE
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0 Network Session Key (NwkSKey)

= 128bit AESEE S
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d Appllcatlon Session Key (AppSKey)

128bit AESHE 5 ##
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Radio PHY layer:
[ Preamble | PHDR | PHDR CRC | PHYPayioad | CRC* |

Figure 5: Radio PHY structure (CRC" is-amiy available on uplink messages)

PHYPayioad:
[ MHDR | MACPayload | MIC |
MALFayioaa:
| FHDR |  FPont [ FRMPayload |
Figure 7T WASpayload structure
FHDR:
Devaddr || FCWi | FCnt | FOpts |
Figure &: Frame header structure
Mode PHYPayload
MHDR MACPayload (or Join—Reouest/Response) FRMPayioad (Encryption) MIC (Message Integrity Code)
4@\ _ DevAddr| FOt = ”;D(E:';;"EI Fopté| Fport

1 Byte '\ DEVI-\CI(IE; Bytes| 1 Eh,r!z"e 2 Bytes f 1 Byte 4 Bytes

Fx 40 \DCI Qo oo " ] il Qo / 02 || 4 EB AB G4 F1 Al 12 AB D3
Rx| 40l ool 110 ool 72 oo/ 2] 88| 15| EF| 9D| 37| FI 8| A3] Cb
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Dﬁam Reqﬁgst Ny Qo oo 11 f Qo 6 0 0z b8 0g sF 83 B 1E sE 16 D6
ik owi et Bit? 7: ADR, 6: ADRACKReq, | 00| 77[  {0[TF0, PL contains CO| 30| 3F| 94 ©f| FH| FAl 38 3
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v DevAddrix. L2714 v%9 X (1~7bit) +NetID (6~15bit) +Net Addr (10~25bit) DEEt32bit THERL
VAVUN—DI SR (RERVY—, avhrYEa—4—, 7E5T4—) IZIEL T, DevAddrOBESBENERL S,

[Dev AddrD#E:& - )

Assigned to: 24bit NetID 32bit DevAddr
Number of
Type prefix Number of |NwkAddr EERE
Type [Type (3 bits) RFU ID binary value NwkID bits |bits

#13,300

ARG
Sponsor members 0 1|000 000000000000000 (15 bits) XxXxxxx (6 bits)» |0 (1 bit) 6 25
Contributor #26
members 3 011 <none> XXXXXXXXXXXO000000000x (21 bits)p {1110 (4 bits) 10 18| AR T>
Adopter/Institutio %;&?\0
nal 6 (110 <none> XXXXXXXXO0000000000ax (21 bits)p 11111110 (7 bits) 15 10






