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3. Assessing Trustworthy AI, -
Human-centered BEXEE (FE) HAREZ 2(1). AEloEEHIEEENSLE (Dignity) P1: respect for human autonomy
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The fundamental rights upon which the EU
is founded are directed towards ensuring
respect for the freedom and autonomy of
human beings. Humans interacting with Al
systems must be able to keep full and
effective self-determination over
themselves, and be able to partake in the
democratic process...... The allocation of
functions between humans and Al systems
should follow human-centric design
principles and leave meaningful
opportunity for human choice. This means
securing human oversight over work
processes in Al systems.

Human dignity

7) B - B#0REA (human dignity and

7) {®¥EDIRRAI (Ethics)

4.1(1) AfE#00RRAY

1) AFEADEBR(Contribution to

P1: respect for human autonomy

GP1. Human Rights:

10) Value Alignment:

3) We are committed to open research

INEDI=157 individual autonomy) HRE L ALDATLAORFECBVT. ABDEEE AIOFIAE. EEAVEENGHREOFRETZE (humanity) The fundamental rights upon which the EU |A/IS shall be created and operated to Highly autonomous Al systems should be |and dialogue on the ethical, social,
FIFAE . AIDATAXFAIT-ERDFERICS |[EAOBERZEET 3. AW NEZETEDTHOTUTRSR, AFBDOEH., T2, Bt AHOFIRICERMU. E |is founded are directed towards ensuring |respect, promote, and protect designed so that their goals and behaviors |economic, and legal implications of Al
WT. AEIDBELEADBEZEET 3, (AT DRI P BAREEIE T BAIS AT LADFFED (AllE. A2 DEENZILIEL. ZARBRA L DZHRE | AWM AELERZSTD, EDZRMZEE I 5. |respect for the freedom and autonomy of [internationally can be assured to align with human values
- Al AT AR BAIT—ERCIDERIREPLRREN |15E) SinfaiECFT2EmRENSiR FHDIEKRZ O] EEE I BHICHFESIN. HRICERA| A THEEZERET. MX. BRI IERICFEFIZKEL [human beings. Humans interacting with Al |[recognized human rights. throughout their operation. 6d) Maximize the benefits and address the
BIEENBURY, Al AT AXFAIY-ERGRE(IC |- FBT-ACEFNREREERUTAREHRE [N, JEHENZRETHS. TAHEDEZENDBRZHBRT 28I 8B, systems must be able to keep full and potential challenges of Al technologies, by:
KEIBURYT BN EURVZSHDFREDIEE effective self-determination over GP2. Well-being 11) Human Values: Ensuring that Al research and technology
(AIZ 2T LAX(FAIHY—ERZ ABIDORYCEARE |« AIS AT AN MEZARH(CEHETDEN 9) AIfsENDIGEETFDEE(Abidance of [themselves, and be able to partake in the |A/IS creators shall adopt increased human [AI systems should be designed and is robust, reliable, trustworthy, and
HIEE215E) SinfmiBCBI 3mSR | BRVLOIBE ethics guidelines by AI) democratic process...... The allocation of |well-being as a primary success criterion |operated so as to be compatible with operates within secure constraints.
ATHIEENME S OB B (32 NICHECREDER [functions between humans and Al systems|for development. ideals of human dignity, rights, freedoms,
BIHIC(E. (1-8)ICESIEATLHIREF 2B LEZF(C|should follow human-centric design and cultural diversity.
BIEFEET Z BT CERINUIRSIR0N, principles and leave meaningful
opportunity for human choice. This means
securing human oversight over work
processes in Al systems.
Diversity, BEXHZ (FE) BEAE 2(2) ZHEREFEFO AL ZSHERBEEZIER |4) DIEM(Fairness) R5: Diversity, non-discrimination and 14) Shared Benefit:
Inclusiveness, AIOFIERICBVWTHIABEDZSHRMZEEL, Z1k|1. ABNA [ RyRND—DEHETILICED, 2D |TESHHE (Diversity & Inclusion) AT HBEQRFELFAICHBVWTEICNIFEZEES,  [fairness Al technologies should benefit and
k%, 28 RESUEER. ZEXHZEOALZEIETICE |[BRIIRTOANCLOTHFINEZEN., ABOE | ZERBAERLMEER. ZXHZROALNZERG | ALIENABHRCBVTARNTEPIEZEZEIES |In order to achieve Trustworthy Al, we empower as many people as possible.
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must enable inclusion and diversity
throughout the entire Al system’s life
cycle. Besides the consideration and
involvement of all affected stakeholders
throughout the process, this also entails
ensuring equal access through inclusive
design processes as well as equal
treatment. This requirement is closely
linked with the principle of fairness.

15) Shared Prosperity:

The economic prosperity created by Al
should be shared broadly, to benefit all of
humanity.

23) Common Good:

Superintelligence should only be developed
in the service of widely shared ethical
ideals, and for the benefit of all humanity
rather than one state or organization.

Sustainable society
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2(3) FHRlEHS4te (Sustainability)
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8) #t& LD EEEL B (Communication
with society and self-development)
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R6. Societal and environmental well-
being

In line with the principles of fairness and
prevention of harm, the broader society,
other sentient beings and the environment
should be also considered as stakeholders
throughout the AI system’s life cycle.
Sustainability and ecological responsibility
of Al systems should be encouraged, and
research should be fostered into Al
solutions addressing areas of global
concern, such as for instance the
Sustainable Development Goals. Ideally, Al
systems should be used to benefit all
human beings, including future
generations

20) Importance:

Advanced Al could represent a profound

change in the history of life on Earth, and
should be planned for and managed with
commensurate care and resources.
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Draft AI Utilization guidelines/Draft AI
Utilization Principles

ERARBREROIODAIRFELA RSA U
Draft AI R&D guidelines for
international discussions

[T ABHFODA IHESER
Social Principles of Human-centric Al

ATIHEEFESmEBIEE
Ethical Guideline

Ethics Guideline for Trustworthy Al

Ethically Alighed Design

Asilomar AI Principles

Tenets

International
Cooperation
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Introduction:

Just as the use of Al systems does not
stop at national borders, neither does their
impact. Global solutions are therefore
required for the global opportunities and
challenges that AI systems bring forth. We
therefore encourage all stakeholders to
work towards a global framework for
Trustworthy Al, building international
consensus while promoting and upholding
our fundamental rights-based approach.

Proper utilization
1 1E 7 FI A

1) BIEFIADIRRAI (Proper utilization)
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8) FIA&SZIEMEAI (User assistance)
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GP4. Effectiveness

A/IS creators and operators shall provide
evidence of the effectiveness

and fitness for purpose of A/IS.

1) We will seek to ensure that Al
technologies benefit and empower as
many people as possible.

7) We believe that it is important for the
operation of Al systems to be
understandable and interpretable by
people, for purposes of explaining the

technology.

Education/literacy
BE- V73>
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4.1. (1) AREPLORA
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4.1.(2) BE-UF35—-0EFEA

HR G U TFOLOSRRATASIEE - VT332 —28
OHERBENETOACEECIRHESNBINER
BRWEEZD.

2.2. Non-technical methods
--> Education and awareness to foster an
ethical mind-set

GP8. Competence

A/IS creators shall specify and operators
shall adhere to the knowledge and skill
required for safe and effective operation.

Human-in-the-Loop
AEOHIRFDSTTE
Controllability
HlfE T ge 4
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3) #ETEEEDIRAI (Controllability)
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5) &£1%(Security)

BRRELT. ALHBEOEZE M RUZOFHIFHICHS
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R1. Human agency and oversight

Al systems should support human
autonomy and decision-making, as
prescribed by the principle of respect for
human autonomy. This requires that Al
systems should both act as enablers to a
democratic, flourishing and equitable
society by supporting the user’s agency
and foster fundamental rights, and allow
for human oversight.

16) Human Control:

Humans should choose how and whether
to delegate decisions to Al systems, to
accomplish human-chosen objectives.

Proper data
BIERFE (FB7-4
DE)

2) BIEFBOKEAI (Data Quality)
FIRABERUT—5RMHEE. A AT LAOFEEE(C
BU\W3T—590&EICEBEI 3.

- FEECHVWST-IDE (IEHEEPTRMR
&)

R3. Privacy and Data Governance
Closely linked to the principle of prevention
of harm is privacy, a fundamental right
particularly affected by Al systems.
Prevention of harm to privacy also
necessitates adequate data governance
that covers the quality and integrity of the
data used, its relevance in light of the
domain in which the AI systems will be
deployed, its access protocols and the
capability to process data in a manner that
protects privacy.

Collabolation among
Al systems
AIfEIDEHE

3) EHEDIRRAI (Collabolation)

AT —EZTON\14 ., ESRAFIBERUVT iR
HlL AIS AT AXISAIY —EXE BRI DERE(CEE

292, £lc. FIAEE. AIZAT LRI =048

FRECIHTURAINEIR - 1BIREN 2 A sEMEN ©D
CELICEBRT .
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CHEEERME

- TR TO NIV EOEECADIT G
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1) i#E#ED[RAI (Collaboration)

MFEEE. AISATLAOEB AR ERERE(C
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5) We will engage with and have
representation from stakeholders in the
business community to help ensure that
domain-specific concerns and opportunities

are understood and addressed.
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Safety 4) 22DIRAI (Safety) 4) 22DIRAI (Safety) 4.1(4) t¥1UFT(HEERDIRAN 1) AFADFBK(Contribution to R2. Technical robustness and safety GP7. Awareness of Misuse 5) Race Avoidance: 6e) Maximize the benefits and address
g2 FIBE . AISATAX(FAIG—EAOFIERICEL |BEREBEE. A AT AN IF1I-7F2BU CH A | AlZERN (RT3 ETEOHEI AT ANE [humanity) A crucial component of achieving A/IS creators shall guard against all Teams developing Al systems should the potential challenges of AI
D, 79F1I-7E=BU T, FIRAEERUVE=BD|BERVE=BBDEG B -MEICBEZREFIC (EMaN. 2N LT3, —75 . AKEBIRTE | AFHOEH. T2, &k, AHEOFIEH(CEREAL, & [Trustworthy Al is technical robustness, potential misuses and risks of A/IS in actively cooperate to avoid corner-cutting [technologies, by:
A BR-MECEEZREFIENRBRVSSEE [ENRVEIELET S, BETERMOFEFET(E. FABRPBERING | AW AIELERZTD. A LDZHMEZEEIT 5. |which is closely linked to the principle of  [operation. on safety standards. Opposing development and use of Al
EER - BRIOIREERUVZHEOHER WE(CX U CAINE (BN ST DL EATIEE | AL 0aezs%5t. MF. BRI IBRICIEEFIZKEL |prevention of harm. Technical robustness technologies that would violate
(&tn - BAR-BAE(CEEZ M EUVESZIDETO |- ABLZEPKELZER(CETIHDIEE THD., TFIUTATIIIFTRIAIEELS. 1t | TAFHOTENDBRIEHIRT 2458853, requires that Al systems be developed 6) Safety: international conventions or human
FIERCBVT) AISATLADR - (EIRRUATY (&dn- BK-MEOZE(CEIT2¥IMZITIAL |l BIARI1YRURIODNGDAICBEL. £ with a preventative approach to risks and Al systems should be safe and secure rights, and promoting safeguards and
IRDT7YT T — MeiTIEREICLBBEDLE SATALICDVT) AT =IRIIAICIT T 25%ETOME | AEL Tt 20T 2 MR U nIAEMENE F 954 | 2) EMRBIDESF(Abidance of laws and in @ manner such that they reliably behave throughout their operational lifetime, and |technologies that do no harm.
- BENMEUGS(URALEIEE REDEREA SICFESHRFNUIRS R, regulations) as intended while minimising unintentional verifiably so where applicable and feasible.
BPIZREL T, THRHERICEADZEMRF . XMeVEF  |and unexpected harm, and preventing
. E ORI EREZEEURINIEERSA0, |unacceptable harm. This should also apply 17) Non-subversion:
fhE DB BAE DR EIE R LV OEBEEZIZ |to potential changes in their operating The power conferred by control of highly
TIR5Y| BEENOHRS5TEHRNICEMECE  |environment or the presence of other advanced AI systems should respect and
EENNZBH5REXZEOTATHEZFIALL  |agents (human and artificial) that may improve, rather than subvert, the social
(A interact with the system in an adversarial and civic processes on which the health of
manner. In addition, the physical and society depends.
5) Z21%(Security) mental integrity of humans should be
BHRxRELT. ATHEEOEZEMHRUZOHIHICHS [ensured. 22) Recursive Self-Improvement:
25 FZRML. AT XEEDREFEEFIRBICHENT Al systems designed to recursively self-
BCERELHIETIEEE . MEBESNDMEERECD improve or self-replicate in a manner that
WTEBEL. FAFCATMEEZF AT AT LE could lead to rapidly increasing quality or
R EREHE TR ZITOILIICEE DD, quantity must be subject to strict safety
and control measures.
18) AI Arms Race:
An arms race in lethal autonomous
weapons should be avoided.
Security 5) E+1UFsDIRAI (Security) 5) E¥a1UFsDIRAI (Security) 4.1(4) t¥1UT(HEERDIRAY R.2 Technical robustness and safety GP7. Awareness of Misuse 6a) Maximize the benefits and address the
tFa1Ur+ FIRAERUT-9RME . AIDZATLAXIFAIY— |FAREE. AISATLAOTFIVT(CBET S, ATZIBRR (R T AL TEDHEI AT LNE A crucial component of achieving A/IS creators shall guard against all potential challenges of Al technologies, by:
EXDEF1UT(ICEBRT . - [BEROMEERME, oM. STAMCIIX. S8, (Etan. 2| LT3, —5. DKEBIRTE Trustworthy Al is technical robustness, potential misuses and risks of A/IS in Working to protect the privacy and
- TOIFRATORAIKECESULSIBNANIR  |BEfEECEEBR HBTETETIMOEH TIL, BV BRPERIR which is closely linked to the principle of |operation. security of individuals.
- REMREUIZES(BACE/EE - BRIOIREERUVZHEOHESR WE(CX U TAINE (BN IS T DL AT FE prevention of harm. Technical robustness
- TFIVFARRDIHOY —ERIRME, 1225720 |- TFIUF1- N1 -TH1> THD. TFIUTA(IITBDHITRURIEE LD, 1T requires that Al systems be developed 6d) Maximize the benefits and address the
1BHROEE Sl BEAXT1YbEURIDINS D AICBBEL. £ with a preventative approach to risks and potential challenges of Al technologies, by:
« RNIEHEX EAEYRT —7FEBICLDRETFHEAD EELTHEDOE R RUMEHTaIaEEN [ F I 54 in @ manner such that they reliably behave Ensuring that Al research and technology
Xty SICFEHRFNUSIRS IR, as intended while minimising unintentional is robust, reliable, trustworthy, and
and unexpected harm, and preventing operates within secure constraints.
unacceptable harm. This should also apply
to potential changes in their operating
environment or the presence of other
agents (human and artificial) that may
interact with the system in an adversarial
manner. In addition, the physical and
mental integrity of humans should be
ensured.
Privacy 6) ISAN\>—DFERAl (Privacy) 6) 7’SA4N\>—DRA (Privacy) 4.1(3) ISANY—HERDRA 3) BEDI'S1INSEE(Respect for the R3. Privacy and Data Governance GP3. Data Agency 12) Personal Privacy: 6a) Maximize the benefits and address the
T4 — FBRBERUVT—RMHEEE AIDATAXFAIY— |BFRER. AIDZATACIDFIRERVE=ZFOT S |AlZRHREVZER(CHVTE. BADITEIRECE |privacy of others) Closely linked to the principle of prevention|A/IS creators shall empower individuals People should have the right to access, potential challenges of Al technologies, by:
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fzTimBlreh. MIRENZDI 3Lcdo T EAN
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of harm is privacy, a fundamental right
particularly affected by Al systems.
Prevention of harm to privacy also
necessitates adequate data governance
that covers the quality and integrity of the
data used, its relevance in light of the
domain in which the AI systems will be
deployed, its access protocols and the
capability to process data in a manner that
protects privacy.

with the ability to access and securely
share their data, to maintain people’s
capacity to have control over their identity.

manage and control the data they
generate, given Al systems’ power to
analyze and utilize that data.

13) Liberty and Privacy:

The application of Al to personal data
must not unreasonably curtail people’s real
or perceived liberty.

Working to protect the privacy and
security of individuals.

fairness, equity,
removal of
discrimination
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1.5 Diversity, non-discrimination and
fairness

In order to achieve Trustworthy Al, we
must enable inclusion and diversity
throughout the entire Al system’s life
cycle. Besides the consideration and
involvement of all affected stakeholders
throughout the process, this also entails
ensuring equal access through inclusive
design processes as well as equal
treatment. This requirement is closely
linked with the principle of fairness.
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system: the data, the system and the
business models.
(Traceability, Explainability)

7) Failure Transparency:
If an Al system causes harm, it should be
possible to ascertain why.

8) Judicial Transparency:

Any involvement by an autonomous
system in judicial decision-making should
provide a satisfactory explanation
auditable by a competent human
authority.

technology.
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R7. Accountability

The requirement of accountability
complements the above requirements, and
is closely linked to the principle of fairness.
It necessitates that mechanisms be put in
place to ensure responsibility and
accountability for Al systems and their
outcomes, both before and after their
development, deployment and use.

GP6. Accountability

A/IS shall be created and operated to
provide an unambiguous rationale for all
decisions made.

3) Science-Policy Link:

There should be constructive and healthy
exchange between Al researchers and
policy-makers.

4) Research Culture:

A culture of cooperation, trust, and
transparency should be fostered among
researchers and developers of Al.

9) Responsibility:

Designers and builders of advanced Al
systems are stakeholders in the moral
implications of their use, misuse, and
actions, with a responsibility and
opportunity to shape those implications.

2) We will educate and listen to the public
and actively engage stakeholders_to seek
their feedback on our focus, inform them
of our work, and address their questions.

3) We are committed to open research
and dialogue on the ethical, social,
economic, and legal implications of Al.

4) We believe that Al research and
development efforts need to be actively
engaged with and accountable to a broad
range of stakeholders.

5) We will engage with and have
representation from stakeholders in the
business community_to help ensure that
domain-specific concerns and opportunities

are understood and addressed.

6¢) Maximize the benefits and address the
potential challenges of Al technologies, by:
Working to ensure that Al research and
engineering communities remain socially
responsible, sensitive, and engaged
directly with the potential influences of Al
technologies on wider society.

8) We strive_to create a culture of
cooperation, trust, and openness among
Al scientists and engineers to help us all
better achieve these goals.
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