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Security appliances
IP Phone
Infrastructures

Control system

Solid state recorder
Sensors

Building control system (bacnet)
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Web cam, Video recorders

Home automation GW

Solar Energy Control System
Energy demand monitoring system
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¢ HARZRMICLI-KET IL—TE#EBIF
— DragonOK (201638 ~4A8)
— Powershell Empire (2017478)

o ETDT—- 70—
1. JIUW7 7 OHMEBITICKYCRCY =D R XA V&2 AF
2. ERDOCRCY —/N"~DEHE % IR
3. TRV MNTI—ULDFRRANTCILY 2T EET
4. CRCH —NEEETERBNITEITRT

WY ) —7 <Ly 7 (MD5) W75y b7 —2 DRE
2016/03/25 ~ « ADD F XA ~i2&h
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Case 1: DragonOK

1  net view 15 whomai /groups | find /i "level”
2 systeminfo 16 whoami

3 whoami 17 whoami /groups

4 tasklist 18 net group

5 dir c:¥users¥nito¥desktop¥ 19 net view

6 dir "c:¥program files¥" 20 arp -a

7 dir d:¥ 21  netstat -ano

8 dir c:¥users¥nito¥ 22 ping 10.136.8.4 -n 1 <IP addr. of proxy>
9 dir c:¥users¥nito¥documents¥ 23  tasklist

10 dir c:¥users¥nito¥downloads¥ 24  netstat -an

11 dir ¥x03"c:¥Program Files (x86)¥" 25 net view

12 netstat -an 26  tracert

13 dir c:¥users¥nito¥documents¥¥x03Credential 27 net view ¥¥win@5

14  ipconfig /all

net, tasklist, pingEn O~ > FTHxy 7 -7 XK X b EH#HE
s whoamid~ > F%Zwhomai& 24K (KEEITFF))
b — X CEBRI L -KEEZELELUDIZ Y FEZE{ER
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Case 2: Powershell Empire

1 net group /domain adserver.jp 10 net use ¥¥FileServer¥i£#5 17 psloggedon Win®l.adserver.jp
2 net group ‘kana‘’ /domain 11 net group ‘kana‘’ /domain 18 netview
3 net group 'domain admins® /domain 12 net use ¥¥FileServer¥c$ 19 sc open ¥¥Win@1l.adserver.jp
4 net group 'administrators’' /domain 13  net use ¥¥FileServer¥c 20 net view /domain
5 net group 'Domain controllers®' /domain 14 net view FileServer 21 net view /domain adserver
6 psloggedon ADserver.adserver.jp 15 READ /A5$2016¥**28 4FRE**H xR 22 net view
) el \ g 3Y1%2*2%  docx 3
7 sc open ¥¥ADserver.adserver.jp 23 net view
— - 16 READ /ABE2016¥**28 4FEE**fH
8 net group 'mine’ /domain wxrrnronl A S3Y1%0%0% _docx 24 Logon
9 net group ‘Domain Computers® /domain
m ELEBMRAOEETZ ALy 75 [PSYUN| %#STARDUSTICEA L TEAI

= psloggedona =~ Ffvzlytl—ﬁc:mwr*/Lﬂ\zal—*f%%m
m ADY—1\ 7 7 ALY -/ fboWindowsimk ICHEER % 5
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Parallel Network

¥
e ~ ?
Aacesciiara §
st group /domain
ut group ‘kana’ [domsis
set group ‘domain adeins’ /domedn ‘4
set group ‘sdednistrators’ [domsis - AN
swt group ‘Oomain Controllers’ /domein EE“' \w/ops
i salcggeden &
. 1< cpen
— rat group ‘mine’ /domais
et group ‘Oomain Computars’ /domein

Oglobal
10 I? 55.0/2

2 2 g 2’ 2
¢ $ % £
¥ ¥ ¥

\) \/\/ \’ \/ @ prloggedon Wisdl sdserver i3

(ns (g gmailigiftp WProxy § igad . 5 e W adervee

b - . W|n04 et view /dcmain
wihcp wis "’ﬂ‘-?-ti' \wsyslog -
Odnz Oyserver '\'_,.—1 ient

10.%.0 0/24 10.X.8.0/24 10 AX 16.0/24

~/
Win02 Win01
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