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dhcplél:Downloads yoshiki$ strings initdz | grep DROP
iptables -A OUTPUT -p tcp ——dport 3333 -7 DROP
iptables -A OUTPUT -p tcp ——dport 65556 —j DROP

iptables -A OUTPUT —-p tcp —dport 7777 —7 DROP
iptables -A OUTPUT —-p tcp —dport 9999 —j DROP
iptables -A OUTPUT —-p tcp —dport 14444 —3 DROP
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® Smart Malware that Uses Leaked Control Data of Robotic
Applications: The Case of Raven-II Surgical Robots
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*ROS: Robot Operating System

Cable-driven
7-DOF arms

Motors connected to
joints using cables;
encoders on motors only

http://rll.berkeley.edu/surgical/control/state_estimation.ht
ml

(b)

Figure 10: Simulated Raven operation with (a) uncorrupted
depth map and (b) corrupted depth map. Note the difference
between the dotted circles.
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