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MAJOR COMPONENTS OF 5G NETWORKING

User Equipment Radio Access Network (RAN) Core Network

Maobile
Backhaul/Transport
Network

Baseband Core Network
Unit Pool Infrastrecture
Devices such as smart phones, computers, and Indushial Control RAMs connect wireless or satellite subscriber devices to The core network is the bockbone of the U.5. communicalions
Systems [IC3) generate dota fhat is then fransmifted fo o bose terrestrial telecommunicafion networks. Compromised systems infrastructure that rovtes and fronsports doto ond connects the
station, small cell, sateliife, or Internet Exchange Points [IXF). may infercept or disrupt doba flow and phone calls. different parts of the access network. Compromised core devices
Compromised devices may collect vser data and impaoct local may be used to disrupt dota and services on a large scale, and
networks and systems, but are unlikely to impoct the lorger impact customers who are inferconnected by the access networlc
communicalions neheork.
industrial loT Hardware Smartphone RAN Equipment Evolved Packet Core [LTE) Service Provider Router
Market Leaders (20:18)" Market Leaders [2Q18) Maorket Leaders (1G18)" Market Leaders [1Q218) and Ethernet Switch
T rd e | Too fow vendaorss 00 0 e, 1
1. U5 CEco ) 1. S[Sum I 1.CH I-I.Jm I Top fnurrﬂﬂ'ws e T B 1 ToP two ,_H:'E[EE_"_LE::[ET (1=18)
2 CH Huonwnsi 2. CH Huorwei | 2 El Bricsson | 9oooun owver e I 9 EI-IEH B2t I WENOrs 1. US Ciscg | TP fawrr
3. B Es n 3 US Apgl | 3 El Nokia : of the morket. kL uaWwet_ | accounr for ' 2 CH Hu .| vendors
4. Bl TE Connectivity 4. CH Xioiorni | 4. CHITE 1 3. Bl Nokia owver 607 of 2 EU i -::h:-::1:!11'11;;311f
e = 4. U5 Cisco fhe markef. Hek | over 807
L US Qualcormm 5 CHOPPD 5. 3K Samsung 5 CHITE 4. US Juniper | e market.

US: United States CH: Chinese El: Ewrocpean  SK: 3outh Korea

K[EICISA (Cybersecurity and Infrastructure Security Agency) DERIKD
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