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=x 0l Elements  Console

Application
B Manifest

Lx Service Workers
B Clear storage

Storage

» == Local Storage

» == Session Storage

» £ IndexedDB

S Web SQL

v & Cookies
& https://peatix.com
& https:/platform.twitter.com
& https:/stags.bluekai.com
& https://www.facebook.com

Cache

£ Cache Storage

el

== Application Cache

Background Services

t} Background Fetch
& Background Sync
A Notifications

B Payment Handler
& Push Messaging

Sources Network

auth_token
bigminingusr
bkdc

bku

csrf_same_site

csrf_same_site_...

ct0
datr
dpr
eu_cn

external_referer

fom_133305523...
fbsr_133305523...

fr
guest_id
kdt
km_ai
km_e
km_eq
km_Iv
km_ni
kved

Cookie& [ ?

Value

| 8e0bba300e0c6fcf2914314c625b. .. ‘

rB8fX12aglVMNWixlpeJAg==

phx

An699vZuZkNKTGDd

1260941023

1

1
356ff422a0570250d3164e489f03...
fledXaQBX_PJhbhUgClaoF1G

2

1
8e8t2xd8A2w%3D||S380tfNfzY18...
base_domain=.peatix.com
sjkYm6sgYbadBrMoWpSIEtxfWm...
0Ohgh8x0SpSon9kGew.AWWLVgp...
v1%3A157898364891438926

JJRMmM4nYjpZCCaM3PxX324mV... |

457804

X
457804
1583138888370
ja

ja

Performance Memory Application Security

Domain
twitter.com

.bigmining.com
.bluekai.com
.bluekai.com

| facebook.com

| twitter.com

| twitter.com
twitter.com

j .facebook.com
.facebook.com

: witter.com
twitter.com

‘ .peatix.com
.peatix.com
.facebook.com

| twitter.com

twitter.com

.peatix.com

.peatix.com

.peatix.com
.peatix.com

| .peatix.com

| .peatix.com
syndication.twitter.com

‘ analytics.twitter.com

Expires / Max-Age

2025-02-05T05:26:45.981Z

2021-03-02T08:48:07.000Z
2020-04-04T01:19:37.4987
2020-08-29T05:56:34.722Z

| 2021-03-02T08:15:29.612Z
| 2020-10-08T00:52:39.837Z
2020-10-07T00:52:39.837Z

2020-03-02T09:25:01.309Z

| 2021-10-08T03:44:00.167Z

2020-03-09T08:48:05.000Z

: 2020-12-05T06:33:01.647Z

2020-03-05T06:00:50.818Z

1 2021-03-02T08:48:07.000Z

2020-03-02T10:00:00.000Z

2020-05-31T708:15:28.612Z

2022-01-13T06:34:09.034Z

: 2021-08-07T05:26:45.981Z

2025-02-02T23:59:54.000Z
2030-02-28T08:48:08.000Z
2020-03-02T09:18:08.000Z

| 2025-01-15T09:35:33.000Z
2025-02-02723:59:54.000Z
Session

Session

| Session

| HttpOnly | Secure

v
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1st Party Cookie
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=k O] Elements  Console

Application
B Manifest
Xt Service Workers
B Clear storage

Storage
v == Local Storage

== https://www.nikkei.com

EE https://cdn.krxd.net

== https://img.ak.impact-ad.jp
>

= Session Storage

IndexedDB

Web SQL

v & Cookies

@ https://www.nikkei.com

@ https://cdn.krxd.net

& https://img.ak.impact-ad.jp

(@ (@

Cache
£ Cache Storage

C
Application Cache

Background Services

T, Background Fetch

Network Performance

C Filter

Name

aos
DSID
RUL

IDE

NID
1P_JAR
SAPISID
__Secure-3PAPISID
SSID
psm
tuuid
tuuid_lu
_kuid_
_rt.xd
81T
k2a
ssoa

-ga
nassoort

Memory  Application  Lighthouse  Security 01464 B : X

© X (] Only show cookies with an issue

Value Domain A P... E... S...|HttpOnly Secure |Same... |Priority
Igoogle|1605832951008|0!aam|1605832951008|1!td|16058329... | .a.one.impact-... |/ | 2... |1... | v ‘ None Medium
| 1606982730238 .a.one.impact-... |/ |2... | 16 v v None Medium
| AAO-7r6_RzbdEsyXMunAd6P_6U6hViln8BIWOqCvVxy5wAICx... | .doubleclick.net |/ Puves | Tios v v None Medium
ENeP7vwFGNf280sGliBBNMGQ4xpnAmS-8X2n4JPffPgg-hGz... |.doubleclick.net |/ |2... | 1... v v None Medium
| AHWgTUNn8Ub8BhV562yOEfCAJBMieM45bEfTAZ84R8-5ASTEO... | .doubleclick.net |/ | 2... | 67 v v None Medium
| 204=rtu0jDnQDPOds3pgXK8i_dnesWsiEfGSfINWFJymVwZOr... | .google.com . |[2a0 |8 v v None Medium
| 2020-12-03-08 .google.com [ 2.1 19 v None Medium
| 5sgNxW3cwVXAt1T7/AG38gCyPh5mrWo05u .google.com / |2... | 41 v High
| 5sgNxW3cwVXAt1T7/AG38gCyPhSmrWo05u .google.com 1 |2 | D1 v None High
A7S_ZSshTPjLK7KGv .google.com f 2 | 2 v v High
6X8M8h9h40tdIcVZrILumBOisQlirwpt6 RU-PSMMmUOiwbcEaD... | .impact-ad.jp / 2... | 89 v v None Medium
| 47d9d2bd-7bdc-491-84cd-c0a98384bcec .impact-ad.jp / 2 | Al v None Medium
| 1605832952 .impact-ad.jp / 2... | 18 v None Medium
| NfDmpZmm .krxd.net / 2.... | 14 v None Medium
2ff82c7f .nikkei.com / 2... | 14 Medium
j 6025de3d-dbf8-4a42-9666-658e53c513¢c3 .nikkei.com / ... | 43 Lax Medium
1 .nikkei.com /2 4 Lax Medium
IPymUWDjgC-IAQYZ* Em4XmHbnsrfO3cehKOfD7myNdVZ-d8... §.nikkei.com / |2... | 92 Medium
| GA1.2.1421611889.1591946449 .nikkei.com / |2 | 30 Medium
1T.'~‘.7AVh£18I -C27vaClnKiDA AREEE / 2 30 Mediiim

Igoogle|1605832951008|0'aam|1605832951008|1!td|1605832951008|0!ttd|1605832951008|0!yahoo|1605832951008|0!twitter|1605832951008|0!cro|1605832951008|0




3rd Party Cookie

< C @& nikkei.com w
- r—' ’
B2A 4 % A1 B 8.8, .2, .2, .0, EE ame
v -7 Rb—U— My=1—2 BRL{HER ABUAvF BEEIYRZ |
EE-eM A EJxZ =k Fo/A9— BERFR A=AV AR-Y #HR-
[w ﬂ Elements Console Sources Network Performance Memory Application Lighthouse Security 91 4 a : X
Application C Filter ® X (0 Only show cookies with an issue
B Manifest Name Value Domain A P... E... S...|HttpOnly Secure |Same... |Priority
XX Service Workers cs lgoogle|1605832951008|0!aam|1605832951008|1!td|16058329... .a.one.impact-... / | 2... |1... | v ‘ None Medium
B Clear storage aos | 1606982730238 .a.one.impact-... §/ |2... | 16 v v None Medium
DSID | AAO-7r6_RzbdEsyXMunAd6P_6U6hViln8BIWOqCvVxy5wAICx... i .doubleclick.net @/ oo | Fens v v None Medium
Storage RUL ENeP7vwFGNf280sGIliBBNMGQ4xpnAmS-8X2n4JPffPgg-hGz... l .doubleclick.net B/ | 2... 1... v v None Medium
v 28 Local Storage IDE ‘AHWqTUnBUbSBhV562y0EfCAJ8MieM45bEfTA284R8-5ASTEO... .doubleclick.net B/ 2... | 67 v v None Medium
=2 https://www.nikkei.com NID | 204=rtu0jDnQDPOds3pgXK8i_dnesWsIiEfGSfINWFJymVwZOr... § .google.com / 23 | B v v None Medium
S https://cdn.krxd.net 1P_JAR | 2020-12-03-08 .google.com / 2.1 19 v None Medium
28 https://img.ak.impact-ad.jp SAPISID | 5sgNxW3cwVXAt1T7/AG38gCyPh5mrWo05u .google.com / |2... | 41 v High
» = Session Storage __Secure-3PAPISID | 5sgNxW3cwVXAt1T7/AG38gCyPhS5mrWo05u .google.com / v | O v None High
S IndexedDB SSID A7S_ZSshTPjLk7KGv .google.com f 2 | 2 v v High
S Web SQL psm 6X8M8h9h40tdIcVZriLumBOisQlirwpt6 RU-PSMMmUOiwbcEaD...J .impact-ad.jp / 2... | 89 v v None Medium
v & Cookies tuuid | 47d9d2bd-7bdc-491-84cd-c0a98384bcec .impact-ad.jp / 2 | Al v None Medium
@ https://www.nikkei.com tuuid_lu | 1605832952 .impact-ad.jp ¥ 2... 18 v None Medium
& https://cdn.krxd.net _kuid_ NfDmpZmm .krxd.net [ |2 | 14 v None Medium
& https://img.ak.impact-ad.jp _rt.xd :2ff8207f .nikkei.com / |2... | 14 Medium
aalsf 6025de3d-dbf8-4a42-9666-658e53c513¢c3 .nikkei.com / 2. | 141 Lax Medium
Cache k2a 1 .nikkei.com /2. 4 Lax Medium
S Cache Storage ssoa | IPymUWDjgC-IAQYZ* Em4XmHbnsrfO3cehKOfD7myNdVZ-d8... | .nikkei.com / |2... | 92 Medium
== Application Cache _ga GA1.2.1421611889.1591946449 .nikkei.com /  |2..| 30 Medium
nassnort Ts7AVh48I| -C27vaClnKiDA nikkei. com / 2130 Medium

Background Services

T, Background Fetch

Igoogle|1605832951008|0'aam|1605832951008|1!td|1605832951008|0!ttd|1605832951008|0!yahoo|1605832951008|0!twitter|1605832951008|0!cro|1605832951008|0




Cookiell | FfAIHEDhNTWNWS ?

' Same...

Name \ Value
auth_token 8e0bba300e0c6fcf2914314c625b...

rB8fX12aglVMNWixlpeJAg==
phx

An699vZuZkNKTGDd
| 1260941023

csrf_same_site

csrf_same_site ...

ct0
datr
dpr

1
1

356ff422a0570250d3164e489f03...

fledXaQBX_PJhbhUgClaoF1G

_ln———

external_referer

fom_133305523...
fbsr_133305523...

fr
guest_id
kdt
km_ai
km_e
km_eq
km_lv
Km_ni
kved

8e8t2xd8A2w%3D||S380tfNfzY18...

base_domain=.peatix.com

sjkYm6sgYbadBrMoWp5IEtxfWm...
Ohgh8x0SpSon9kG6ew.AWWLVgp...

v1%3A157898364891438926

JJRMmM4nYjpZCCaM3PxX324mV...

457804

X
457804
1583138888370

’ Domain \ P ’ Expires / Max-Age ‘ S.
twitter.com / | 2025-02-05T05:26:45.981Z
2021-03-02T08:48:07.000Z
.bluekai.com / | 2020-08-29T05:56:34.722Z 1..
| .facebook.com |/ | 2021-03-02T08:15:29.612Z [ 1.. v
Awitter.com 2020-10-08T00:52:39.837Z v
twitter.com / 1 2020-10-07T00:52:39.837Z 1.. v
twitter.com / | 2020-03-02T09:25:01.309Z 3.. v
.facebook.com / 1 2021-10-08T03:44:00.167Z 2. v
.facebook.com 2020-03-09T08:48:05.000Z v
twitter.com 2020-03-05T06:00:50.818Z 9.. v
.peatix.com / | 2021-03-02T08:48:07.000Z 4... v
.peatix.com / | 2020-03-02T10:00:00.000Z 9..] v
.facebook.com / | 2020-05-31T08:15:28.612Z 8..! v
twitter.com / 1 2022-01-13T06:34:09.034Z 3..]
twitter.com / | 2021-08-07T05:26:45.981Z 4... v
.peatix.com / | 2025-02-02T23:59:54.000Z 1...
.peatix.com / | 2030-02-28T08:48:08.000Z
.peatix.com / | 2020-03-02T09:18:08.000Z 6
.peatix.com / | 2025-01-15T09:35:33.000Z
.peatix.com / | 2025-02-02T23:59:54.000Z 1...

.peatix.com

Session

None

lang  a______________________ syndication.wittercom Session la---

lang

ja

| analytics.twitter.com
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%29 5 Cookie

& C @ global.toyota/jp/

TOYOTA

YR7TFEUT4 HREXRWEER AWK

x O] Elements  Console

Application
B Manifest
Lx Service Workers
B Clear storage

Storage
» = Local Storage
» == Session Storage
» £ IndexedDB
Web SQL
v & Cookies
& https://global.toyota
& https://beacon.tws.toyota.jp

(@

& https://platform.twitter.com
& https://s7.addthis.com

& https://www.facebook.com
& https://tags.bluekai.com

Cache
£ Cache Storage
A

pplication Cache

Sources Network

C Filter

Name
presence
XS
spin
fr

Performance

Memory Application Lighthouse Security L4 B X
®© X ([J Only show cookies with an issue

Value Domain A P... E... |S... HttpOnly | Secure |Same... |Priority

C%7B%22t3%22%3A%5B%7B%22i%22%3A%229.2472165... | .facebook.com / S |Tss v Medium

16%3ATKrXo0qCic-Ugw%3A2%3A1591922206%3A9960%3A... ' .facebook.com / 2.5 |l v v None Medium

r.1003042619_b.trunk_t.1606969855_s.1_v.2_ .facebook.com / s 46 v v None Medium

/ 2... | 84 v v None Medium

0cqMrcuEYkmsZtpQl. AWUNTMIve11yugOXoAuh3TFL-Mw.Be4... | .facebook.com

1260941023
Gce7iXkRXGKzUt_Qpf00OBwWCE facebook.com / 2.0 |1 :28 v v None Medium
Gce7iXmfXYG10y-_q6a0W4Lt7 .facebook.com / 2.... | 26 v v None Medium




— Y %29 S Cookie

1260941023 .facebook.com A / |1 2021-03-02T08:15:29.612Z
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4

60 <script async src="https://securepubads.g.doubleclick.net/tag/js/gpt.js"></script>

61 <script>

62 window.googletag = window.googletag Il {cmd: []};

63 googletag.cmd.push(function() {

64 for(i=1;i<=6;i++) {

65 googletag.defineSlot('/21814040877/peatix-web-main-ads/ads', [300, 250], 'ad'+i)

66 .addService(googletag.pubads())

67 .setTargeting('slot_order', i)

68 .setTargeting('prod_tag_id', "2787"); googletag.pubads().enableSingleRequest();
69 googletag.enableServices();

70 }

71 D;

72 </script>

AX5 % (img) JS7 % (JavaScript)
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c T A—LATER

P HEAR—ZURL - DISY T EBFINICHEMAEE D T & H TR

@ DataSign



7 x 7Y RIT Ol

- BHTEET 59—/ ER

D 1 @ HTMLZ LK 23w
0 >
J DA WAF
ANEBY — LD JavaScript @HTMLTY

IPS

IDS

F/W @ *EIZE%E TRUSTe
P -3:.2
Google & Lo N dguble
Tag Manager Freakout lx.x.n S click

@ DataSign



S XS FBRBXEEANBHRINS

EHHEFEDH

s Google  88%
- 6 v 123 FEH twitter¥ 57%
S ' v facebook. 47%

cookie / IDFA VAHOO!  46%

7t A @R Google 81%
30 FHEH New Relic. 19%
©Userlinsight 17%
1 BT 250 FEE
CF— B _
LT — 5 &% 15 7T —4 Bt TREASURE  goo/

23 ;%% Qi-.b IntimateMerger 40%

Adobe Audience Manager 28%




IDsync

Name X Headers Preview Response |Initiator Timing Cookies
| dmpsync?vid=predix&uid=J4BM1AI9999h8dBK e
| predix2?segments=725789,772910,845560,84557 ...
| cci?uid=AA%2B%2Feuf3816hCQK%2BAuD %2Fb...

v General
Request URL: https: ostback/v3/event/kanade/sync?td_fo rmat=pixel&td_wri
: 2 — te_key=8151/827d134ee4b652c9a0270a485fffad86febdd40e&td_global_id=td_global_id&td_ip=td_ip&td
receive?partner_id=1830&partner_device_id=ca3f9...
— _ _ua=td_uafkkanade_id=8f38al6ee27e48b68376a3b59e53b68b
| sync?td_write_key=8151/9f6d0f84049c76c89045e...
| sync?td_write_key=8151/fcd628065149d648b80f ... Request Methock: GET

| sync?uid=2d72ad51-13da-409b-8edb-a8d39c049. . StatusCode: 8 200 0k
| rtbsync-2.2.2.js?ssv=none Remote Address: 3.113.149.16:443

sync?uid=2d72ad51-13da-409b-8edb-a8d39c049. . Referrer Policy: no-referrer-when—-downgrade
B sync?td_format=pixel&td_write_key=8151/827d13... |- PRI PORTIEY paos view soiirce

| receive?partner_id=3161&partner_device_id=8f38a...
| getuid?https%3A%2F %2Fpixel.tapad.com%2Fids...
__| genericusersync.ashx?dpid=oath_redirect&user=U...
| sync?UIVO=2d72ad51-13da-409b-8edb-a8d39cO...
__| genericusersync.ashx?dpid=5122

| Pug?vcode=bz0yJnR5cGUIMSZ|b2RIPTMxXNzYm...
__| genericusersync.ashx?dpid=5123

__| syncr?pid=1028&uid=2d72ad51-13da-409b-8edb-a...

Connection: keep-alive

Content-Length: 35

Content-Type: image/gif

Date: Fri, 10 Jul 2020 13:06:13 GMT

P3P: CP="This is not a P3P policy! See https://docs.treasuredata.com/articles/p3p"
Set-Cookie: _td_global=0acledaa-4989-4d31-al88-3ccedd2aeabl; Path=/; Expires=Sun, 10 Jul 2022

13:06:13 GMT; Domain=in.treasuredata.com; SameSite=none; Secure

__| GenericUserSync.ashx?dpid=5843 v Request Headers view source
| cs?partnerld=23&partnerUserld=2d72ad51-13da-4... Accept: image/webp, image/apng, image/*,*/*;q=0.8
.| genericusersync.ashx?dpid=5124 Accept-Encoding: gzip, deflate, br

| receive?partner_id=APPNEXUS&partner_device_id... Accept-Language: ja,en-US;q=0.9,en;q=0.8

36 / 268 requests = 41.4 kB / 782 kB transferred = 57.. Connection: keep-alive

@ DataSign
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LocalStorage & EARICHE U

(x ﬂ Elements Console Sources Network Performance Memory Application Lighthouse Security Q6 16 B : X
Application C Filter ® X
B Manifest Key Value
¢ Service Workers Session 3vg90w:1594385960271
B Clear storage b_timestamp 94 6/ 50
CacheStorageVersion 3b
Storage videoPlayerControllerVolume 0
v S Local Storage RTC_CALL_SUMMARY_summary {"__t":1594385990128,"__v":{}}
== https://peatix.com banzai:last_storage_flush 1594348657578.67
== https://tpc.googlesyndication.com signal_flush_timestamp 1594348659214
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Unified ID 2.0

Relevant advertising enables content providers to produce the content we’ve all come to enjoy
TV, or web experiences. This value exchange has not always been well understood, communic
moves away from its reliance on the third-party cookie, there’s an opportunity to create a new ¢

open internet.

We’re building on the work of the IAB Tech Lab and partnering across the industry to develop &
from hashed and encrypted email addresses, this ID will remain open and ubiquitous while intr¢

consumer privacy and transparency. The Unified ID 2.0 initiative will be:

e Open source and interoperable: The ID framework will be open source and available for fre

e Secured technology: Emails will be hashed and encrypted to prevent abuse. Regular rotatio
accountability measures.

¢ Independently governed: Participants will agree to a code of conduct as well as regular aud

¢ User transparency and privacy controls: Consumers will be able to easily view and manage

time.

LOTAME

The Future Is Connected

Marketers and publishers need a common
language that makes possible relevant,
responsible, and resilient advertising.
We've seen firsthand that the cookie —
whether first-party or third-party — is not
the foolproof solution many hope it to be.
Digital advertising needs future-proofed
innovation that works for everyone.
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