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Romance Scam Reports Over Time

From 2016 to 2020, reported dollar losses increased more than fourfold, and the number of reports nearly
tripled.
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Increased BYOD Policy Adoptions

=]]]]
i

Does your organization have a BYOD (bring your own device) policy that permits employees to use
personally owned devices to access company applications and data?
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Operational Challenges

What have been the biggest challenges for your organization’s IT security team during the
COVID-19 pandemic? Select all that apply.

Increased volume of threats and security incidents
Insufficient remote access / VPN capacity
Increased risks due to unmanaged devices
Increased investigating / remediating challenges
Insufficient access to on-prem IT security systems
Increased regulatory compliance challenges
Temporary hiring freeze / can’t fill open positions

Decreased budget for new investments

IT Security Personnel Shortage

Was your organization previously experiencing a shortage of skilled IT security personnel before
the COVID-19 pandemic began?

Canada

USA 57.3%
Global 53.4%
Germany 49.2%
France 42.4%
Australia 41.4%
41.4%

UK

THE IMPACT OF COVID -19 ONENTERPRISE IT SECURITY TEAMS
(https://www.isc2.org/-/media/ISC2/Research/2020/COVID-19-Impact-Report/CyberEdge-COVID-19-Impact-Report.ashx)
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Prioritization to Prediction Volume 6

https://www.kennasecurity.com/resources/prioritization-to-prediction-reports/
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Alert (AA20-133A) Top 10 Routinely Exploited Vulnerabillities

Vulnerabilities Exploited in 2020

In addition to the top 10 vulnerabilities from 2016 to 2019 listed above, the U.S. Government has reported that the following vulnerabilities are being routinely
exploited by sophisticated foreign cyber actors in 2020:

e Malicious cyber actors are increasingly targeting unpatched Virtual Private Network vulnerabilities.
o An arbitrary code execution vulnerability in Citrix VPN appliances, known as CVE-2019-19781, has been detected in exploits in the wild.

o An arbitrary file reading vulnerability in Pulse Secure VPN servers, known as CVE-2019-11510, continues to be an attractive target for malicious actors.
o March 2020 brought an abrupt shift to work-from-home that necessitated, for many organizations, rapid deployment of cloud collaboration services, such as
Microsoft Office 365 (O365). Malicious cyber actors are targeting organizations whose hasty deployment of Microsoft O365 may have led to oversights in

security configurations and vulnerable to attack.
o Cybersecurity weaknesses—such as poor employee education on social engineering attacks and a lack of system recovery and contingency plans—have

continued to make organizations susceptible to ransomware attacks in 2020.

https://us-cert.cisa.gov/ncas/alerts/aa20-133a
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Pulse Connect Secure (CVE-2019-11510)
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